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ToproBasi Mapka W aBTOpCKOe NpaBo

Toprosasi Mapka

AntiVir aBnseTca 3aperncTpupoBaHHoOn ToproBo Mapkow Avira GmbH.

Windows siBnisieTca 3apermctpmpoBaHHo Toproson mapkon Microsoft Corporation B CLUA 1 gpyrux ctpaHax.
Bce apyrue Ha3BaHUsi Mapok 1 MPOAYKTOB SBMSOTCA TOBAPHLIMU 3HAKaMUN UNW 3aperncTpupoBaHHbIMU
TOBapHbIMW 3HaKamu, NpUHaANeXalmmy CBoOUM BrnagenbLam.

3alymieHHble TOBapHbIe 3Hakun He 0603HaYeHb! 3alMLLEHHBIMY B 3TOM PYKOBOACTBE. OTO, OAHAKO, He
03HayaeT, YTO OHM MOTYT NPUMEHSITbCS CBOBOAHO.

NHopmaums o6 aBTopckmx npaBax

B Avira AntiVir Personal 6bin ncnonb3oBaH kof CTOPOHHUX pa3paboTunkoB. Mel 6narogapum obnagatenen
aBTOPCKMX MpaB 3a NpeJoCTaBMeHHbIN B Halle pacnopsikeHue kofd. MoapobHyto nHdopmaumio 06 aBTopckom
npase Bbl MoxeTe HanTu B pasgene cnpasku Avira AntiVir Personal TPL.
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1

BeepeHue

Avira AntiVir Personal komnaHmum Avira GmbH 3awuwaet Baw komnbioTep oT
BUPYCOB, BPEOOHOCHOrO 1 WnunoHckoro MO, HexxenaTenbHbIX NPporpaMm u Apyrnx
ornacHocTeln. B HacTosiLem pyKoBOACTBE aeTcs KpaTkas MHGopmaums o
BUpycax n spegoHocHom [10.

B pykoBoAcTBE onuCbIBAOTCS YCTaHOBKA M 0BCNYXMBaHWe Nporpammbi.

Ha Hawem canTte http://www.free-av.ru Bl moxeTe 3arpy3nTb pykoBoACTBO Avira
AntiVir Personal kak PDF-cain, Avira AntiVir Personal o6HOBRASITL ero unm
nony4nTb MHopmauuto o Avira AntiVir Premium nnaTtHon Bepcun .

NomMmnmo aToro, Ha Hawem canTe Bbl HangeTe Takylo MHopMauuio, Kak,
Hanpumep, TenedoH TEXHUYECKON NOLAEPXKKM, a TaKKe Halla paccbinka
HOBOCTEN, Ha KOTOpPYIo Bbl MOXeTe nognucaTbes.

C yBaxeHueMm, coTpyaHunkm Avira GmbH


http://www.free-av.ru/

2 CwuMBOMbl 1 BblaeneHus

Wcnon b3YyHOTCA criegyouine CUMBOIJIbI:

MukTorpamma / O6bsACHeHne
O6o3Ha4yeHue
Ny O603HavaeT ycrnosue, KOTopoe HeobxoaMmo Ans

BbINONHEHNS] AENCTBUA.

1 O603HavaeT aTan aencTensd, kotopoe Bl
BbINOSMHSETE.
- O603HavaeT pesynbTaT BbINOMIHEHHOTO AENCTBUS.

MpepynpexpeHne | O6o3HavaeT npeaynpexneHme 0 BO3MOXHOCTH

noTepn AaHHbIX.

MpumeyaHue

O603HavyaeT npumMeyaHue, cogepxallee BaxHyr
MHOPMAaLMIO, UNN PEKOMEHOALMIO MO
ncnonb3oBanuto Avira AntiVir Personal.

WNcnonbaytoTes crieaytolwme BblaeneHus:

BbliaeneHue

OObACHEeHne

Kypcus Nma nnu nytb danna.
OTtobpaxaemble anemMeHTbl UHTepdenca (Ha3BaHWsI OKOH,
0o6r1acTy OKOH MIu none onuumm).

XunpHbIN BbibpaHHble anemeHTbl MHTepdenca (MyHKTbl MEH!O,

pas3aenbsl nnn KHon KI/I).




3 WHdopmaunsa o npopykTe

B aTon rnaese Bbl nonyumTe BCO HEOOXoaMMYyo Ansi NnpuobpeTeHns n
ucnornb3oBaHug Avira AntiVir Personal nHgpopmauuio:

— cM. rnasy: Npon3BoanTENBHOCTb
— c¢M. rnaey: CnctemHble TpeboBaHNS
— CM. rnasy: JlnueHanpoBaHue

Avira AntiVir Personal - MOLLHbIN 1 TMOKNI UHCTPYMEHT, CMOCOBHbBIN HAaOEXHO
3aWwmnTuTL Balw koMmnbioTeEp OT BUPYCOB, BpeaoHOCHOro MO 1 nHbIX yrpos.

» [MpuHUMaliTe BO BHUMAHUE creayoLlee:

MpumeyvaHue

MoTeps LUeHHbIX AaHHbIX MOXET MMETb Cepbe3Hble nocrneacTeus. [Jaxe camas
nyywas aHTUBMpPYCHasi NnporpaMmma He cmoxeT 3awuTntb Bac Ha 100% ot noTepu
JaHHbIX. PerynsapHo co3naBaiiTe pe3epBHbIC KOMUKM Baimx qaHHbBIX.

MpumeyvaHue

Mporpamma, 3awmLiaioLlas ot BUPYCOB, HexXenaTternbHbIX U BPeAOHOCHbIX
nporpamm, 6ynet HagexHom N addEKTUBHOM TOMBKO NPU pPerynsipHoOM
obHoBneHuu. TTo3aboTeTech 00 akTyanbHOCTH Avira AntiVir Personal ¢ ToMoIipo
aBTOMAaTHYECKOTO OOHOBJICHHS. HaCTpOﬁT € MporpaMmy COOTBETCTBCHHO.

3.1 [Npon3BoaMTENBHOCTD

Avira AntiVir Personal npeanaraet Bam cnegytowme pyHkumnn:

— LleHTp koHTpONSA Anst MOHUTOPUHIA, aOMUHUCTPUPOBAHUS U ypaBneHns
nporpamMmmamm

— LeHTpanusoBaHHasa HacTporika B CTaHAAPTHOM U 3KCMOPTHOM pexumax
YyBCTBUTENLHOM K KOHTEKCTy CripaBkown.

— Scannerc ynpaBisaeMbIM npocbmneM N HacTpamnBaeMblM NMONCKOM BCEX
M3BECTHbIX TUNOB BMPYCOB N BPE€AOHOCHbLIX NporpamMmm

— WHTterpupoBaHHbI B Windows Vista moagynb ynpaBneHust y4eTHbIMU
3anucsmu nonb3oBaTtenen (User Account Control) anga BeinonHeHus 3agady,
Tpebylowmx Nnpas agMMHUCTpaTopa

— Guard ans NOCTOSAHHOrO OTCIEXMBAHUSA NOMbITOK AOCTyNa K hanam

— BCTpOoeHHbI MeHegkep KapaHTUHa AN n3onauumn nogo3puTenbHbIX
dannoB 1 paboTbl C HAMMK

— 3awwuTa oT pyTKUT-NporpaMmm no3sonset obHapyxuTb MO, ckpbITO
yCTaHOBNEHHOe B cucteme (PyTknT)
(Tonbko ons 32-6MTH. CUCTEMBI)

— [Mpamon goctyn k nogpobHon nHdopmMaummn 06 oGHapyXeHHbIX BUPYCax n
BpeaoHocHoM MO (UHTepHeT)

— [MpocTtoe n 6bicTpoe 06HOBNEHNE NPOrpamMmmbl, pansa BUPYCHbIX CUrHATYp
(VDF), a Takke NOMCKOBOro sigpa ¢ NOMOLLbIO 06HOBNEHUSA 0aHUM hbannom
N nHkpemeHTHoro VDF-o6HoBNeHus ¢ Be6-cepeepa B VIHTEpHET



Avira AntiVir Personal

— BcTpoeHHsbIn MNMnaHnpoBLLMK ANg NAaHUpoBaHUS eAMHOBPEMEHHbIX UMK
NOBTOPSOLMNXCH 3a4a4 OOHOBNEHWS, NPOBEPKX U Np.

— Bbicovaniwmni ypoBeHb 0OHapYXeHUs1 BUPYCOB 1 BPEAOHOCHbIX NPOorpamMm,
rapaHTMpyeMbiii HOBOW TEXHOMOIMEN nomcka (MoONCKOBOE S4p0) C
NpUMEHEeHNeM 3BPUCTUKN

— PacnosHaBaHune Bcex NONynspHbIX TUMOB apXMBOB, BKNOYAS BNOXEHHbIE,
C MPMMEHEHNEM CMUCKOB ONAacHbIX paclumpeHnin pannos

— Bbicokasi npon3BogMTENbHOCTE MHOrOMOTOYHOM TEXHOSOMK
(oaHOBpPEMEHHOE CKaHMpOBaHWE HECKOMNbKMX (hanos)

3.2 CucteMHble TpeboBaHUA

Ona 6e3ynpeyvHon paboTel Avira AntiVir Personal Heob6xogumo, 4Tobbl cuctema
COOTBETCTBOBanNa cnegyrowmm TpeboBaHnsam:

— MuHumym - Pentium 266 MHz

— OnepaunoHHas cuctema

— Windows 2000, SP4 n nakeT obHoBneHun 1 nnm

— Windows XP, SP2 (32 nnun 64 6ut) nnu

— Windows Vista (32 unu 64 6uta, SP 1 pekomeHayeTcs)

— He meHee 100 M6 cBo60aHOM NamMATH Ha XECTKOM aucke (npwm
ncnonb3oBaHuMK KapaHTuHa 1 ons BpeMeHHOW namsT - 6onbLue)

— MuHumym 192 M6 O3Y ansa Windows 2000/XP

— MuHumym 512 M6 O3Y ans Windows Vista

— [Ina yctaHoskn Avira AntiVir Personal: lNpaBa agmuHucTpaTtopa

— [Ina yctaHoskn Bcex npoayktos: Windows Internet Explorer 6.0 1 BbiLe
— [pn HEOBXOOUMOCTU UHTEPHET-COEANHEHNE (CM. YCTaHOBKA)

NMpumevanuns pns nonb3osatenen Windows Vista

B Windows 2000 n Windows XP mHorne nonb3oBartenu paboTaloT ¢ npaBamu
agMUHUCTpaTopa. OTO HeXenaTenbHO No coobpaxeHnsim 6e3onNacHOCTH, Tak Kak
3HaYNTENbHO MOBLILIAETCS ONACHOCTb UHAPULMPOBAHNSA CUCTEMbI BUPYCaMn U
BPEOOHOCHbLIMM MporpaMmamu.

Mo aton npuumnHe Microsoft BBoguT B Windows Vista "YnpaeneHue y4eTHbIMU
3anucsamu nonb3osatenen” (User Account Control). Takum obpasom
nonb3oBarenu, paboTatrowme ¢ npaBaMmm agMMHUCTpaTopa, nosyyatT
pononHuTensHyto 3awnTty: B Windows Vista agmuHucTpatop obnagaet
npueunernamm obbli4HOro nonb3osartens. [encteus, 4ns KOTOPbIX HEOOXoANMbI
npasa agmuHucTpatopa, Windows Vista 4eTko BblgensaeT cneunarnbHbIM
npumedaHnem. Kpome Toro, nonb3oBaTenb OMKEH SBHO NOATBEPXAATb
xenaemoe gencteune. TONbKO Nocre NonyyYyeHnsa NoATBEPXKOAEHNS NPON3BOANTCS
NOBbILLEHNE NPUBUMETNIA, U ONepaLMOHHAsA CMCTEMA BbINONHAET 3adaHune
agMuHUCTpartopa.



NHdopmMauus o npopykTe

Avira AntiVir Personal gnsi BeinonHeHns HekoTopblx gencteun B Windows Vista
TpebyeT npaBa agMuUHMUCTpaTopa. ATU AenCTBUA 06o3HaYaTCa crneayowmumMm
snaukamu: € | Ecnm atoT cumson oToOpaxaeTcs Ha KHOMKe, A5 BbINONHEHNS
AaHHOro gencteus TpebyoTcsa NnpaBa agMuHucTpartopa. Ecnv Bawa yyeTtHas
3anncb He umMeeT NpaB agMUHUCTPATOpa, CMCTEMA YrpaBneHnUs y4eTHbIMU
3anucsmu nonb3oBaTtenen Windows Vista TpebyeT ykaszaHus naponsi. Ecnv Bl
He nMmeeTe napons agMuHucTpaTopa, Bbl He cMoXxeTe BbINONHUTL Tpebyemoe
nencrtaeue.

3.3 JInueHsnpoBaHue

[ns Toro, 4tobbl ucnonb3oBaTb Avira AntiVir Personal, Bam Heobxoanma
nuueHsusa. Bel cornawaeTtech ¢ NUUEH3NOHHbIMKU ycnosuammn Avira AntiVir
Personal.

JInueHsna npegnaraeTcsa B popme koga aktusaumn. Kog aktmsauum - 31o Kog,
cocToALmMI 13 BykB N Lnp, KOTopbIn Bl nonyynnu npu npuobpeteHmmn Avira
AntiVir Personal. C nomoLLbto koga akTMBaLuum YyCTaHaBNMBAOTCS TOYHbIE
napameTpbl Baluen nuueHsnn - Kakag nporpaMmma 1 Ha Kakon BpeMeHHOW nepuog
nuueHsunpyeTcs.

Koa aktuBauumm nepecbinaeTtcs Bam B af1eKTPOHHOM NMcbMe, ecin Bl
nprnobpenu AntiVir Personal B IHTepHeT-mMarasnHe, unu pasMeLLeH Ha yNakoBKe
npoaykTa.

UT06bl NMLEH3NPOBaTL NPOrpamMmmy, YKaXkuTe KO4 akTuBaLlmm B npouecce
aktmauum Avira AntiVir Personal. MpogykT moxeT 6biTb akTUBMpOBaH B
npouecce yctaHoBku. Bbl MoxeTe akTuBmnpoBath Avira AntiVir Personal u nocne
YCTaHOBKM C nomoLbto LieHTp koHTpons B nyHkTe Cnpaska::MeHepxep
TINLEH3UN.

B Avira AntiVir Personal yxxe cooepXxmtca gencTBuTeNbHbIN KoA akTuBaumu. B
3TOM cny4yae He TpebyeTca akTMBMPOBAaTb NPOLYKT.



4 YcTaHOBKa M yganeHue

9TOW rnaBbl coaepXnTca nHdopmaumsa ob yctaHoBke n yganeHum Avira AntiVir
Personal:

— CM. rnaBy YcTaHoBka: [pegnockinku, Tunbl ycTaHoBKM, [MponssecTy
YCTaHOBKY

— CM. rnaBy YCTaHOBOYHbIE MOAYNN
— CM. rnaBy YCTaHOBKa U3MEHEHWUI
— CM. rmasy YganeHue: BoInonHWUTb yoaneHue

4.1 YcTaHoBKa

Y6eautecb nepepq ycraHokon Avira AntiVir Personal B Tom, 4to Baw komnbtotep
cooTBeTcTBYET MMHMMAanbHBIM CUCTEMHbIM TpeboBaHuAM. Ecnu Baw komnboTep
oTBeYaeT BceMm TpeboBaHuAM, Bbl MoxeTe yctaHoBuTbL Avira AntiVir Personal.

MpumeyvaHue

HaunHas ¢ Windows XP Avira AntiVir Personal co3gaeT To4Ky BOCCTaHOBNEHUS
nepep ycraHoskoun Avira AntiVir Personal. 3T1o no3sonut Bam 6e3onacHo
yaanutb Avira AntiVir Personal B cnyyae HeyaayHow yctaHoBKWU. He 3abbiBanTe,
YTO Ans 3T0ro onumsa OTKMIOYUTbL BOCCTAaHOBIIEHME cUcTeMbI B: "[ycK |
HacTtpornka | NaHenb ynpaenenus | Cuctema | BocctaHoBneHme cnuctemsl” He
JOIMKHa ObITb BKMNOYEHA.

Ecnu Bbl xoTuTe onpeaenvTtb 6onee paHHIOW TOYKY BOCCTAHOBMNEHMS CUCTEMBI,
Bbl MOXeTe caenatb 3TO € NomoLLbio yHKummK "Myck | Nporpamme |
CranpgapTtHble | CnyxebHble | BoccTtaHoBneHne cuctembl”. Co3gaHHyo
nporpammon Avira AntiVir Personal To4uKy BOCCTaHOBMEHNSA CUCTEMBI Bbl CMOXETE
onpegenntb no ctpoke AntiVir Personal.

Tunbl ycTaHoBKM

Bo Bpems yctaHoBKkM Bbl MOXeTe BblOpaTh TUMN yCTAaHOBKM:
noaHagd
AntiVir Personal yctaHaBnMBaeTcs NOMHOCTbIO CO BCEMU KOMMOHEHTaMN.

MporpammHble thannbl yCTaHaBNMBAKOTCA B CTaHA4APTHYHO nanky C: \Program
Files.

Mo Bbibopy

Y Bac ecTb BO3MOXHOCTb YCTaHOBUTb OTAEMNbHbIE KOMMNOHEHTLI MPOrpaMmmbl (CM.
rnaBsy YcTaHOBKa v yganeHue::YcTaHOBOYHble Moaynun). MoxHo BbIGpaTh nanky,
B KOTOpYIO ByaeT npomsBeneHa yCcTaHOBKa. Bbl MOXeTe OTKMNOYMTEL co3gaHne
MKOHOK Ha paboyem cTone 1 rpynnbl nporpamm B MeHto yck.



YcTaHOBKa M ypaneHue

I'Iepe,u, 3anyCcKoM npotuecca yCTaHOBKHU

» 3akponte Bawy nodtoByto nporpammy. Kpome Toro, pekomeHayeTcs
3aBepwnTb BCe paboTatoLimne NpunoxeHus.

» YGeautecb B TOM, YTO HE YCTaHOBMNEHbI APYrne aHTUBUPYCHbIE PELLEHNUS.
ABTOMaTUYeCKME DYHKLUM 3aLUTbI pa3fMyHbIX cuctem 6e3onacHocTy MoryT
MeLlaTb apyr Apyry.

» YcrtaHoBuTe MIHTEepHET-coeanHeHne. NIHTepHeT-coegMHeHne HeobxoamMmo ans
BbIMOJIHEHMS CIeAYIOLLMX 3TanoB YCTaHOBKU:

» 3arpyska akTyanbHbIX NporpaMMHbIX danioB 1 NOUCKOBOMO S4pa, a Takke
harin BUPYCHBIX CUTHATYyp Yepes nporpammy YCTaHOBKM (MPpWU yCTaHOBKE
yepes UHTEPHET)

» Perunctpauna nonb3oBatens Avira AntiVir Personal
» BbinonHeHue obHoBneHusa AntiVir Personal no 3aBepLieHnn yCTaHOBKM

» [Mpnobpetnte kntou nuueHsnmn AntiVir Personal, ecnu Bbl xoTute
aktusmpoBatb AntiVir Personal.

MpumevyaHue

YcTaHoBKa Yyepe3 MHTEPHET:

[nsa ycraHoBku Avira AntiVir Personal yepes nHtepHet Avira GmbH npegnaraet
nporpamMmmy yCTaHOBKW, KOTOpas nepes BbiNoSIHEHWEM YCTaHOBKM 3arpy>KaeT ¢
cepepa Avira GmbH akTyanbHble nporpammHble pannbl. ITOT cnocob
obecneumBaeT yctaHoBky AntiVir Personal ¢ aktyanbHbIM ¢harinom BUPYCHbIX
curHaTyp.

YcTaHoBKa Yepes nakeT Ans HeTannaumm

MakeT ANA NHCTanNNsaUMM COAEPXMT NporpaMmMmy YCTaHOBKM U Heobxoanmble
nporpamMmMHele dansel. [pun ycTtaHoBKe Yepes nakeT Ang uHetannauum y Bac Het
BO3MOXHOCTM Bblbopa A3bika Ansa AntiVir Personal. PekomengyeTcsa nocne
3aBepLUEHNs YCTAaHOBKM BbINOSTHUTL OBHOBNEHNE, YTOObI OBHOBUTL (hain
BMPYCHbIX CUrHaTYyp.

MpumeyaHue

Ons pernctpauun npoaykta Avira AntiVir Personal coegnHsaeTcs yepes HTTP-
npotokon no nopty 80 (Web-komMMyHUKaLms), a Takke Yepes 3amdpoBaHHbIN
npotokon SSL no nopty 443 c cepeepamu Avira GmbH. Ecnn Bbl ncnonb3syete
GpaHamayap, ybeantecb B TOM, YTO BXOAALWMN/UCXOAALLNA TpaduK He
BroknpyeTtca nm.

Mpon3BecTn ycTaHOBKY

Mporpamma ycTtaHoBKM paboTaeT B AManoroBom pexume. Kaxxgoe okHO
COAEPXKUT pAS KHOMOK ANS ynpasneHns NpoLeccom YCTaHOBKU.

BakHerLune KHOMKW BbINOMHAT cneayowme dyHKLNN:

OK: NMoatBepanTtb gencTeme.

— OTMeHuTb: OTMEHUTb OelncTBMe.

— Danee: NepenTtun Kk cneayrowemy Liary.
Hasap: Nepentn Kk npeabiaywiemy wary.
Tak Bbl yctaHoBuTe AntiVir Personal:

» 3anycTute yCTaHOBLUMK ABOWNHbLIM LLEMYKOM MO YCTaHOBOYHOMY channy,
KOTopbIv Bbl 3arpy3vnnu us VIHTepHeT, nnun Haxoasiwemycsi Ha CD.



Avira AntiVir Personal

YcTaHOBKa Yepes3 MHTepHeT

- MosaABUTCSA OKHO npusemcmeus.

» HaxmuTte Oanee, 4ToObl NPO4OIMKUTL YCTAHOBKY.
— MosaBuTCS ananoroBoe okHO Bribop s3biKa.
| 4

Bbibepute a3bik anga yctaHoBku AntiVir Personal u nogteepgute Bbibop,
Ha)kaB [danee.
-+ MosBuTCcS amnanoroBoe okHO 3aegpysums. C cepepa Avira GmbH 6yayT
3arpy>xeHbl Bce daninbl, Heobxoammble Ans ycTaHoBKW. 10 3aBepLUEHNM 3arpy3ku
OKHO 3azpy3ka OyneT 3aKpbITO.

YcTaHoBKa 4Yepes nakeTt ANn4a UHCTannqauuun

- OTKpoeTCs AnanoroBoe OKHO aCCUCTEHTAa YCTaHOBKM Avira AntiVir
Personal.

» Haxmute lMpuHsmsb, 4TOGbI 3aMyCTUTL YCTaHOBKY.

- YcTaHOBOYHbIN (parin pacnakoBbiBaeTcs. 3anyckaeTcs npoueaypa
YCTaHOBKM.

— MosaABUTCSA OKHO npusemcmeus.
» Haxmute Oanee.

MNpoponxeHne ycTaHOBKM Yepes WHTEepHEeT n Yyepe3 NnakerT ond uHCTanndauuun

-+ MosiBuTca ananoroBoe okHO JornosTHumerbHble Kameaopuu yepo3. B
ONanoroBoM OKHe COAEepPXUTCA MHopMaLMS O 3alUTHBIX yHKUMAX AntiVir
Personal n ykazaHus no paclumpeHuto 3awmnTHbIX dyHKumim AntiVir Personal.

» Haxmute Oanee.
—+ Bo3HMKaAET OKHO C NMULIEH3VMOHHBIM COrMnalleHneM.

> I'IomBep,u,MTe, 4yTO BbI npuHMMaeTe ycnoBua NMUEH3NOHHOIo cornatleHnda n
Ha>XMUTEe KHOMKY Danble.

— MNosBuTca okHo YacmHoe ucrnornb3o8aHue.

» [MoaTtBepauTte, uto AntiVir Personal 6yget ncnonb3osaH Bamun
NCKMIOYNTENbHO B YACTHbIX HEKOMMEPYECKNX LIeNsX, HaxmuTe danbue.

- MosiBUTCS OKHO co30aHus cepuliHo20 Homepa.

» [MoaTteepauTte, 4YTo OyOEeT CreHepMpoBaH CyYanHbI CEPUNHbBIN HOMED,
KoTopbI BygeT nepenaH npu oGHOBMEHUM, HAaXMUTe Janblue.

- OTKpoeTcst OKHO Turn ycrmaHo8KuU.
» Pewwnte, xenaete nu Bbl NpoM3BECTM NOSHYIO UK BbIBOPOYHYIO YCTAHOBKY .
» Bbibepute onuuio MonHaa unv BelbopoyHasn, HaxmuTe JanbLue.

BblbopoyHasa ycTaHoBKa

- Bo3HMKHET OKHO 8bIbopa uesiesoli nariku.
» [loaoTBepanTe BblIOpaHHYHO Nanky HaxxaTuem KHonku [danblue.
-V -

Beibepute gpyryto nanky Haxkatnem kHonku O63op, a 3atem NoATBEpANUTE
KHonkon [anbLue.

> OTKpOGTCFl OnanoroBoe OKHO YcmaHo8Ka KOMIMOHEHMOos:

> BknounTe unm OTKIOYMTE XKenaeMble KOMMNOHEHTLI, a 3aTeM NOATBEPAUTE
kHonkon [anblue.

-+ B cneaytowem okHe Bbl MoXeTe yCcTaHOBUTb, HEO6X0AMMO Ny co3aaBaTb



YcTaHOBKa M ypaneHue

MKOHKY Ha paboyem cTone n/vnm HOBYIO rpynny nporpaMmm B MeHto lyck.
» Haxmute Oanee.

Oanee ong nonHow U BeIbOpPOYHOM YCTaHOBKM

—- OTKprBaeTCFI aCCUCTEHT NNUEH3UI.

AcCCUCTEHT NuueH3nn gaet Bam BO3MOXHOCTb 3aperncTpMpoBaThCs B
kauyecTtBe knveHTa AntiVir Personal n opopmMutb NOAMUCKY Ha paccCbInky
HoBocTen Avira GmbH. [1na atoro Heo6xogMMo ykasaTb nepcoHarnbHble
OaHHble.

> Ykaxute Bawm gaHHble 1 noaTBepaounTe NX HaXXatnem KHOIMMKKU Oanee.

— B npouecce peructpauun B criegyrollem okHe oTobpaxaeTcsa pesynbtaT
npoLecca akTueauum.

—- Haxmute Oanee.

—+ ByayT yctaHOBRNEHbI KOMMOHEHTbI NporpaMmmbl. Tan yCTaHOBKM byaeT

OT06pa)KeH B ANalrioroBoM OKHeE.

- B cnegytowem okHe Bbl MoxeTe BbIOpaTb, HEOGXOANMMO NN OTKPLITL dhann
Readme nocne 3aBepLUeHNs yCTaHOBKW.

> an/I HeobxoaMmocTn nogreBepaounte u” 3a|<p017|Te OKHO YyCTaHOBKU, Ha>xaB

r'omoso.
-+ ACCUCTEHT yCTaHOBKWN ByAeT 3aKpbIT.
—+ OtkpoeTtcs dann readme.
> [anee oTKpoeTCca acCUCTEHT KOHUrypnpoBaHus. ACCUCTEHT

KOHUrypmpoaHus nossondaet HacTpouTb AntiVir Personal. Ecnu Bel npepeeTte
KOoHdpurypauuto, To AntiVir Personal 3anyctutcst co ctaHgapTHbIMU HACTPOMKaMu.

MNpepBapuTesibHbEIE HACTPOIKKU B aCcCUCTEHTE KOHPUTYpMpPOBaHUS

> B omanorosom okHe Hacmpotka AHeAD, Bbl moxeTe BblbpaTh YpOBEHb
ans obHapyxeHunsa ana TexHonornm AHead. BeiGpaHHbIM ypoBeHb 0BHapYXeHUst
OygeT ucnonb3oBaH 4sia ycTaHoBku TexHonormm AHead-Scanner (npsmas
nposepka) n Guard (npoBepka B pearlbHOM BPEMEHN) .

> BbiGepute ypoBeHb 06HapYXeHUst U HaxkmuTe fanbiue.

- B ananoroBom okHe [JornonHumerbHble Kameaopuu y2po3, Bbl MoxeTe
BblIGpaTh KaTeropun yrpo3 1 HacTpoutb dyHKUMM 3awmtbl AntiVir Personal.

» [Mpn HeOBXOAMMOCTN aKTUBMPYNTE OONOSNTHUTENBHbIE KaTEropumn yrpos,
Haxkmute Hanbuwe.

> AKTUBMpYNTE HeobBXoaMMble onuun, Haxxmute [arnee.

-+ B omanoroBom okHe [Iposepka cucmembl MOXHO BKITHOUUTL UMK
OTKITIOUUTL BBICTPYIO NPOBEPKY CUCTEMbI. bbiCTpas npoBepka cUCTeMbI
NpoBOANUTCA MOCIe 3aBepLUEeHNs KOHUrypaumm u nepes nepesarpyskomn
cucTeMbl, ByaeT npomnsBeneHa NpoBepKa 3anyLeHHbIX MPorpaMM U CUCTEMHbIX
dannos.

> AKTUBMpYATE UNK JeakTUBUPYWUTE ONuMo bbeicmpas npoeepka cucmemsl,
HaxkxmuTteanee.

- Haxxmnte Nomoeo ans 3aesepLueHns KoHurypaumu.
» HaxmuTte Mfomoso.
-+ 3apaHHble 1 BblIbpaHHble HAaCTPONKM ByayT COXPaHEHbI.
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—

Ecnu Bel aktnBmpoBanu onuuio beicmpas nposepka cucmemsl, TO

oTkpoeTcs okHO Luke Filewalker. Scanner npoBeaet GbICTpy0 NPOBEPKY
CUCTEMBI.

—

—

OTKkpoeTcs OkHO 3asepuwiume yCmMaHOBKY.
Ecnu Bel yctaHosunu AntiVir Personal Ha Windows XP 1 npu aTom

neaktneuposanun Windows Firewall, TO nosaBUTCs OKHO C NpeanoXxeHnem

nepes

arpyauTtb CUCTEMY.

> 3aBepLuv|Te YCTaHOBKY, Ha>XaB MNoToBo.

Mocne ycnelwHon yctaHoBKM LieHTp koHTpons pekoMmeHayeT B O630p :: Cmamyc
npoBepuTb akTyanbHocTb AntiVir Personal.

» O6HoBuTe AntiVir Personal, ans nogaoepxaHus B akTyarbHOM COCTOSIHUN
(hanna BMPYCHbIX CUrHaTYp.

» [poBeanTe NOHY NPOBEPKY CUCTEMBI.

4.7 YcTaHOB

Y Bac
KOMIMO
yaane

Ka U3MEeHeHnn

€CTb BO3MOXHOCTb A406aBnATb UMY yaansaTb OTAerNbHbIE MPOrpaMMHbIe
HeHTbl ycTaHoBneHHoro Avira AntiVir Personal (cm. rmasy YcTaHoBka v
HMe::YCTaHOBOYHbIE MOAYIN)

Ecnu Bbl xoTnte go6asutb Unu yaanutb NporpaMMHble KOMMOHEHTbI
yctaHoBneHHoro Avira AntiVir Personal, Bbl MOXXeTe BOCNOSb30BaTLCS MYHKTOM

YcTaH

OBKa U yganeHue nporpamm Ans Toro, Ytoosl UsmeHuTs/Yoanutsb

nporpammbl B MaHenun ynpasneHna Windows.

Bbibepute Avira AntiVir Personal n HaxxmuTte kHonky MU3meHuTb. B okHe
npuBeTcTBus Avira AntiVir Personal Bbibepute nyHKT U3MmeHnTb. Bbl npongeTe

yepes

npoueaypy U3MeHeHNs1 yCTaHOBIEHHOW NporpamMmbi.

4.3 YCTaHOBOYHbIN MOAYIb

Mpw BEIGOPOYHON YCTAHOBKE UMW YCTAHOBKE M3MEHEHMI MOTyT BbITb BblGpaHb,
Ao6GaBneHbl UNK yaaneHbl crieqyowme Mogynu :

10

AntiVir Personal

OTOT MOAYNb COAEPXKUT BCE KOMMOHEHTbI, HE0OX0AMMbIE A5 YCMNELIHOM
yctaHoBku Avira AntiVir Personal.

AntiVir Guard

AntiVir Guard paboTtaeT B hboHoBOM pexmme. OH oTcrnexusaeT daninbl
NPy OTKPbITUK, 3anNnUCK U KOMMPOBaHUN B PEXMME pearibHOro BpeMEHH, a
Takke neuunTt unx, ecnm Heobxogumo (On-Access = no TpebosanHuto). Ecnu
nonb3oBaTerib NPOM3BOAUT onepauunio ¢ pannom (3arpyska, BblNOSIHEHNME,
konunpoBaHue), Avira AntiVir Personal aBTomaTtnyecku npoeepsieT ann.
Mpwn onepauunu NepenmeHoBaHusa AntiVir Guard He npoBepsieT dann.



YcTaHOBKa M ypaneHue

— 3awjuma om pymkum-ripo2pamMmm
3awuma om pymkum-npoepamm rpogepsiem, codepxumcsi niu Ha Bawem
komnbromepe 10, Komopoe rocne NPOHUKHOBEHUS 8 CUCMEMY HE MOXem
6bimb 06HapyXeHo 0b6bI4HbIMU Memodamu ObHapyxeHUs 8peOOHOCHO20
0.

— Shell Extension
Avira AntiVir Personal Shell Extension co3daem 8 KOHMEeKCMHOM MEHIO
Windows Explorer (npasas kHorika Mbiwu) cmpoky posepume
8blbpaHHbIe ¢halinbi ¢ nomouwiero AntiVir. dma cmpoka nossorssem
nposepumb omaoesibHble ¢halinibl Uy nanku.

4.4 YpaneHune

Ecnu Bbl xotute yaganutb Avira AntiVir Personal, Bocnonb3yntech onumen
YcTtaHOBKa ¥ yaaneHue nporpamm gnsi UsmeHeHusa/YaaneHusa nporpaMmm
yepes NMaHenb ynpasneHus Windows.

Tak Bbl yoganute Avira AntiVir Personal (onucaHo Ha npumepe ¢ Windows XP u
Windows Vista):

» OrtkponTte nyHKT meHo Windows Myck, MaHenb ynpaBneHus.

» [saxgbl wenkHuTe no Program Files (Windows XP: YcTaHoBKa n yganeHue
nporpamMmm).

» Bbibepute Avira AntiVir Personal n HaxmuTe Yaanutb.

-+ Bbl gomkHbI ByaeTe NoaATBEPAUTL, YTO AENCTBUTENBHO XOTUTE yaanuTb
nporpaMmmy.

» T[loaTtBepaute kHonkon Oa.
—+ YaansaTcsa Bce KOMMOHEHTbI MpOorpaMmbl.
» HaxmuTte N'OTOBO A5 3aBepLUEHNS YCTaHOBKN.

—- B HEKOTOpPbIX CltydasaXx MOXeT OTO6pa3VITbCFI OKHO C npearnoXXeHnem
neperpy3nTb KOMNbOTEP.

» T[loarBepauTe kHonkon Oa.

—» Avira AntiVir Personal yganeH. Komnbtotep npy Heo6xoomMmocTu
TpebyeTca nepesarpyautb. Npu aTom OyayT yoaneHbl Bce nanku, dannsl n
3anucu peectpa Avira AntiVir Personal.

11



5 0630p AntiVir Personal

3TOM rnaBbl COAEPXUTCSt 0630p PYHKUMIN N 0COBEHHOCTM ncnonb3oBaHus AntiVir

Personal.

— Cwm. rnaBy VHTepdenic un paboTa ¢ nporpammon

— CM. rnaBy 910 genaertcs Tak

9.1 Nutepdenc n pabota c nporpammon

Bbl MoxeTe ynpaenate AntiVir Personal ¢ noMoLLblo Tpex afieMeHToB

NMHTepdenca nporpaMmms!;

— UeHTp koHTponsa: MoHuTopuHr 1 ynpasneHue AntiVir Personal
— Avira AntiVir Premium. HacTtpownka: HacTtponka AntiVir Personal
— [ukTorpamma B CUCTEMHOM Tpee Ha naHenu 3agad: OTkpbiTne LleHTp

KOHTpONS 1 Apyrne gyHKUMK

5.1.1 LeHTp KoHTpoON4

LleHTp kOHTpONA NpeaHasHayveH Ans HabnoaeHus 3a ctaTycom Balero
KOMMblOTEPA, ANs YNPaBreHust U Nofb30BaHMS KOMMOHEHTaMM 3aLUMTbl U

dyHKumsmu AntiVir Personal.

@ fAvira Anti¥ir Personal - Free Antivirus

ok

darn Bna CepEHC QBHOENEHHE Crpaska

(<,

AVIRA

L | D63op
v CTaryc

CofkITHA -
@ AntiVir Guard

OTHETEI

Hactpoiika

Brnwuen

Onnain-cnpaska

DTkt

ﬁ- | NoKkaneHaA zawuTa
.,
£l ¥npaesnetie @ Mocneaxss nonHas NpoBepka

14.09.2009

MpoEepuTE CUCTEMY

@ * MocnenHee oBHOBNEHWE

14.09.2009

JanycTuTe 0OHOENEHWE

* Awvira AntiV¥ir Personal - Free

P

01.07.2010

O 6HOEWTE g0 Premium I

OkHo LleHTp KoHTpons pasgeneHo Ha Tpu obnactu: MeHr, CTpoka MeHo u

OCHOBHOEe OoKHO Bupa:

— MeHro: V3 nyHKkTOB MeHo LIeHTp koHTponsi Bel MoXeTe Bbi3BaTb 00LLmMe
nporpamMmmHble yHKUMK 1 MHGopMaumio 06 AntiVir Personal.
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— HaBuraumoHHoe none: B pa3sgene HaBurauumn Bbl moxeTe BbIOMpaTb
Mexay pasnuyHbiMu BKnagkamu LieHTp koHTpons. OTAenbHble BKNaaku
cogepxaT UHpOPMALMIO 1 AOCTYN K OYHKLMAM NPOrpaMmHbIX
komnoHeHToB AntiVir Personal, pacnonoXxeHHbIX B CTPOKE MEHIO MO
obnactam 3agady. Npumep: Obnactb 3agay O630p - Pasgen Crartyc.

— Bwupa: B 3TOM OKHe oToOpaxkaeTca BKraaka, koTopas Obina BbibpaHa B
HaBUraLMOHHOM nose. B 3aBMCMMOCTM OT BKNagku B BEPXHEN YacTu
OCHOBHOIO OKHa Haxo4ATCsl KHOMKW, NpeAHa3HauYeHHble ANt BbINOSHEHNUS
dyHKUMI / gencTBuin. B oTaenbHbIX BKagkax oTobpaxatTcsi CcKu
AaHHbIX UM 00BbEKTOB: Bbl MOXETe COpTMPOBATb CMIUCKU, LLETTKHYB MO
Most, NoO KOTOPOMY XXenaeTe NPON3BECTN COPTUPOBKY.

BknioyeHue u BbikstoyeHne LleHTp KOHTpoS

Bbl MoxeTe 3anycTuTb LieHTp KOHTpOns cneayowmmm cnocobamu:
— [BONHbIM LLENYKOM NO SPNbIKY Ha paboyem cTone
— C nomoukto ctpokun AntiVir Personal B meHto lNyck | MNporpammel.
— Yepes Avira AntiVir Personal 3Ha4yok B Tpee.

3akpbITb LIEHTP KOHTPOMSI MOXXHO C MOMOLLbIO CTPOKM 3aKpbITb B MEHI0O dann.
MO>XHO Takke BOCMONb30BaTbCS KPECTMKOM B MPABOM BEPXHEM Yy okHa LleHTp
KOHTpOIS.

LleHTp KOHTpons ynpaBneHue 610kom
Tak ycTpoeHa HaBuraums LieHTp koHTpons
> Bobibepute B CTpoke MeHIo o6nacTb 3agav.

-+ OTKkpoeTcst 06nacTb 3agay, NOsIBATCA AOMONHUTENbHbIE pa3aernbi.
BbibpaH 1 oTobGpaxkaeTcsi B OCHOBHOM OKHE MepPBbI pasgen obnactu 3agau.

» [Ins oToGpakeHusi B OCHOBHOM OKHe MHbopMaLuum o Apyrom pasaerne
LEeNKHUTE MO Hemy.

- Nnn -
» Bobibepute pasgen ¢ NOMOLbI NyHKTa MeHo Bud.

MpumevyaHue

YnpaBneHue knaBnaTypon B MeH0 Bbl MOXeTe BKMOYNTb C NOMOLLbIO KNaBULLIK
[Alt]. Ecnu HaBurauus BkrtoyeHa, Bbl MoXxeTe nepemeLLaTbCsa B MEHIO C
NnomoLLbIo KnaBumw Kypcopa. KHonkoi Enter Bbl MoXeTe BbiOpaTh BblAENEHHbIN
MYHKT MEHIO.

[nsa Toro, YTobbl OTKPLITh, 3aKPbITb MEHIO LIEHTPp KOHTPONS UK Ans Hasurauum
no MeHto Bl MOXeTe ncnonb3oBaTtb coveTaHue knasuw: [Alt] + nogyepkHyTas
OykBa B MEHIO UM MYHKTE MEHI0. YaepxmBanTe knasuwy [Alt] HaxkaTton, ecnu Bol
N3 MEHI0 XOTUTE BbI3BATb MYHKT MEHIO UM NOAMEHIO.

Tak Bbl moxeTe 06paboTtaTtb gaHHble UM 00bEKTLI, 0TOOpakaemble B OCHOBHOM
OKHe:

» BblaenuTe AaHHbIe UNn 06bEKTbI, KOTOpble XOTUTE 0bpaboTaTb.

YUToObl BbIOENUTL HECKOITLKO 3NIEMEHTOB, yaepxmBante knasuwy Ctrl nnm
Shift (BbIGOp HECKOMBKMX PACMNONOXEHHbIX APYr NO4 APYrOM 3feMEHTOB) Noka
BblOMpaeTe 3aNeMEHTHI.

» LlenkHuTe No KHOMKe B BEPXHEWN YaCT! OCHOBHOIO OKHa, 4ToObl 06paboTaTh
0OBEKT.
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O630p LieHTp KOHTpPONSA

0630p: B O630p Bbl HangeTe Bce BkNagku, KOTopble crnyxart ang
HabntogeHns 3a dyHkumssmn Avira AntiVir Personal.

Pasgen Ctatyc nokasbiBaeT, kakme moaynu Avira AntiVir Personal
aKTUBHbI, NpegocTaBnaeT MHOopMaLUIo O NOCeAHNX NPOBEOEHHbIX
obHoBneHusx. MoxHo B1aeTb, 0bnagaeT nv nonb3oBaTeNb JENCTBYIOLLEN
NMUEH3NneN.

CobbiTna. 3gech Bbl moxeTe yBUAETb, Kakme cobbiTnst Obinn
MHUUUUpoBaHbl mogynamu Avira AntiVir Personal.

Pasgen OT4yeTbl no3sonsieT Bam nonyunte nHdopMaumio o pesynbTaTax
JencTsun, BbiNonHeHHbIX Avira AntiVir Personal.

NokanbHasa 3awumTa: JlokanbHas 3awmra cCoaep>XnT KOMMOHEHTHI, C
NMOMOLLbIO KOTOPLIX Bbl MOXeTe npoBepuTh dhansibl Ha Ballem
KOMMbIOTEPE HA HanNnyne BUPYCOB.

Pasgen NMpoeepka gaeT Bam BO3MOXHOCTb JOBOSIbHO NPOCTO HACTPOUTb U
3anycTuTb ckaHupoBaHue. MNpeaycTaHoBNEHHbIM NPoduib NO3BOANT
NPOM3BECTU MPOBEPKY CO CTaHAAPTHbIMWU HacTporkamn. BoamoxHo Takke
NOACTPOUTb NapaMeTpbl NpoBepku noa Bawm nHanesuayanbHble 3agayduv ¢
nomoLbio BeiBopoyHO NpoBepkn (HACTpOMKa HE COXpaHSeTcs).

Paspgen Guard otobpakaeT nHopmMaLunio 0 NPOBEPEHHLIX AaHHbIX, @
TaKke Apyrne CTaTUCTUYECKME AaHHbIE, KOTOPbIE MOTYT ObITb B Ntoboe
BpeMs OOHYEeHbI, MO3BOSIAET OTKPbIThL hann otdeTa. MNogpobHas
NMHopMaLmsa o0 nocneaHem obHapyXeHHOM BUpyce U BPeAOHOCHON
nporpamMmme Bbi3biBaeTcs "ogHUM LEenykom".

YnpaeneHnue: C pasgene YnpaBneHue Bbl HangeTe UHCTPYMEHTHI,
KoTopble nNo3eonat Bam nsonuposatb Nogo03puUTENbHbIE dhansbl,
ynpaBnsiTb UMW, a TaKkKe NNaHMPOBaTb PErynspHbIe 3agadn.

Bknagka KapaHTuH cogepxuT anemeHTbl MeHegkepa kapaHTuUHa. [nasHoe
MeCTO ANs hannoB Ha KapaHTUHE UM NOO03PUTENbHbLIX (hansioB, KOTOPbIE
Bbl XO0TUTE NOMECTUTb Ha KapaHTUH. CyLlecTByeT BO3MOXHOCTb OTNPaBUTb
oTAenbHbIN dhann B BUpYCHYLo nabopaToputo LieHTp ncenegosaHms
BPEAOHOCHbIX NporpamMmm.

Bknagka MnaHMpoBLLMK NpegocTaBnseT BO3MOXHOCTb CO31aBaTh,
pedakTMpoBaTb U yaansaTb 3ag4ayn npoBepkn, 0GHOBNEHMS, 3anyckaeMble
B yKasaHHOe BpeMs, a Takke 3a4aqv pe3epBUpoBaHus.

5.1.2 Hactpouika

Avira AntiVir Premium. HacTtponka nossonget HacTpamatb AntiVir Personal.

Mocne ycraHoBku AntiVir Personal nmeeT ctaHgapTHbIE HACTPOWKM,
no3BosisoLmMe onTumMarsibHo 3awmTnts Baw komnbtoTep. AntiVir Personal

nossonsieT Bam HacTpontb komnoHeHTbl AntiVir Personal B cooTBeTCTBMM C
ocobeHHocTaAMM Bawwero komnbtoTepa unu Bawwmmn TpeboBaHmnsamm.
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@ Avira Anti¥ir Personal - Free Antivirus g
SKENEPTHEIF PERHH [Npoeepka E Cnpaeka
+ Scanner . .
i Guard Daine AOnonHMTENEHEIS HACTPOFKH
5 Obwee () Bee: dafine: MPOBEPHTE 3arPY304HEIE CEKTOPE!
(%) Bas0BLN CNHCOK PACLUMPEHHIA MpoBepKa rNagH, 3arpys, CeKTOpoE

() PeaakTHRYEMEIR CIMCOK PACWHPEHHE MpanyCKaTE offine-thaing

[ Pocurpens ] Clcreasears 1o cevncan

[ Mowmck pyTrHT-nporpae

MPOLECE CKAHMPOBaHMA
PaspelwaTs 0CTAHOBKY NPOEEPKH

MpHopHTET CREAHHA w

l CNHcaHHe .

[SHGHEHHQ no HMDJ’I'-IGHMNJ] ’ 0k, ] [ OTraeHa ] [ ]

Avira AntiVir Premium. HacTtporika nmeet Bua amanorooro okHa. KHonku OK unn
MpUMeHNTb NO3BONSAIOT COXPAHUTL U3MEHEHUST B HACTPOKKax, kHonka OTmeHa
OTMEHSIET HAaCTPOWKM, HaXkaB KHOMKY 3Ha4yeHus No ymonyaHuio, Bel BepHeTe
cTaHgapTHble HacTponkn. B cTpoke meHto cneBa Bol moxeTe BbIOpaTh
pa3nuyHble pasaenbl HACTPOEK.

BbizoB 6noka Avira AntiVir Premium. HacTpolika
Bb

MoXeTe 3anyCTuTb 610K HACTPOEK HECKONbKMMM Cnocobamu:

— Yepes Ynpaenenme Windows.

— Yepes LleHTp 6e3onacHoctn Windowsr - HaunHas ¢ Windows XP SP 2.
— Yepes Avira AntiVir Personal 3Ha4ok B Tpee.

— B Avira AntiVir Personal LleHTp koHTponsi yepe3 nyHKT MeHto CepBuc |
HacTpoika.

— B Avira AntiVir Personal LleHTp KOHTpOMS C NOMOLLbI0 KHOMNKN HacTponka.

MpumeyvaHue

Mpn HaxxaTnm kHornkn HacTtponka LieHTp KoHTpons Bbl nonagaeTe B OKHO
HaCTPOWMKKN pasfena, KOTopbin akTuBeH B LieHTp koHTpong. [nsa Beibopa
OTAENbHbIX MYHKTOB HACTPOMKN OOSMKEH ObITh BKITHOYEH pexxuM akcnepTa. B atom
cny4ae otobpaxaeTcs AManoroBoe OKHO, B KOTOPOM Bbl JOMKHbI BKNHOYUTD
pexum akcnepTa.
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Avira AntiVir Premium. HacTpoiika ynpaBneHune 6i1okoM

PaboTa ¢ okHOM HaBuraumm noxoxa Ha paboty ¢ Windows Explorer:

» LllenkHuTe No CTpPOKe B AepeBe KaTanoros Afs 0TobpaxeHUs aToro pasgena
HaCTPOEK B MaroroBOM OKHe.

» LlenkHuTe no 3HaKy Nnoc nepen CTPOKOW Ans Toro, YTobbl OTKPLINCA pasaen
HacTpoek 1 noapasaenbl 0Tobpasunuck B BUae AepeBa KaTanoros.

» [1nsa Toro, YTobbl CKPbITL NoApasaens!, WenkHUTe Mo 3HaKy MUHYC nepeq
COOTBETCTBYIOLLMM pa3aerioM HacTPOeK.

MpumeyaHue

Ana Toro, 4To6bl aKTMBMPOBAThL, AeaKTMBUPOBaTb PyHKUMK B Avira AntiVir
Premium. Hactpoika u Haxknmatb KHOMKK, Bbl MOXeTe ncnonb3oBaTb COMETAHNSA
knasuw: [Alt] + nogyepkHyTas 6yksa B UMeHWN yHKLUUKN Nnn 0603HaYeHUM KHOMKMN.

MpumeyaHue

Bce pasgensbl HacTponkmn oTobparkatoTcsl TONbKO B pexume akcneprta. Bknwounte
pexum akcnepTta Ans otobpaxeHus pasgenos 6rnoka HacTporku. Pexnm
akcnepTa MoxeT ObITb 3aLuLLEeH Napofiem, KOTOPbIA HEOBXO0AMMO yKa3aTb Npu
€ro BKNIYEHNN.

Ecnn Bbl XoTUTe coxpaHnTb co3faHHble Bamu HacTpomkuy,
» HaxmuTe KHorky OK.
-+ OkHo HacTpoek byaeT 3akpbiTo. HacTponku ByayT coxpaHeHbl.
- NN -
» Haxmute kHonky MpUMeHnTb.
- HacTpowkn 6yayT coxpaHeHbl. OKHO HaCTPOWKM OCTaeTCs OTKPbIThLIM.
Ecnn Bbl xoTuTe 3aKpbiTb OKHO HAaCTPONKnN 6e3 coxpaHeHUs USBMEHEHUN,
> HaxmuTe KHonky OTMeHa.

—+ OkHO HacTpowikn OyaeT 3akpbITO. I3MeHeHNs1 HACTpoek He ByayT
COXPaHEHbI.

Ecnu Bbl XOTWUTE YyCTAaHOBUTbL BCE HACTPOMKM MO YMOSHYaHUIO,
> HaXMUTE KHOMKY 3HAaYeHUA MO YMOM4YaHuUIo.

—- Bce HaCTpOVIKI/I NPUMYT 3HaA4YEeHUA No yMmon4daHuio. M3meHeHns B crimcke u
COo34aHHble nonb3oBaTesyieM CTPOKMU B TAKOM Cllydae He COXPaHAKTCA.

O630p onunin HacTpoinkn

Bkl pacnonaraete cnegyrowmmmn onumsamMmm HacTPOMKMK:
— Scanner: HacTtporika npoBepku
Onuun noncka

Hencteus npn obHapyxeHun BMpyca
Onumn NpoBEpKN apXmMBOB
WckntoyeHns n3 npoBepku
OBPUCTUYECKNIA NMONCK

HacTponka ot4eToB
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— Guard: HacTpolika NnoCTOSAHHOM 3aLUNTbI
Onuun noncka

HenctBusa npy o6HapyxeHun Bupyca

NcknoyeHnst NOCTOAHHOW 3aLunThl

OBpUCTUKA NOCTOAHHON 3aLUMUTbI

HacTponka otyeToB

— OoLee :

HacTponka otnpaskn nucem yepe3 SMTP

[lononHuTenbHblE KaTEropmmn yrpo3 Ans NPOBEPKM U MNOCTOSIHHOM 3aLUThI

BesonacHocTb: Ctatyc O6HOBUTL, cTaTyc [onHas npoBepka CUCTEMBI,
3almTa npoaykra

WMI: AktnupoBaTb nogaepxky WMI
HacTpoiika yBegoMmneHnst 0 CobbITUAX
HacTpoWnka yHKUMin 0THETOB
HacTpo#ka ncnonb3syemMblx nanok

O6HoBneHne: HacTpoika noaknoveHnst K cepBepy, HacTpomka 0OHOBNEHNS
npoaykra

HaCTpOVIKa aKyCTU4EeCKMX CUrHarnoB npu 06Hapy>|<eH|/W| BMUpyca

5.1.3 3Hadvok B Tpee

Mocne yctaHoBku Bbl yBuanTe 3Havok AntiVir Personal Ha naHenu 3agav
CUCTEMHOrO Tpes:

MukTorpamma OnucaHue
@ AntiVir Guard BkntoyeH
E AntiVir Guard oTkntoyeH

3Ha4ok B Tpee oTobpaxaeT ctaTtyc cnyxobl AntiVir Guard.

Uepes KOHTEKCTHOE MEHI0 3HayKa B Tpee AOCTYMNHbI OCHOBHbIE (PyHKLUMK Avira
AntiVir Personal. [lns BbI30Ba KOHTEKCTHOMO MEHI0 HEOBXOANMO LLENKHY T
NpaBO KHOMKOW MbILLY MO 3HAYKYy B Tpee.

[MyHKTbl KOHTEKCTHOIO MEHI0
— AntiVir Guard BkntoyeHa: BkntovaeT nnm otkntodaet Avira AntiVir Guard.
— 3anyctutb AntiVir: OTkpbiBaeT Avira AntiVir Personal LleHTp koHTpons.
— Hactpownka AntiVir: OtkpbiBaeT Avira AntiVir Premium. HacTtporika.
— 3anyctutb o6HoBneHue: 3anyckaet OGHOBMEHNME.
— CnpaBka: OTKpbiBaeT CNpaBOYHY OHMTANH-CUCTEMY.

— Avira B Internet: OTkpbiBaeT Be6-noptan npounssogutens AntiVir
Personal. [ins aToro Bam Heobxoanmo umeTb goCTyn K IHTEpHET.
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5.2 3710 penaetcya TaK

5.2.1 Avira AntiVir Personal o0bHOBUTb aBTOMaTM4yeCcku

MpumeyaHue

Mo ymonyaHuio ycTaHaBnuBaeTcs 3agadva o6HoBNEHUs, npy kotopon Avira AntiVir
Personal o6HoBRsieTCA NpY YCTAaHOBIIEHHOM MHTEPHET-COEANHEHUN 24 Yaca U
npu co3gaHum MHTEPHET-CoeaMHEHMS.

C nomousto AntiVir NMnaHuposLuk Bel onpegenseTe 3agadyy aBToMaTUYeCcKoro
o6HoBneHusa Avira AntiVir Personal:

» Bbibepute B LleHTp koHTpons pa3gen YnpaBneHue ::lnaHnpoBLUMK.

vi vy L vwdilovw

Bbibepute cumBon Eﬂzl_-‘ Co3dameb Hosyro 3adady, Ucrosib3yss Macmep.

MosiBMTCA AnanoroBoe OoKHO MMms u oriucaHue 3adayu.

Beegute uma n onncaHue 3agayn.
Haxmute Oanee.

MosiBUTCSA AnanoroBoe okHO Tum 3adayu.

Bbibepute OGHOBREHME 13 CninCKa.
Haxmute Oanee.

MosiBUTCS AnanoroBoe OKHO Bpems 8binonHeHuUs 3adayu.

Bbibepute Bpems nposeaeHns 06HOBNEHNS.

HemepneHHo
ExxenoHeBHO
ExeHepenbHO
UHTepBan
OpHaxabl

MpumeyvaHue
PekomeHayeTcs perynspHo obHoBnaTe Avira AntiVir Personal, Hanpumep, ¢
WHTepBarnom Bce 24 yaca.

» B 3aBucumocTu ot BbiGOpa 3agaiTe Bpems.

» [pu HeobxoanmocTu BbiGepuTe AOMONTHUTENbHbLIE ONUMU(B 3aBUCUMOCTH OT
TMNa 3agayn):

MoBTOpHO 3anyckaTb 3agayvy, ecnuv onpeaereHHoe ANA Hee BpeMs
npowrno:

BrinonHawTcs 3agayn, CPOK BbINOJIHEHUA KOTOPbLIX y>Xe npowlen, HO OHU
He Mornu 6bITb 3anyuieHbl B Ha3Ha4YeHHOe BpeMA, Harnpmumep, ecrnn
KOMMbIOTEP Obln BbIKMIOYEH.

» Haxmute Oanee.

MosiBuTCst AnanoroBoe OKHO Bbibop pexxuma omobpaxkeHus.

» Bobibepute pexum otobpaxeHuns 3agayu:

¢ MUHMMM3NPOBAHO: TONBKO NPOrPECC BbIMOMHEHMS
o MakcMMM3npoBaHO: BCE OKHO 3adayu.
o CKpbITbIA PeXMUM: HET OKHa 3ada4n
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» Haxmute kHonky MoToBO.

- HoBoe ycTaHOBNEeHHOe 3agaHue 6yaeT OTMEYEHO ranoyvkomn Kak
aKTUBMPOBAHHOE Ha CTApTOBOM CTpaHuLe pasaena YnpasneHue :: NMpoBepka.

> ,D,eaKTVIBMpyVITe 3agayn, KoOTopble HE OOJKHbI BbIMOJTHATLCA.
|/|CI'IOJ'Ib3yF-| cnegyrwouwme CUMBOIbI, Bbl MoxeTe 06pa6OTaTb 3adaHn4A:

% lNpocmoTpeTb CBOMCTBA 3a4aHus
[% MN3meHeHne 3apaumn

% YpaneHue 3agaydu

% 3anyctuTb 3agady

% OctaHoBUTb 3agavy

5.2.2 3anycTtuTb 0OHOBMIEHME BPYYHYHO

CyliecTByeT HECKOMNbKO cnocoboB 3anycTuTb obHoBneHne Avira AntiVir Personal
BpPY4HY0. [Mpn BbINOITHEHMM OOHOBIEHMST BPYYHYHO MPOM3BOAMTCA OOHOBEHME
(hanna BMPYCHbIX CUrHATYp U NOMCKOBOro Aemkka. OBHOBNEHNE NpoayKTa
BO3MOXHO, ecni B HacTponkax Obulee :: OBHOBNEHNE BKMOYEHA ONLMS
3arpy3uTb 1 aBTOMaTU4YECKM YCTAaHOBUTb OGHOBIIEHME NPoAYyKTa.

3anyctutb obHoBneHne Avira AntiVir Personal Bpy4Hyto:

» LlenkHnTe npaBon KHOMKOM MbIWK No 3Ha4vky Avira AntiVir Personal B Tpee Ha
naHenu sagau.

— MosABUTCS KOHTEKCTHOE MEHIO.

» Bbibepute nyHkt OGHOBUTL cenyac.

—+ OTtobGpaxaeTca aguanoroBoe okHO [Ipozpamma 06HO8IEHUL..
-Ann -

» BbiGepute B LieHTp KoHTpons pasgen O63op :: CraTyc.

» HaxmuTe B none NocriedHee 06Ho81eHUE Ha CCbINKy 3anycTUTb
obHoBneHue.

- MosiBuTcst ananoroBoe okHo [porpamma o6HOBMEHWMIA. .
-Unn -

» Bbibepute B LleHTp koHTponsi B MeHio O6HOBReHue komaHay 3anycmume
obHoeneHue.

- MosiBuTCS AnManoroBoe okHO Nporpamma 06HOBNEHUA. .

MpumevyaHue
PekomeHayeTtca perynsipHo o6HoBnsTb Avira AntiVir Personal, Hanpumep, Bce 24
yaca.

MpumevyaHue
Bbl MOXeTe BbINONHUTE O6GHOBMNEHME BPYYHYO Yepes LieHTp 6e3onacHocTH
Windows.
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5.2.3 [lpsaMasa nposepka: MickaTb ¢ mnoMoLLblo Npodunas nomcka BUPYChbl U
BpenoHocHoe 10

Mpodunb noucka Bkno4aeT B ceba BCe ANCKM U Nankun, KOTopble HeobxoammMo
npoBepuUThb.
CyLecTBYyeT HECKONBbKO CNOCOBOB NpoBEAEHMS NPOBEPKM Yepesd Npoduib
noucka:

— Wcnonb3oBaTb NpeaycTaHOBAEHHbIN NPoduSb Noncka

Ecnn npegyctaHoBneHHble Npodhuniv COOTBETCTBYOT Bawmm TpeboBaHnam.

— AganTaumsi 1 ucnonb3oBaHWe Npodunsa noucka (BblI6op Bpy4YHYHO)
CospgaTb nHanBMAyanbHbIN Npodunb Noncka.

B 3aBMCUMOCTM OT onepaLmMoHHON CUCTEMBI 415 3anycka Npodunga noncka
OOCTYMHbI Pa3fiMyHble CUMBOIIbI.

— Windows XP 1 2000:

ﬁ C noMoLLbio 3TOro CMMBOJIA 3anyckaeTcsl NpoBepKa Yepes Npodunb
nowucka.

— Windows Vista:

B Microsoft Windows Vista uepes LleHTp ynpasneHus JOCTYMNHbI
orpaHvyeHHble Npasa, Hanpumep, Ana JocTyna K nankam u dannam.
OnpegeneHHble geNcTBUA 1 JoCcTyn K dhannam SOCTYNHbl Yepe3 LleHTp
ynpaBneHns npu HannumMm pacluMpeHHbIX npae agMuHUcTpaTopa.
PacwupeHHble npaBa agMMHUCTpaTopa BbiAaTCA Npodunem nomcka npu
KaXXdoM 3anycke.

ﬁC MOMOLLIbIO 3TOTO CUMBOA 3anyckaeTCcs OrpaHU4eHHas npoBepka vyepes
npodunb nouncka. NMpoBepsTcs TONbKO Te Nanky u dannbl, 4OCTYN K
KoTopbiM paspelueH Windows Vista.

j!ﬁ,C NOMOLLbIO 3TOr0 CMMBONA 3anyckaeTcs NpoBepka C pacLUMPeHHbIMU
npasamu agMuHucTpaTopa. [Nocne noareepxaeHus 6yayT npoBepeHbl Bce
nanku un dannbl BbIGpaHHOro Npodunsa nomcka.

MpoBepka ¢ NOMOLLIbIO NPOdUIIs NOUCKa Ha BUPYChI 1 BpeaoHocHoe MO
» BbiGepute B LieHTp KOHTpOns pasgen JlokanbHasa 3awmTa :: NMpoBepka.

- MosaBATCA NpeaycTaHoBIEHHbIE NPOMUIIM NOUCKa.
» Bbibepute ogmH M3 npegycTaHOBNEHHbIX Npoduien noucka.
- NN -

» Vcnonb3ynte npodunb noncka Beibop 8pyyHy!Ho.

» Bbibepute cumson (Windows XP: 6@ nnun Windows Vista: ﬁ" )-
» TlosButca okHo Luke Filewalker, 3anycTutcs npsimas npoBepka.
-+ Mo okoHYaHWM npoBepkn ByayT NokasaHbl pe3ynbTaThbl.

Ecnu Bbl xoTuTe 3anycTnTb Npodusie novcka:

» B npodune noncka Bbibop BpyUHYIO pa3BepHUTE AEPEBO KaTanoros
HACTONbKO, YTOObI ObINM OTKPLITHI BCE AUCKOBOAbI , KOTOpPbIE HEOOXO0AUMO
NpoBepPUThL:
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» OTmeTbTe Y35bl, KOTOPbIE HGO6XOD,I/IMO npoBEPUTb, MNOCTaBUB cbna>|<0|< B
none:

5.2.4 [lpamasa nposepka: [Tonck Bupycos 1 BpegoHocHoro 10 ¢ nomolbto
Drag&Drop

Mownck Bupycor u BpegoHocHoro MO ¢ nomouwbto Drag&Drop:
v LleHTp koHTpons oT Avira AntiVir Personal oTKkpbIT.
» Bobigenute dann, KoTopbin HEOBXO0ANMO NPOBEPUTD.

> YpaepkuBas HakaTow NeBYH KHOMKY MblLlK, NepeTawmnTe OTMEeYEHHbIN dhann B
LieHmp KoHmMposis.

> MosiButcs okHo Luke Filewalker, 3anyctutca npsimas npoBepka.
-+ Mo okoHYaHWM npoBepkn ByayT NoKkasaHbl pe3ynbTaThbl.

5.2.5 [lpsamaa npoBepka: NckaTb ¢ MOMOLLbIO KOHTEKCTHOIO MEHH BMPYChI
n BpegoHocHoe [10

MckaTb C MOMOLLbHO KOHTEKCTHOTO MEHH0 BMPYCbl 1 BpeOAOHOCHOE Mno:

» LlenkHuTe npaBoW KHOMKOW MbIlK (Hanpumep, B npoeogHunke Windows, Ha
paboyem ctorne uun B oTkpbiTon nanke Windows) no cpanny, kotopbii Bbl
XOTUTE NPOBEPUTD.

— MosaABUTCSA KOHTEKCTHOE MeHI0 npoBoaHuka Windows.

» B KOHTEKCTHOM MeHIo BbibepuTe NMpoBepuTb BbIGpaHHbIe ¢annbl ¢
nomouubo AntiVir.

- Moasutcsa okHo Luke Filewalker, 3anyctutca npsamMasi npoBepka.
-+ Mo okoHYaHWM npoBepkn ByayT NoKasaHbl pe3ynbTaThbl.

5.2.6 [lpaAMasa npoBepka: ABTOMaTU4eCKMN NOUCK BUPYCOB U
BpepoHocHoro [10

Bl onpeaendeTte 3agady, ¢ nOMOLUbO KOTOpOI7I Bl yCTaHaBIriMBaeTe
aBTOMaTMYeCKUA NOUCK BMPYCOB 1N BPEOOHOCHbIX NMporpamMmm:

» Bbibepute B LleHTp koHTpons pa3gen YnpaBneHue :: NnaHnpoBLUMK.

Bbibepute cumBon Lﬁz:_-‘ .
MosiBMTCA AnanoroBoe OoKHO Mms u oriucaHue 3adayu.
BBeanTte uma n onvcaHve 3agayn.
Haxmute Oanee.
MosiBUTCSA AnanoroBoe okHO Tum 3adayu.
Bbibepute cTpoky MpoBepka.
Haxmute Oanee.
MosiBuTcst AnanoroBoe OkHO Beibop ripoghurnis.
Bbibepute npounb A58 NpoBEPKMU.
Haxmute Oanee.

vVVY i vy L vwvyddow
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—+ MosiBuTCS AnanoroBoe OKHO Bpems 8binosiHeHuUs 3adayu.
> Bbibepute Bpemsi NpoBeAeHNA NPOBEPKU.

e HemepgneHHO

e ExepHeBHO

e EXxeHepenbHO

e WUHTepBan

e OpgHaxAabl
» B 3aBucumocTu oT BbiOOpa 3agante Bpems.

» [Mpu HeoGxoanMOCTU BbIGEPUTE AOMNONMHUTENBHYIO ONLMIO U3 CrieayoLmnX (B
3aBMCMMOCTU OT TuMna 3agayn):

e [MoBTOpHO 3anyckaTb 3a4avy, ecnv onpenerieHHoe Ans Hee BpeMsA
npowrno:

BrinonHawTcs 3agayn, CPOK BbINOJIHEHUA KOTOPbLIX y>Xe npowlen, HO OHU
He Mornu 6bITb 3anyuieHbl B Ha3Ha4YeHHOe BpeMA, Harnpmumep, ecrnn
KOMMbIOTEP Obln BbIKMIOYEH.

» Haxmute Oanee.
—+ MosiBuTCst AnanoroBoe OKHO Bbibop pexxuma omobpaxkeHus.
» BbiGepute pexum oTobpakeHust 3agayu:
¢ MWHMMU3NPOBAHO: TONLKO NPOrPeCcC BbINOSTHEHWS
e MakcMmMuanpoBaHoO: BCE OKHO 3a7auu.
e CKpbITbIN PEXUM: HET OKHa 3a4a4m
» HaxmuTe kHornky FoToBoO.

—+ HoBoe ycTaHoBNeHHoOe 3agaHue ByaeT OTMEeYEHO ranovkomn Kak
aKTUBMPOBAHHOE Ha CTApTOBOW CTpaHuUe pasgena YnpasrneHue ::
lnaHuposuuK.

» [leakTuBMpyWTe 3aaa4n, KOTOpPbIE HE AOSMKHbI BbINOMHATLCS.
WNcnonb3ys cnegytowme cuMmBonbl, Bbl MoxeTe o6paboTaTh 3agaHus:

% MNpocmoTpeTb CBOMCTBA KaXkaoro 3agaHus
@ MN3meHeHne 3agaumn

% YpaneHvne 3agaym

%‘ 3anyctuTb 3agady

% OcTaHoBUTL 3agavy

5.2.7 Tlpamasa npoBepka: [IpAMOA MONCK aKTUBHbIX PYTKUT-NPOrpamMm
[nsa noncka akTUBHBLIX PYTKUT-NPOrpaMm, UCMosb3ynTe NpeayCTaHOBMEHHbIV
npodounbe noucka louck npozgpamm-pymxumos.

MpsAMOK NOUCK aKTUBHbIX PYTKUT-NPOrpamMm:
» Bbibepute B LleHTp koHTpons pasgen JlokanbHas 3awuTa :: NMpoBepka.
> MoaBaTCA NnpegycTaHOBSIEHHbIE NPOMUIM NOUCKa.
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> BbiGepute npeaycraHoBnNeEHHbIN Npodusb noncka Mouck nporpamm-
PYTKUTOB.

» OTmeTbTe AONOSTHUTESbHbIE Yy35bl 1 Nanku, KOTopble HeobxoanmMo npoBepuTb,
nocrtaBsmB (*)J'Ia)KOK B COOTBETCTBYIOLLEM MOJie.

» Bbibepute cumon (Windows XP: ﬁ nnn Windows Vista: ﬁ” )-
- MosiButcs okHo Luke Filewalker, 3anycTtuTca npsimas npoBepka.
-+ Mo okoHYaHWM npoBepkn ByayT NoKasaHbl pe3ynbTaThbl.

5.2.8 PearnpoBaTb Ha HalgeHHble BUPYChl U BpefoHoCcHoe 10

[ns otoenbHbIX KOMNOHEHTOB 3aluTbl AntiVir Personal B pasaene [elicmsusi
rpu obHapyxxeHuu Bbl MoxeTe onpeaenuTb gencteusa AntiVir Personal npu
obHapyXeHun Bupyca nnu BpegoHOCHOW NporpamMmbl;

Onuun Scanner
— WHTepakTUBHO

B nHTepakTtMBHOM pexnme 06 obHapyxeHun BUPYCOB Npu NpoBepke Scanner
coobLaeTcs B AnanoroBoM okHe. HacTporika onpeaeneHna no yMmon4aHuio.
Mpun noucke nporpamMmm-pyTKUT, 3arpy3o4HbiX BUPYCOB ¥ NPy NpoBepkKe
aKTUBHbIX NPOLLECCOB MNOSABAETCA ANanoroBoe OKHO, B KOTOPOM Bbl MoxeTe
BblIOpaTh AenNcTBME ANSA MHPULMPOBAHHBLIX OOHLEKTOB.

Mpn npoBepke dannoB onoseLleHne 1 BbIGOp OENCTBMA ONS
WMHPMLMPOBaHHbIX (haifioB 3aBUCUT OT BbIOPAHHOIO pexnuma yBegoMIIeHUs:
Pexxum yeedomneHus: KombuHUpoeaHHbIU

B koMBMHMpOBaHHOM pexume yBeJOMITEHUS MPU 3aBepLUEHUN NPOBEPKU
¢annos Bkl nonyynTte yBeAoMIIEHME CO CMIUCKOM OBHapPY>KEHHbIX
NHpMLUMpOoBaHHbIX hannoB. Y Bac HET BO3MOXHOCTU BbiboOpa AeNCTBMI Hag
MHMUMPOBAHHLIM (haniom. Bbl MOXeTe BbINOMHUTL CTaH4ApPTHOE OENCTBUE
Scanner ang Bcex MHULMPOBaHHbIX halnsyioB Unv npepeaTb Scanner.

Pexum yeedomneHusi: KomOuHUpoBaHHbIU (3KCriepmHbiIl)

B aKkcnepTHOM pexmnme yBe4oMIEHNS Npu 3aBepLUEHN NPoBepPKN drainnos Bl
nony4uTe yBegomrieHne co CMcKoMm obHapyXeHHbIX MHPULMPOBAHHBIX
dannos. Bbl MoXeTe BbiOpaTh AeNCTBME HA4 MHMUMPOBaHHbLIM haniom B
KOHTEKCTHOM MeH0. Bbl MOXeTe BbINONHUTL BbiIOpaHHOE AeNCTBUE AN BCEX
MHUUMPOBAHHBLIX hannoB nnu saBepLuMTbL Scanner

Pexum yeedomneHusi: IHOusudyarbHbIU

B nHamBuayansHOM pexmume yBeJOMMEHUA Npy NpoBepke hannos 0 Kaxaom
oOHapyXeHHOM Bupyce coobuiaeTcs oTaenbHo. Bbl MoxeTe BbiIGpaTh, UTO
JenaTtb C 3apaXKeHHbIM dpannom.

— ABTOMaTM4ecKumn

B aBTOMaTU4eckom pexume npu obHapyxeHun Bupyca unm BpegoHOCHON
nporpamMmMbl aBTOMaTMYECKN BbINOMNHAETCA eNcTBMe, KoTopoe Bbl
npeaBaputensHo Bbibpanu. Ecnn onuusa Beieodums ygedomrieHue BKITOYEHa,
TO nNpy oBHapyxeHun Bupyca Bbl nonyunte npegynpexaeHue ¢
npeanoXxeHnem Bolbopa AENCTBUMN.
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Onuwmn npu Guard:
— WHTepakTUBHbIN

B nHTEepakTMBHOM pexunme npu oGHapy>XeHUn BUpyca Unv Bpe4OHOCHOM
nporpammMbl oTobpaxkaeTcs AManoroBoe OkHO, NpeanaratoLlee Ha BbIbop
HECKOIbKO AeNCTBUN Haf MHULMPOBAHHbIMK 0ObekTamu. HacTpolika
onpegeneHa no yMon4yaHuio.

— ABTOMaTM4yecKkum

B aBTOMaTU4eckom pexume npu oOHapyxeHun Bupyca nnmn BpeLoHOCHOMN
nporpaMmMbl aBTOMaTMUYECKM BbINOMHAETCA AeNCTBME, KoTopoe Bbl
npegsapuTenbHo Belbpanu. Ecnn onunsa BeieoOums yeedomrieHue BKIHOYEHA,
TO Npu 0OHapyxeHun Bupyca Bbl nonyunte npegynpexaeHue ¢
npeanoXxeHnem Bbibopa AeNCTBUN.

B nHTEpaKkTMBHOM pexunme npu 0GHapy>KeHUN BUPYCOB U BPEAOHOCHbIX
nporpamm B yBegomrieHmm Bel moxeTe BbIOpaTh, YTO Aenatb C
MHULMPOBAHHBIMKN 06BEKTaMKN U NOATBEPAUTL CBOW BbIOOpP. Bbl MoXeTe
BblOpaTb O4HO M3 cnefyLwwmnx OENCTBUNA:

MpumeyaHue

lNpeonaraemble ENCTBUSA 3aBUCAT OT ONepaLUmMoHHON CUCTEMbI, OT 3aLLUNTHbIX
koMmnoHeHToB (AntiVir Guard, AntiVir Scanner), koTopble coobLatoT 06
OOHapy>KeHHbIX BUpyCax U BPE4OHOCHbIX MporpaMmmax.

HDenctBusa Scanner n Guard:
— Jleuntb
®anin byaeT BblneyeH.

9Ty onumio MOXHO BblOpaTh, ecnu nedeHne arna BO3MOXHO.

— MomecTnTb Ha KapaHTUH

dain ynakoBbiBaeTCs B cneuymanbHbin popmart (*.qua) n nepemMellaeTcd B
nanky kapaHtuHa INFECTED Ha BaweM XeCTKOM gucke, YToObl CKMOYMTb
npsimon goctyn. Pannbl n3 3ToM NankM MoryT ObiTb NO3XKE BblNEYEHbI UK, B
cnyyae Heob6Xxo0AMMOCTU, OTNpaBreHbl Komnanun Avira GmbH.

— Ypanutb

dann yaansietcs, HO Npu HeO6XOOUMOCTM MOXET ObITb BOCCTAHOBIIEH C
NMOMOLLbIO COOTBETCTBYHOLMX YyTUNKT (Hanpumep, Avira UnErase). BupycHas
curHatypa MoXeT ObiTb 06HapyeHa NoBTOpHO. [pu obHapyxeHnn
YCTaHOBOYHOrO BUpYca yaandeTcs 3arpy3o4Hblid cekTop. 3anncbiBaetcs
HOBbIN 3arpy304HbIN CEKTOP.

— MepeunmeHoBaTb

nepeumeHyem ¢paun 8 *.VIR. MNMpsimon gocTtyn k aTomy danny (Hanpumep, ¢
NMOMOLLbIO JBOWHOIO LLIENYKA) CTAHOBUTCA HEBO3MOXEH. Dalinbl MOryT OblTb
no3»e Bblfle4YeHbl U NepenMeHOBaHbl 06paTHO.

— lMponycTtutb

Avira AntiVir Personal He BbINONHAET AanbHENLLUX AENCTBUNA.
MHpuumpoBaHHbIN dhann Bce elle akTuBeH B Bawwen cucrteme!

MpeaynpexaeHue
OnacHocTb noTepu nHdopMaLUnn N HaHeCceHMs Bpega onepaunoHHon cucteme!
Wcnonb3ynte onuuio [Ipornycmums B UCKMIOYUTENbHBIX CyYasax.

24



0630p AntiVir Personal

— 3anpeTtuTb AocTyn

Hencteua npu obHapyxeHun Guard: JocTyn K HUUMpOBaHHLIM dannam
6nokupyetcs. B cdann otyeTa BHOCATCS AaHHble 06 06Hapy>xeHun Bupyca
(ecnv onumst BKNKOYEHA).

— KonupoBaTtb B KapaHTUH

Hencteus npu obHapyXeHun pyTKUT-NporpamMmmebl: Bupyc konupyeTtcs B nanky
KapaHTuHa.

— 3aBepwuTb Nporpammy

[encteusa npn obHapyxeHur Nogo3puTenbHoro npouecca: lNpouecc
3aBepwaetcs. OTKkpoeTcs cneayoLlee AnanoroBoe OkKHO, B KOTOPOM Bl
MoOXeTe BblbpaTh, YTO AenaTtb C 3apaXeHHbIM hanifoMm.

MpumeyaHue
Mol pekoMeHayeM nomeLLatb Ha KapaHTUH NOAO03pUTENbHbIE (hansibl, KOTOpble
HEBO3MO>XHO BbINEYUTb.

5.2.9 KapanTtuH: ObpauieHue ¢ parnamum (*.qua) Ha KapaHTUHe

O6palueHune ¢ dannamm, NOMeLLEHHbIMN Ha KapaHTUH:
» Bbibepute B LleHTp koHTpons pasaen YnpaBneHue :: KapaHTuH .

» [lpoBepbTe TUN harnos, 4ToObl Bbl Mornmn obpaTHo 3arpy3unTb Ha Bawu
KOMMbIOTEP NX OPUTUHAsbI.

Ecnn Bam Heobxoguma 6onee nogpobHasi MHopMaums:

» Bobibepute ann un Haxxmute ‘tg] .

- MosiBuTca ananorosoe okHo Ceolicmea ¢ ONONHUTENBHOM MHOpMaLmen
o thanne.

Ecnn Bbl XxoTuUTe NnpoBeCTN NOBTOPHYO NPOBepPKy hanna:

MpoBepka darina Heobxoamma, ecnu cann BUpycHbIx curHatyp Avira AntiVir
Personal 6611 0GHOBMNEH M CyLLECTBYET NOA03PEHME O JIOXKHOM cpabaTbiBaHUW.
Mpun noBTOPHOW NpoBepke Bbl MoXeTe NoaTBEPAUTL NOXHOE cpabaTbiBaHue n
BOCCTaHOBUTL hawn.

> Bbibepute dann un HaxmmTe ﬁ .

> Mpun HacTponke NPSAMOro noucka ansn npoBepaeTcs Ha BUPYChbI U
BPEL4OHOCHbIE NPOrpaMmeil.

> Mocne npoBepku nossutca guanor Cmamucmuka rnposepKu, KOTOPbIN
nokasblBaeT CTaTUCTUKY O COCTOSIHMM hbaina nepen NOBTOPHOW NPOBEPKON U
nocne Hee.

Ecnu Bbl xoTuTe yaanutb dann:

» BbiGepute cdann n HaxmuTe % .

Ecnu Bbl xoTute otnpaBuTb dann Ha Bab-cepsep LleHTp nccneposanus
BPEeOOHOCHbIX NMporpamMmm:

» OTmeTbTe hann, koTopbin Bbl XxoTuUTe 3arpy3unTsb.

» Haxmute =E. |
-+ OTKpoeTcst Ananor ¢ opMynsipoM Ans Balumx KOHTaKTHbIX AaHHbIX.
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» BBeguTe NosnHble JaHHbIE.
» Bobibepute Tun: NMogo3putenbHbin ¢hann unu JloxkHoe cpabaTbiBaHMe.
» Haxmute OK..

—+ 3aapxuBupoBaHHbIN dhann 3arpyxaeTcs Ha Bab-cepsep LleHTp
ncecneaoBaHns BPeOOHOCHbIX MPOrpamMm.

MpumeyaHue

MpoBepka LleHTp uccnenoBaHusa BpeAOHOCHLIX NPorpaMmM pekoMeHayeTcs B
cnegywowmx cnyyasax:

ABpucTUKa (noposputenbHbIn dann): MNMpu nposepke AntiVir Personal
pacno3Harna ans kak Nnogo3puTenbHbIA M OTNpaBunia ero Ha KapaHTuH: B
ANanoroBoM OkHe OBHapy>XeHWst Bupyca unum daina otyeta npoBepku
pekoMeHayeTcs aHanua danna LieHTp nccneaoBaHus BpeAoHOCHbIX NPOrpamm .

MpumeyaHue
Bbl MOXeTe OoTnpaBuTb HE3aapXMBMPOBaHHbLIN dann pasmepom 0o 20 M6 nnn
3aapxuBMpOBaHHbIN hann pasmepom go 8 M6.

MpumeyaHue
Bbl MOXeTe oTnpaBnTb TOMBKO OAUH dhans.

dannbl, NOMELEHHbIe Ha KapaHTWH, MOTyT OblTb BOCCTAHOBIEHbI:
— cM. pasgen: KapaHTuH: BoccTaHoBneHne dainnoe n3 KapaHTmHa

5.2.10 KapaHTuH: BocctaHoBneHne ¢pannoB B KapaHTUHe

B 3aBucumocTu ot OI'IQpGLI,I/IOHHOVI CuUCTeMbl Ond BOCCTaHOBJ1IEHUA q)aﬁna
OOCTYNHbI pa3fin4Hbleé CUMBOJIbI.

— Windows XP 1 2000:

CBC NOMOLLIbIO 9TOro cMmBosia Bbl BoccTaHoBUTE hann B nepBoHaYasnbHYH
nanky.

{EC NOMOLLbIO 3TOro cMMmBona Bbl BoccTaHOBUTE haiin B yKa3aHHYHO Nanky.
— Windows Vista:

B Microsoft Windows Vista uepes LleHTp ynpasneHus gOCTYnHbI
OrpaHUYeHHble MpaBa, HanpuMep, AN AoCTyna K nankam v dannam.
OnpegeneHHble geNcTBUA 1 JocTyn K doarnam SOCTYMNHbl Yepe3 LieHTp
yrnpaBreH1s Npy Hanmyunm pacluMpeHHbIX NpaB agMuUHUCTpaTopa.
PacwwupeHHble npaBa agMMHUCTpaToOpa BblAaTCA Npodmnem novcka npu
Ka)KgoM 3anycke.

‘EC MOMOLLIbIO 3TOro cMMBona Bbl BoccTaHOBUTE (haiin B yKkasaHHYo narnky.

@C NOMOLLbIO 3TOro cumBona Bbl BoccTaHOBUTE hain B nepBOHaYarbHy0
nanky. Ecnn gns goctyna Kk nanke Heo6xoanMbl pacLUMpPEHHbIE NpaBa
agMUHUCTpaTopa, TO NOSIBUTCA COOTBETCTBYHOLLMIA 3anpoc.

BoccTtaHoBneHue ¢annos M3 KapaHTUHa:

MpepynpexneHue

OnacHocTb noTepu nHoOpMaLUun n HaHeceHUs Bpeaa onepaunoHHon cucteme!
Ucnonb3ynte dyHKuMo BoccmaHosums ebibpaHHbIt 06eKm B NCKNIOYNTENBHbIX
cnyyasax. BocctaHaBnuBanTe ToNbKO Te dhannbl, KOTOPblE MOTYT ObiTb BblfieYeHbI
npw NOBTOPHOM NPOBEPKE.
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v [MoBTOPHO NPOBEPUTL U BbINEYUTL hans.
» Bbibepute B LieHTp kOHTpoOns pa3gen YnpaBneHue :: KapaHTuH .

MpumevyaHue

MucbmMa 1 NpyUNoXeHna MoryT GbiTb BOCCTAHOBMEHbI MPY MOMOLLM ONUMK {E c
paclmpeHuem *.eml.

Ecnu Bbl XOoTUTE BOCCTAHOBUTL (halni B €ro NPEXHIO nanky:

» OtmeTbTe dann n HaxmuTe KHorky ¢ cumonom (Windows 2000/XP: CB

,Windows Vista @ ).
OT1a yHKUMSA He4OCTYNHA ANs SNIEKTPOHHbIX MUCEM.

MpumeyaHue

Mncbma n NPUNoXXeHnst MOryT GbiTb BOCCTAHOBIEHbBI MPY MOMOLLIM ONUnn {E c
paclumpeHnuem *.eml.

— MosaBuTCS BONpOC, XOTUTE N Bbl BOCCTAHOBUTL dhain B ero NPeXHo
nanky.

» Haxmute Oa

— dain 6yaet BOCCTAHOBIEH B Narky, U3 KOTOPOW OH ObIfT NOMELLEH Ha
KapaHTUH.

Ecnn Bbl xoTuTe BoCcCTaHOBUTL (hainn B onpedesieHHyo narnky:

» Bobibepute dann un Haxxmmte {m .

> Moasutcsa Bonpoc, XoTuTte N Bl BOCCTaHOBUTL dhain B ero NPeXHo
narky.

» Haxmute Oa
- MosiBuTCst cTaHaapTHOE OKHO Bbibopa nanku Windows.

» Bobibepute nanky, B KOTOpyto He06X04MMO BOCCTaHOBUTL dhann, NOATBEpPANTE
BbIOOp.

- dain 6yaet BOCCTAHOBIEH B yKa3aHHYHO Nanky.

5.2.11 KapaHTuH: [NoMecTnTb NOJ03pnUTENBHbLIA Gani Ha KapaHTUH

Bbl MOXeTe NoOMeCTUTb NOO3PUTESNbHLIN (darn Ha KapaHTUH BPYYHYIO:
» Bbibepute B LleHTp kOHTpons pasgen YnpaBneHue :: KapaHTuH .

Haxmurte %ﬁ. .

>
- MosiBuTCS cTaHgapTHOe OKHO Bbibopa dannos Windows.
> Bbibepute HeobxoanmbIn chann n nogTBEPAMTE CBOW BbIGOP.
- daiin nepemecTmTCA B Nanky KapaHTuHa.

dannbl, NOMELEHHbIe Ha KapaHTWH, MoryT ObITb NpoBepeHbl AntiVir Scanner:
e cM. pasgen : KapaHtuH: O6palueHne ¢ channamm (*.qua) Ha KapaHTUHE
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5.2.12 Mpodunb noncka: lobasutb nnu yganute Tnn danna ns npoduns
noncka

OnpepenuTte, Kakne Tunbl pannoB Heobxoammo o6aBUTL B MPOBEPKY UMK
NCKMNIOYMTb M3 NPOBEPKN (BO3MOXKHO NpU BIGOPE BPYUHYHO):

v Bbibepute B LleHTp koHTpona pa3sgen JlokanbHas 3awumTa :: [Iposepka.

» LlenkHnTe npaBon KHOMKOM MbILIKX NO NPOcusnto nomncka, kotopbeli Bel xoTute
obpaboTarts.

-+ MosiIBUTCS KOHTEKCTHOE MEHIO.

» Bbibepute ctpoky PannoBbin counbTp.

» Pa3BepHUTE KOHTEKCTHOE MEHIO, HaXKaB Ha ManeHbKUiA TPeyrosibHVK Ha
NpaBoi CTOPOHE KOHTEKCTHOTO MEHIO.

- MosiBaTca nyHKTbI 1o ymondaHuro, lNposepumse ece ¢halinibi u 1o ebibopy.
» Bbibepute ctpoky Mo BLIGOPY.

-+ MosiBMTCS AManoroBoe OkKHO PacwupeHusi CO CMUCKOM BCeX TUMOB
dannos, koTopble ByayT NpoBepsTCA Yepe3 Npodunb Nomcka.

Ecnu Bbl XOTUTE NCKMOYANTL TUN (pannioB 13 NpOBEPKN:

» BbiGepute TMn haninoB n HaxXMuTe YaanuTb.

Ecnn Bbl xotuTe go6aBuTb TN hainos B NPOBEPKY:

» OTmeTbTe TUN dhansos.

» Haxmute lo6aBUTbL 1 BBEOUTE paclumMpeHune Tuna dansos.

MakcumanbHas AnvMHa paclumMpeHns He MoXeT npeBbiwaTtb 10 CMMBONOB, He
CTaBbTe TOYKY NnepeA paclumpeHveM. B kayecTBe 3ameHUTenen JonyckarTcs
rpynnoBblie CUMBOSbI (* U 2 ).

5.2.13 lpodunb noncka: CozgaHne apabika ong npodmnsg noncka

Cospas apnblk ansa npoduna novcka, Bel MoxeTe 3anyckaTb NPOBEPKY MNPSIMO C
pabouyero ctona, He Bbi3biBas LieHTp koHTpons oT Avira AntiVir Personal.

CospaTb apnblk K BbiIGpaHHOMY npodurnto Ha paboyem cTone:
v Bbibepute B LleHTp koHTpona pa3sgen JlokanbHas 3awumTa :: [Iposepka.
» Bbibepute npodmnb noncka, ans Kotoporo Bel xoTnte co3natb ApnbIK.

» BbiGepute cumson Eiﬂ
-+ MosiBUTCS AprbIk Ha paboyem cTore.

5.2.14 CobbiTna: PunbTpoBaTh COOLITUS

B LleHTp KoHTpons B MmeHio O630p :: CobbiTnA oTOGpaxatTca cobbITus,
co34aHHble NMporpaMmHbIMK KoMnoHeHTamu AntiVir Personal. (aHanorm4yHo cnmcky
cobbITni Bawewn onepaunorHHon cuctembl Windows). B nporpammHble
KOMMOHEHTbI BXOOAT:

MNporpamma obHOBEHMI
Guard

— Scanner

IMnaHMpoBLUKK
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OTobpaxatoTca cnegyowme Tunbl COObITUIA:
— WHdopmauus
— MpegynpexageHue
— Ownbka
— OG6HapyxeHue
dunbTpauma otobpaxxaeMbix COObITUN:
» Bbibepute B LleHTp koHTpons pa3gen O630p :: CobbiThA .

» OTMeTbTe hriaXXkoM MPOrpaMmMHbIE KOMMOHEHTLI, YTOObLI 0TOBPa3nTb CObLITUA
aKTMBHbIX KOMMOHEHTOB.

L2

CHumMmunTte CbJ'Ia)KOK C nporpaMmmMHbIX KOMIMOHEHTOB, YTOObI CKpPbITb cobbITUSA
AOeakTnBnpoBaHHbIX KOMMOHEHTOB.

» OTMeTbTe hriaXKoM TUMbl COBLITUIA, YTOOLI OTOBPA3UTL UX.

- NN -
CHuMUTE riaXoK € TUMOB COObITUIA, KOTOPblE HEOBXOAMMO CKPbITb.
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6 Scanner

C nomolwbto Scanner Bbl MoxeTe NpoBOAUTb NPOBEPKY Ha BUPYChI U
BPEAOHOCHbIEe Nporpammsbl (Npsimasi npoBepka). CyLlecTByeT HECKOSbKO
Cnoco6oB NpoBeAeHNst MPOBEPKUN HA BUPYChI:

MpoBepka Yepe3 KOHTEKCTHOE MEHH

lMpoBepka Yepes KOHTEKCTHOE MEHIO (NpaBasd KHorka - NyHKT NMpoBepuTb
BblOpaHHble dannbl ¢ nomowbio AntiVir) pekomengyetcs, ecnu Bel,
Hanpumep, XOTUTE NPOBEPUTL OTAENbHbIE ddalnbl U Nanky B NPOBOLHUKE
Windows. [Jpyroe npenmyLLecTBO 3aKroyaeTcs B TOM, YTO A11S NPOBEPKU
yepes KOHTEKCTHOE MEHIO HET HEOBXO0AUMMOCTN CHavana 3anyckaTb Avira
AntiVir Personal LleHTp KOHTpONA.

MpoBepka ¢ nomouwbio Drag & Drop

MNepeTawmTe ann nnu nanky B nporpammHoe okHo Avira AntiVir Personal
LleHTp kOHTpONs, n BygeT ocywlecTerneHa Scanner 3Toro anna unm
narnku co BCceM coepXMMbIM. JTa npoueaypa pekomeHayeTcs, ecnu Beol
XOTUTE NPOBEPUTb OTAENbHbIE (halnbl U Nanku, KOTopble, HaNpUMep,
HaxoaAaTcsa Ha Bawem paboyem crone.

lNpoBepka 4Yepes npodunb

OTa npouenypa pekoMmeHayeTcs, ecnv Bbl XoTUTe NpoBepUTb OTAENbHbIE
hannbl 1 Nanku, KOTopble, Hanpumep, HaxoaaTca Ha Bawem paboyem
ctone. Bbl He 4OMKHbI BbIGMpPaTh 3TV Nank1 U QUCKN Nepen Kaxxaon
NPOBEPKOMN.

Mpsamasa npoBepka Yepe3 MnaHMpoBLYKMK

MnaHmpoBLLMK AaeT BO3MOXHOCTb NPOBECTM NPOBEPKY B YCTAHOBIIEHHOE
Bpems.

I'IpM MOUCKE NpPorpaMm-pyTKUT3arpy3o4HbiX BUPYCOB 1N NPU NMpoBEepKe akKTUBHbIX
npoueccos HeobxoaMmbl cneuunarnbHble MeToabl. Bhl pacnonaraete cnegyownmm
onunamm HaCTpOIZKI/IZ

MNouck pyTkUT-NporpaMmm yepes Npodure noucka Nouck pymxum-
rnpozpamm

[NpoBepka akTUBHbIX MPOLECCOB Yepe3 Npodusib noncka AKTUBHbIE
npouecchbl

Mounck 3arpy3o4HbIX BUPYCOB Yepe3 komaHay MpoBepka 3arpy304HbIX
3anucen B MeHo CepBucC
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7 QO0OHoOBNEHUS

O pekTMBHOCTL aHTUBMpPYCcHOro NO HanpsaMyo 3aBUCUT OT akTyasibHOCTU
COCTOSsIHMSA NporpamMmmel, ocobeHHo VDF-danna n apwkka. [Ans BbINONHEHNSA
obHoBneHus B AntiVir Personal BcTpoeH koMnoHeHT Nporpamma o6HOBAEHNI.
Mporpamma obHoBneHM obecneuvnBaeT, 4To6bl Avira AntiVir Personal
Haxoamnacb NOCTOSAHHO HA CaMOM COBPEMEHHOM YPOBHE M Gbifia B COCTOSIHUN,
oBHapyxu1BaTb eXXeaHEBHO HOBble BMpYChI. [Tporpamma obHoBNEHMIA
aKkTyanusnpyeT crnegyoLlime KOMMOHEHTbI:

— VDF-ann:

VDF-chain cogepxnt obpasupbl BpeAOHOCHbIX KOOOB, Ucnonb3dyemblx AntiVir
Personal npu npoBepke Ha BUPYCbI NN NieYeHnn annos.

— [llonckoBbIN OABUMXKOK:

Mouckosbin asmxok AntiVir Personal npumeHsaeT pasnnyHble MeToab!
oBHapy>XeHNss BUPYCOB.

— [MporpammHble annbl (O6HOBNEHNE NpoaykTa):

MakeTbl 0GHOBNEHUI NPOAYKTa NPELOCTaBMASAT B pacnopsbkeHne OTAeNbHbIe
nporpaMMHbI€ KOMMOHEHTbI.

Mpu BbINONHEHMM 06HOBNEHMI akTyanuanpyetca VDF-cann n nomckoBbin
OBWXOK. B 3aBMCUMOCTM OT HacTpoek Nporpamma oGHOBNEHUI SOMNOMHUTENBHO
BbINOMHSAET 06HOBMNEHME NPOAYKTa Unu coobLiaeT 0 AOCTYMNHbIX AN 3arpy3ku
obHoBeneHusix. MNMocne obHoeneHus AntiVir Personal Heobxoguma nepesarpyska.

MpumeyaHue

M3 coobpaxeHus 6esonacHocTu Mporpamma 0OHOBMEHUI NPOBEPSIET, ObiNT NK
n3meHeH xocT-cbann Windows Tak, 4Tto ccbinka ansg obHoBneHna Avira AntiVir
Personal 6bina 3ameHeHa Ha NoXxHyto, YTodbl [Nporpamma o6HOBNEHUI
nepeHanpasnanacb 6bl Ha Yyxyto cTpanuuy. Ecnv xoct-dpann Windows 6bin
nameHeH, MNporpamma o6HOBNEHNN MOMECTUT MHGOPMaLMo 06 aToM B chain
oTyeTa.

B LleHTp koHTpons / MNnaHnpoBLwuK Bel MoXeTe co3gaBaTth 3agayn oGHOBIEHUS,
koTopble [porpamma 0OGHOBEHWN BLINOMHSET B onpeaeneHHble nHTepsansl. o
ymonyaHuio nocne yctaHoku AntiVir Personal cosgaHa 3agada obHoBneHus. Y
Bac ecTb BO3MOXHOCTb BPYYHYIO 3anyCTUTb OGHOBNEHNE:

— B UeHTp koHTpons: B meHio O6HoBneHne u pasgene Crartyc
— C nomoLLb KOHTEKCTHOTO MEHIO 3HaYKa B Tpee

Bbl 3akaumBaeTe 06HOBNEHNSA N3 NMHTEPHET C BeG-cepBepa paspaboTtumka. o
YMON4YaHUIO UCNONb3YETCs CYLLECTBYIOLLEEe CeTeBOE COeQUHEHME C CEPBEPOM
Avira GmbH. 3gecb Bbl MoXXeTe onpedenuTb CTaHOAPTHYO YCTaHOBKY Avira
AntiVir Premium. Hactpowka: ObLiee :: O6HoBNEHME
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3necb Bbl HanpeTe YacTo 3agaBaeMble Bonpockl 06 Avira AntiVir Personal,
cnpasky no npobnemam, CoBeThbl U pekomeHgauun no padote ¢ Avira AntiVir
Personal.

Cm. rnasy MomoLLb B CAOXHbLIX cnyyasax
Cwm. rnaBy "opsiune knaBuLLK

Cwm. rnaBy LleHTp 6e3onacHocTn Windows

8.1 lNomMouwb B ciy4ae BO3HUKHOBEHMA Npobriem

3aecb Bbl HangeTe HopMaLUmio 0 NpUYMHaAX BO3HUKHOBEHUS U crocobax
peLLeHns1 BO3MOXHbIX Npobriem.

Mpu nonbiTke 3anycTuTb 0b6HOBNEeHMe nosiBNsieTcs coobweHne o ToM, 4TO
coegnHenme bblJ10 pa30pBaHo fpu 3arpyske $anna ....

MpuunHa: Bawe NHTepHeT-coeanHeHne HeakTuBHo. INoatomy Avira AntiVir
Personal He moxeT HanTn Beb-cepBep B VIHTEPHET.

> MpoBepbTe, paboTatoT nu gpyrne MHTepHeT-cnyx6bl (Hanp., WWW unu
Email). Ecnin oHn He paboTaloT, BOCCTAaHOBUTE MHTEPHET-COEANHEHME.

MpuunHa: MNpokcu-cepsep HEQOCTYMEH.

> lMpoBepbTe, HE M3MEHUNCA NN JIOMUH NS perncTpauumn Ha NpoKcu-
cepBepe, YCTaHOBUTE B Crny4Yae HeobxoanmocTty Balum HacTporku.

MpuumHa: dann update.exe 6rokupyetcs Bawwmm nepcoHanbHbIM MEXCeTEBbLIM
9KpaHoOM.

> Y6eauntech B TOM, 4YTO dhann update.exe He 6riokupyetca Bawumm
NepCcoHanbHbIM MEXCETEBBIM SKPAHOM.

MNHaue:

> MpoeepbTe B Avira AntiVir Premium. HacTtpoika (Pexnm skcnepta) Bawm
HacTpouku B NyHkTe O6wwee :: OGHOBUTD.

Bupycbl u BpegoHOCHbIe NporpaMMbl HEBO3MOXHO YAaUTb MU NepeMecTUTb.
MpunuunHa: ®ann 3arpyxaetcsa Windows 1 HaxoanTcs B akTUBHOM COCTOSIHUM.

» O6HosuTe Avira AntiVir Personal.

> Ecnu Bbl ncnonesyete onepaumoHHyto cuctemy Windows XP, OTK0UMTE BOCCTAHOBEHME
cucTemsl.

» 3anycTtute KomnbloTep B 6e3onacHoM pexvme.

» 3anyctute Avira AntiVir Personal n Avira AntiVir Premium. Hactporika (Pexvm akcnepTa).
> BeibepuTe Scanner :: Mowuck :: @annbl:: Bece dannbl n 3akpoiTe OKHO C MOMOLLbK KHOMKM
OK.

33



Avira AntiVir Personal

34

> 3anycTute NpoBepKy BCEX JIOKanbHbIX AUCKOB.

> 3anycTute KOMMbIOTEP B HOPMAaIlbHOM pPeXuMe.

> MpoBepbTe cucTeMy B HOPMaNbHOM PEXUME.

> Ecnu apyrvie BUpycbl He 0GHapYXXeHbI, BKMIOUMTE BOCCTAHOBIEHUE CUCTEMBI, eCni Bbl M
nonb3yeTech.

NkoHka nokasbiBaeT, 4TO MporpaMMa OTK/OYEHA.
MpuumHa: AntiVir Guard oTkntoveHa.

> B LleHTp koHTpons B pasgene O63op :: Ctatyc B none AntiVir Guard
LLeNIKHUTE MO CCblflke AKTUBUPOBATD.

MpuumHa: AntiVir Guard 6rnokmpyeTcsa MexxceTeBbIM 3KPaHOM.

> YcTaHoBuTe B HacTporkax Bawwero dhanpsona paspewerne ana AntiVir
Guard. AntiVir Guard cpyHkumoHupyeT Tonbko ¢ agpecom 127.0.0.1 (local host).
He ycTtaHaBnunBaeTcs coeanHeHne ¢ VIHTepHeT.

MNHaue:

> MpoeepbTe cnocob 3anycka cnyxobl AntiVir Guard. 3anyctute cnyxoy:
BbibepuTe Ha naHenu 3agad "lNMyck | HacTtpovika | MNaHens ynpasnenus".
3anyctute apnbik "Cnyxobl" (B8 Windows 2000 n Windows XP oH Haxogutcs B
nogaupektopun "AgMnHmnctpuposanmne"). Hangute ctpoky "Avira AntiVir Guard”.
HomkeH ObITb onpegeneH Tun 3anycka "ABTo" n coctosiHme "PaboTtaet”
3anycTtute cnyx0y Bpy4Hyto. BoibpaB COOTBETCTBYIOLLYIO CTPOKY, HAXMUTE
kHonky "lMyck" MNMpu BO3HMKHOBEHUN yBegoMIeHns 06 owmnbke npoBepbTe ero.
Ecnu Bo3HukaeT coobueHne 06 owmnbke, npoBepbTe TO, YTO NPEANOXEeHO
CUCTEMO.

KOMI'IblOTep pa60TaeT OoO4YeHb MeaNieHHOo, Korga f BblMOJIHAO pe3epBHoOe
KonnpoBaHWe faHHbIX.

MpuumHa: AntiVir Guard npoBepsieT BoO Bpems npouecca pe3epBHOro
KOnMpoBaHus Bce dhannbl, ¢ KOTopbiMK paboTaeT backup cuctema.

> Bbibepute B Avira AntiVir Premium. Hactponka (Pexum akcnepta) Guard
:: Mowck:: NckntoyeHnsa n gobaBbTe B CNMCOK OOBEKTOB, UCKMOYEHHbIX U3
NPOBEPKM, NPOrpaMmy pe3epBHOr0 KOMUPOBAHMWSA AaHHbIX.

Mow 6paHgmayap coobwaeT 06 AntiVir Guard, kak TONbKO OHU CTAHOBATCSA
aKTUBHbIMM,

MpnumHa: CoegmHeHmne ¢ nporpammont AntiVir Guard npoussoguTcs yepes
npotokon TCP/IP. BpaHamayap oTcrnexmnsaeT Bce coeuMHeHus,
npomnsBoadaLLMecs N0 3TOMY NPOTOKOY.

> YctaHosuTe paspewenune ans AntiVir Guard. AntiVir Guard
dyHKUMOHMpPYeT Tonbko ¢ agpecom 127.0.0.1 (local host). He ycTtaHaBnuBaetcs
coeguHeHne ¢ IHTepHer.

MpumevyaHue
Mbl pekomeHayem Bam perynspHo npon3BoauTb OGHOBMEHWE NPOaYKTOB
Microsoft ansa Toro, 4To6bl 3aKpPbITb BO3MOXHbIE GpeLun B 6e30nacHOCTH.
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8.2 [opsume knaBuLwmn

8.2.1

822 B

opsayre knaemwn JaloT BO3MOXHOCTb MCMNOMb30BaTh arlbTEPHATUBHYIO
HaBuraumo no Avira AntiVir Personal, Bbi3biBaTb OTAeMNbHbIE MOAYSN U 3anycKkaTb

JEeNcTBuUA.

Hwxe npnBOAMTCS CNMCOK KOMaHA (ropsiune KrasuLim), AoCTynHbIX B Avira AntiVir
Personal. NogpobHyto nHpopmaumio o pyHkumsx Bel HangeTe B
COOTBETCTBYIOLMUX pasgenax crpaBoYHOW CUCTEMBI.

Fopsume knaBuwwn

Ctrl + Tab

Ctrl + Page Down

Ctrl + Shift + Tab
Ctrl + Page up

Tab
Shift + Tab

MpoGen

Alt + nogyepkHyTas

bykBa

Alt+ |
F4

Esc

Enter

cripaBke

Fopsaune
KnaBuLn

Alt + Mpoben
Alt + Tab

Alt + F4
Shift + F10
Ctrl + Tab

B AnanoroBbliX NoJadX

OnucaHue

MepenTtu Kk cnegyroLemy pasgeny.

MepenTtu K NpegsiayLemMy pasgeny.

Mepexopn k cneaytoLLen onumm / rpynne onuuin.

Mepexopn k npeabiayLler onumm / rpynne onumn.

I'IepeKn}oqume Mexay onumamm B CNUCKe Unn B oAHoun rpynne onuun.

BkntoyeHwue / BbIkNoYEHME ONLMKM, 0003HA4YEHHOW Yek-00KcoM (rone ¢
ranoykom).

Bbi60op onumn unu BeINOMHEHNE KOMaHAbI.

OTKpbIBaET pacKpbIBAOLLMIACSA CMINCOK.

3aKpbIBaET PaCKpbIBaOLLMIACS CMUCOK.
OTMeHa KoMaHAbl U 3aKpbITUE OKHa.

BbInonHeHne komaHabl akTUBHOW OMUMU UM KHOMKW.

OnucaHune

OTob6paXkeHne CUCTEMHOIO MEHHO.
MepeknioyeHne Mexay OTKPbITbIMU OKHaMMU.
3akpbITue OKHa.

OTo6paxeHne KOHTEKCTHOTO MEHIO CNpaBKu.

Mepentn k cnegyolemy pasgeny B HaBUrauMOHHOM OKHe.
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Ctrl + Shift + Tab  lNepentu k NpeabiayLwemy pasgeny B HaBUrauMoHHOM OKHE.

Page up Mepexopn k TeMe, pacrnonoXeHHOW B cCoaepXaHUU U CNUCKE BbllLE TEKYLLEN.
Page down [Nepexon Kk Teme, pacnosIOXXEHHOW B COAEPXXaHWUM UM CTIINCKE HUXKE TEKYLLEN.
F6 MepeknioyeHne Mexay OKHaMU HaBUrauum U TeMaTU4eCKMMM OKHaMMU.

Page up

lMepemelleHVe BHYTPU TEMbI.
Page down P H yip

8.2.3 B LleHTp koHTpon4

O6uee

Fopsiune knaBuwwn OnucaHue

F1 Bbizos CnpaBsku

Alt + F4 3akpbiTue LieHTp koHTpons
F5 O6HOBUTbL BUA

F8 OTKpPbITb MEHKO HACTPOMKN
F9 3anycTnTb 06HOBMNEHWE

Bknapgka lMNpoBepka

Fopsuuve knaBuwm  OnucaHue
F3 3anyck NpoBepku ¢ BbIOpaHHbIM Npodurnem

F4 CosgaHue spnbika Ha paboyem cTone Ans BeIbpaHHOro npoduns

Paspen KapaHTuH

Fopsiume knaBuwwmn OnucaHue

F2 MoBTOpHasa npoBepka obbekTa
F3 BoccTtaHoBneHne o6bekTa

F4 OtnpaBka o6bekTa

F6 BoccTaHoBneHne obbekTa B...
Enter CaoiicTtBa

Ins [o6asneHne canna

Del YnaneHne obbekTta

Bknapgka MNnanunposmk

Fopsiune knaBuwwn OnucaHue

F2 MN3meHeHne 3apaun
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Enter
Ins

Del

Paspen OTtyer

Fops4yune knaBuwwn
F3

F4

Enter

Del

Bknagka CobbiTusa

FopsAyne KknaBuLIK
F3
Enter

Del

CeowcTBa
[oGaeneHne HOBOW 3agaymn

Ypanexue 3agauu

OnucaHue

Mokasatb chann otyeta
MeyaTb (pavna otyeTa
OTobGpaxeHue oTyeTa

YpaneHune ot4yeTa(oB)

OnwucaHue
OkcnopTnpoBaTb cobbiTHe(s)
MokasaTb cobbiTue

Ypanutb cobbitre(s)

8.3 LleHTp bezonacHoctn Windows XP

- oT Windows XP SP 2 -

8.3.1 0Obuwee

LleHTp 6e3onacHocTn Windows npoBepsieT cTaTtyc KOMnbioTepa NPUMEHNTENBHO
K acnektam 6e30nacHOCTH.

Ecnu obHapyxmBaeTcst npobneMa B 04HOM U3 3TUX BaXKHbIX NYHKTOB (Hanp.,
aHTUBMpPYCHble Ga3sbl ycTapenu), LleHTp YnpaeneHus otnpaBnseT yBegomneHne
06 3TOM U1 faeT pekoMmeHaaumn ans 6onee ka4eCTBEHHON OpraHM3aunn 3amThbl

CUCTEMBDI.

8.3.2 LUeHTtp 6ezonacHoctn Windows u Avira AntiVir Personal

AnTtuBupycHoe N0 / 3awuTa oT BpeLOHOCHbIX NporpaMm

Bbl MoxeTe nonyunTb oT LleHTpa YnpaBneHus cneayoLlyo nHopmMaumio,
KacaroLLytocs 3aluUTbl OT BUPYCOB.

AHTUBUPYCHBbIX Nporpamm HE OBHAPY>XEHO
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AHTUBMpPYCHbIEe 6a3bl YCTAPEIN

3awwrta ot Bupycos BKITIKOHEHA

Bawwurta ot Bupycos BbIKITIOYEHA

Bawwrta ot BupycoB HE KOHTPONUPYETCA

3awwmra ot Bupycos HE OBHAPYXXEHA

3710 coobleHne oTnpasnsaeTca LieHTpom o6ecneyeHns 6esonacHocTy Windows,
€Cny Ha KoMMbloTepe He BbINo 0GHaPYKEHO aHTUBMPYCHBIX NMPOrpaMm.

@ HE HAWAEHO @ =

AHTHEMPYCHOE NpOrpamiHoe ofecnedeHe He ofHADYEHD Ha KOMIBHOTEPE, AHTHEHOYCHOE MpOrparHHOS
ofiecneYeHHE NOMOrEET ALUHMTHTE KOMABHITED 0T NOBOEXASHHA BHDYCAMH H NOH ADYIHY YIDOSEx
fiezonacHoCTH, L enkHkTe "PekoMeHAa0MK" ANA NONYYEHMA CMMCKE BOZMOMHER ASHCTEMA, Kak
AHTHEHDYCHOE NDOrpaMMHOE ofecneYeHHE NOMOr 38T 3AWHTHTE KOMOBHITEDT

MPMMEYEHHE: CHCTEMA Windows HE ONpEAENAET ECe SHTHEMPYCHEIE NPOrpatel.

I PekoMeHAALHH. ..

MpumevyaHue
YcraHoBute Avira AntiVir Personal Ha Baww komnbioTep Ansi Toro, 4tobbl
3alMUTUTb €ro OT BUPYCOB N MHbIX BPEAOHOCHLIX MporpamMm.

AHTuBUMpPYCcHble 6a3bl YCTAPEJIN

Ecnu Bbl yxe yctanosunun Windows XP Service Pack 2 unu Windows Vista, a
Tenepb yctaHaBnueaeTe Avira AntiVir Personal, B npouecce ycTaHoBKM Bbl
nonyuuTte criegytoLiee coobLyeHne:

# 3awura or BUPYCOB © CPOK UCTEK  »

MprnoseHke "dnkivir Deskbop” Morno wcTapeTe, LenkHMTe "PekoMeHAaumy’ Ana NonyyYeHHa cikcka
BOZMOMHBL: AEACTEMA, Kak aHTHEMDY CHOS NDOrDEMMHOE 0BECAEYEHHE MNOMOr&ET SEWHMTHTE KOMOBHITEDT

¥

MPHMEYAHHE: CHETEMA Windows He ONpelenAeT BCe SHTHEMPYCHBIE NPOrPattEl,

[ PeroMeHAALHH. ., ]

MpumeyaHue

UTtobbl LleHTp obecneyeHuns 6e3onacHoctn Windows nocuntan Avira AntiVir
Personal akTyansHbIM, NOcre ycTaHOBKE NporpaMmbl 06s3aTtenbHO Heobxoanmo
npou3BecT obHoBNeHNe. Bbl MOXeTe akTyanuampoBatb Bawy cucremy,
npounsseass O6HoBneHne Avira AntiVir Personal.

3auumTa o1 Bupycos BKJIOYEHA

Mocne yctaHoBku Avira AntiVir Personal n nocnegytowiero 3a Helh 0OHOBREHMUS
nporpammel Bel nonyyaeTte cnefyoLyo MHdopMaLumio:

{4 3awmra ot BUpYyCOB © BKJKOHEHO @ 2

*

Ankivir Deskbop MMEET NOCAEAHHIHD BEPCHHD, M CKAHMPOEAHME Ha HANMYKME BMPYCOE BEAMIYEHD,
AHTHEMPYCHOE MNPOrPaMMHOE 0DECNEYEHHE NOMOFAET 3AWHMTHTE KOMNEHITER OT NOERE¥AEHHMA EMPYCatH H
NpH ApYrHx Yrposax Be30NacHoCTH, Kak SHTHEMDYCHOS NpOrpaMMHoe oBecneYeHMEe NOMOrSeT SALHTHTE

EOMOBHITED?
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Avira AntiVir Personal Tenepb HaxoguTCS B akTyanbHOM COCTOSIHMMK, a AntiVir
Guard BkntoyeHa.
3awwmTta ot Bupycos OTKJTOYEHA

Cnepywouwee ysegomneHuve Bol nonyuute, ecnu AntiVir Guard 6yaet oTkntoyeHa
nnu cnyx6a Guard 6yaeT octaHoBMeHa.

*

@ BbIKJNKHEHO =

MprnoseHke "dnkivir Deskbop” oTkNHYEHD, AHTHEMPYCHOE NPOrpaMMHOE OAECMEYEHHME NOMOr3eT
3AWMTHTE KOMNBHITED OT NOBNEYAEHHA BHPYCAMK H MPH ApYrHx yrposax BesonacHocTH, LenkHTe
"PekomMeHASLMK" ANA NONYHEHKHA CMMCKE BOIMOMHER AEACTEMH. Hak SHTHEMDYCHOE ODOrDAMMHOE
ofECNEYEHHE NOMOrSET SAWHTHTE KOMOBHITEDT?

MPMMEYEHHE: CHCTEMA Windows HE ONpEAENAET ECe SHTHEMPYCHEIE NPOrpatel.

PekoMeHAALHH. ..

MpumeyaHue

Bbl MmoxxeTe Bknountb Mnm otkntoumtb AntiVir Guard B pasgene O63op :: Ctatyc
Avira AntiVir Personal LleHTp koHTponsa. Ecnu AntiVir Guard Bknto4yeH, Ha naHenu
3a4a4 NOSABUTCS OTKPbITbIA KPACHbIA 30HTUK.

3auuuTa o1 Bupycos HE KOHTPOJINPYETCH

Ecnun Bel nonyunte cneaytouyto nHcdopmauuio ot LieHTpa obecneyeHns
6esonacHocT Windows, 3HaunT Bbl pelumnmn camocToaTenbHO KOHTPONMPOBATb
Bawe aHTtnBuMpycHoe 0.

MpumeyaHue
dyHkuma Windows Vista He nogaepxuBaeTcs.

{4 3awpra o1 BHpYCcOB © HE HAB/IWOAAETCA @ =

Bbl ¥KasanM, 4T0 Ha KOMNEHITERE S&MYILEHS AHTHEMPYCHAA NPOrpaMMa, 3a KOTOpoH Bl CNEAMTE CaMH,
YTobk 3AWMTHTE KOMNEKTER OT NOBDEXAEHHA BMPYCAMH M NPH ARYTH: Yrposax Ges0nacHoCTH,
wAEAMTECE, YTO YCTAHOBNEHA NOCNEAHAA BEPCMA GHTHEMPY CHOM NPOrPattel, M YTO OHa BEINONHASTCA,
Fak SHTHEMDYCHOE NDOrDaMMHOE 0BECNEYEHHE NOMOrSET SWMTHTE KOMOBHITED?

I PeroMeHAALHH. ., ]

MpumeyaHue

LleHTp obecneveHnsa 6e3onacHoctn Windows nogaepxmBaetca Avira AntiVir
Personal. Bbl MOXeTe BKIOYAUTL 3Ty ONuuio B Nto6oe BpeMSA C MOMOLLbIO KHOMKK
"PekomeHngaumn...".

MpumeyvaHue

[axe ecnn Bbl yctaHoBunu Ha Bawen cucteme Windows XP Service Pack 2 nnu
Windows Vista, Bam Bce xe TpebyeTcsa aHTUBMpPYCHasa cuctema, Hanpumep, Avira
AntiVir Personal. Xota Windows XP SP 2 koHTponupyeT Balue aHTMBUpPYCHOE
MO, LenTp obecneyennsa 6esonacHoctn Windows He umeeT yHKLMIA
aHTUBMPYCHOM 3awmnTbl. Be3 AononHMTENbHBIX cneunanbHbIX CPeACTB 3alnThbl OT
BUpYycoB Balua cuctema He 3awjuiieHa.
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9 Bwupychbl n gpyroe

9.1 [ononHuTenbHble KAaTEropum yrpos

MporpaMMbl f03BOHa Ha nnaTHble HoMepa (DIALER)

OnpegenexHble ycnyrin, npegnaraemMble B IHTEPHET, ABNAKOTCA NNaTHbIMK.
OnnaTta B lepmaHun ocyLlecTBNAsieTCa Yepes nporpaMmmMbl KOMMYTUPYEMOTO
poctyna ¢ Homepamm 0190/0900 (B Asctpum 1 Lsenuapun yepes Homepa 09x0;
B lepmaHumn cpegHecpoyvHo ycTaHaBnmeaeTcs Ha 09x0). bygyun
yCTaHOBIEHHbIMM Ha Bawem komnbloTepe, NporpaMmMbl-gannepbl yCTaHaBNMBaroT
coefuHeHnst ¢ aboHeHTaMK, UMELLMMM KOMMEpPYECKME HOMEPA, 3BOHKM Ha
KOTOpble TapunUMpyoTCa No NpeMmnym-paspaay.

MpenocraeneHue online-kOHTEHTa C BbiCTaBreHneM TenedoHHOro cyeTa
ABNAETCA 3aKOHHbIM U MOXET ObITb MONE3HO nonb3oBaTtenam. KayecTBeHHble
Aannepbl paboTaloT Tak, YTO Nonb3oBaTternb Bceraa otaaeT cebe OTYET B TOM,
KaknuMu ycrnyramy OH NoNb3YeTCsl U CKOMNbKO 3a HUX nnaTut. OHK
yCTaHaBMMBAaTCA Ha KOMMbIOTEP TONBKO B TOM Cry4ae, ecnm nonb3oBaTernb
[AaeT Ha aTo cBoe cornacue. dakTt cornacusi 4OMKeH GbITb OAAHO3HAYHO U YETKO
onpeneneH. YcTaHoOBMNEHNe coeMHEHMs NporpaMM-aannepoB oTobpaxaeTcs
KOppeKTHo. Kpome Toro, HafexHble fannepbl 4eTKo MHPOPMUPYIOT O pa3mepe
CYMMBbI.

K coxxaneHuto, CyLLecTBYOT Aanrnepbl, KOTOpblE C Lienblo o6MaHa He3aMeTHO
yCTaHaBNMBAKTCS Ha KOMNbloTepbl. OHU 3aMEHSIIOT, HaNpMMep, CTaHgapTHoe
coeanHeHne vyepes Mmogem nomnb3oBatens uHTepHeT Ha ISP (Internet-Service-
Provider) n npn kaxgom coeanHeHnn Bbi3biBAOT JOPOrocTosILLne HoMepa
0190/0900. Tonbko npu cnegytowem TenedoHHOM CHETE NoSb3oBaTeNb
3amevaert, YTo nporpamma-gannep 0190/0900 Ha ero kKomMnblOTEPE MPU KaXKaoM
NOAKMOYEHNN K UHTEPHET Habnpan HoMepa-nNpemMmyMm, YTo NPMBENO K
COOTBETCTBYHOLLUM CYETAM.

,D,J'IFI Ka4eCTBEHHOW 3alUUTbl OT HeXenaTenbHbIX /J,al?mepos, Mbl pekoMeHayem
NnOMeCTUTb Ucnosnb3dyemMble MM HOMEPa B '-IeprIIZ CMUNCOK.

Mo ymonyanuto Avira AntiVir Personal o6HapyxusaeTt Hanbonee
pacnpocTpaHeHHble NporpamMMbl-gannepobi.

Ecnwn B HacTpoiikax B pasgene [ononHuTenbHbIe KaTeropmn yrpo3 BKoYeHa
onuusa MNMporpammbl A03BOHA Ha nnaTtHble Homepa (DIALER), Bbl nony4ynte
yBegomrneHme 06 obHapy>xeHMM akTMBHOCTU Takom nporpammbl. Tenepb y Bac
NosIBNAETCH BO3MOXHOCTb, NErko yaansaTb HexenaTenbHble NporpamMmmbl JO3BOHA.
Ecnu Bbl BCe e xoTuTe ncnonb3oBaTth Kakyto-nnmbo nporpammMmy A03BOHa,
NMOMECTUTE €€ B CMNCOK, UCKITDYaeMbIX 13 NPOBEPKN OO BHEKTOB.
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Urpsl (GAMES)

Mbl coBCceM He NPOTMB KOMMbIOTEPHBIX UTP, HO COBCEM He 065A3aTenbHO UrpaTb B
HuX B pabo4dee Bpems (MOXeT BbITb, UCKMoYas 00eaeHHbIe nNepepbiBbl). TEM He
MeHee, MHOrMe COTPYAHUKM NOCBSALLAT Maccy cBoero paboyvero BpemeHu
pasfnyHbIM KOMMNbIOTEPHBIM Urpam U passnedeHnsam. Yepes VIHTEpPHET MOXHO
3arpysnTtb Lenyto maccy urp. CylectByeT OrpoMHOE KONMYeCTBO 1Urp no
ANEeKTPOHHON noyTe: MNonynapHbl pasnuyHble Urpbl OT WaxmMaTt 4o "MOpPCKOro
60s": Urpbl OTNPaBnATCS NapTHEPY MO SNEKTPOHHOM NoYTe, 3aTeM NapTHeEp
OOJIMKEH OTBETUTb HA MUCbMO.

WccnenoBaHust nokasanu, YTo COBOKYMNHOE BpeMsi, MOTpayYeHHOe COTPpyaHMKaMM
Ha Urpbl, JOCTUIIO B A€HEXHOM BblPa)XEHUN A0BOSIbHO BHYLLNTENBHOMN
BENUYMHbI. [T03TOMY COBEPLUEHHO MOHATHO CTPeMIieHne Bce Gonbluero ymcna
paGoToaartenei orpaguTb paboyme CTaHUMKM OT UrPOBOIO 1 pasBriekaTenbHOro
Mno.

Avira AntiVir Personal o6HapyxuBaeT KOMMblOTEpPHbIE Urpbl. ECnn B HacTponkax B
pasgene [JononHutenbHble kKaTeropun yrpo3 skntoveHa onums Urpol (GAMES),
Bkl nonyunTte cooTBeTCTBYIOWEE YBegoMreHne, ecnu Avira AntiVir Personal
OOHapyXuT NogobHble 06beKThI. [locne Yero urpbl, B NpssMOM CMbICIE CITOBa,
3aKaH4YMBaAlOTCSA, TaK Kak y Bac nosBnaeTcst BO3MOXHOCTb YAanNsiTb UX OYEHb
nerko.

Mporpammbl-wyTku (JOKES)

Mporpammbl-LLyTKM pa3pabaTbiBaloTCs, HAaNpUMep, Ans NOAHATUS HACTPOEHWS.
OHwu, KaK NpaBuIio, He MOryT CAMOCTOATENbHO Pa3MHOXaTbCA N HE HAHOCAT
Bpeaa. lNocne 3anycka Takow NporpaMMbl KOMMbIOTEP AEMOHCTPUPYET YTO-
HMOyOb HEOObIYHOE HA MOHUTOPE, COMPOBOXAANA 3TO 3ByKOM. B kauecTBe
NpMMEepPOB NPOrpPaMM-LLIYTOK MOXHO Ha3BaTb CTUpanbHy0 MallMHy B AMCKOBOAE
(DRAIN.COM) u Moxwpatenen akpaHa (BUGSRES.COM).

Ho, BHMMaHne! Bce cMMNTOMBI TakMx pa3BriekaTeribHbIX NPorpaMmm MoryT ObITb
Takke MMUTUPOBaHbI BUPYCaMU UM TPOSIHAMU. B KOHLIe KOHLLOB, 3TV NporpaMmebl
MOryT MPOCTO UCNyraTb NONb30BaTENS, MW MOTYT MOMOYb eMY CaMOMY CTaTb
WHMLMATOPOM OENCTBUN, MPUYMHSIOLLNX Bpea.

Avira AntiVir Personal B COCTOSHUKM pacno3HaBaTb U YHUYTOXAaTb Takue
nporpamMmmel, 6riarogaps BCTPOEHHbIM pacLUMPEeHHbIM NOUCKOBLIM Y
NOEHTUPUKaALMOHHBIM OYHKUMAM. Ecnun B HacTponkax B pasgene
[ononHuTenbHble KaTeropmm yrpo3 BkntoyeHa onuus MporpaMmbi-LuyTKH
(JOKES), nonb3oBaternb nsseLlaetcst 06 o6Hapy>XeHUn Takmx o6 bekToB.

Puck BTop>XXeHusa B npusaTHylo coepy (SPR)

Mporpammel, BRusowmne Ha 6esonacHOCTb Ballen cnctemel, Bbi3biBaloLLnE
HeXXernaemyr NporpaMmMHyI0 akTUBHOCTb, BTOPraroLinecs B NpmBaTHyo cdepy,
MOTYT ObITb ONACHLIMU U SIBIISAIOTCS HEXenaTenbHbIMU.

Avira AntiVir Personal pacrnosHaeTt nporpammbl, "HeCyLLUME PUCK BTOPXKEHUS B
npusaTHYyto cdhepy"”. Ecnn B HacTponkax B pasgernie JononHUTENbHbIE KaTeropum
yrpo3s BkritodeHa onuus Security Privacy Risk (SPR), Bbl nony4unte
yBegomneHue ot Avira AntiVir Personal, ecnun 6yayT o6HapyXeHbl Takve
nporpamMmmbl.

41



Avira AntiVir Personal

42

Backdoor-nporpammsl (BDC)

[nga opraHnsaumm XMweHnsa gaHHbIX UM MaHUNynsauumn ¢ KOMNbITEPOM,
backdoor-nporpamma yganeHHoro agMMHUCTPUPOBAHUSA NPOHUKAET B CUCTEMY
Yyepes "JepHbIn Xoa", 0 YeM Monb3oBaTeslb, Kak NPaBuo, Jaxe He
poragbiBaetca. Yepes VHTepHeT nnu JIBC knueHTCcKaa YacTb Takon nporpammbl
MOXEeT ynpaBnaTbCs TPETbUMM NLLAMM.

Avira AntiVir Personal pacnosHaet "backdoor-ytunutsl yaganeHHoro
agMunHucTpmpoBaHusa”. Ecnu B HacTporikax B pasgene [ononHutenbHble
KaTteropum yrpos BkntodeHa onuus Backdoor-knueHTt (BDC), Bbl nonyunte
yBegomneHue, ecnu Avira AntiVir Personal o6HapyXut nogo6HbIn 06BbEKT.

PeknaMHble U wnuoHckue nporpammsl (ADSPY)

I'Iporpamma, OEMOHCTPpUMpyKLwan peknamMmHble Matepuarnbl, U1 nepegaroulas
NUYHbIE OaHHble Nonb3oBaTensa 6e3 ero cornacus u yBeaOMIEHNUA TPETbUM
nuuam, MoXeT ObITb HexxenaTernbHOMN.

Avira AntiVir Personal pacnosHaeTt peknamHble U LLUMUOHCKWE NporpamMmbl
"Adware/Spyware". Ecnu B HacTporikax B pa3gene [JononHuTenbHble KaTeropmm
yrpo3 BkrtoyeHa onuus Adware/Spyware (ADSPY), nonb3oBatens nonyyaet
yBegomrieHme 06 obHapyxeHumn Avira AntiVir Personal peknamMHbIX 1 LLMMOHCKMX
nporpamm.

HeobbluHble cpeacTBa cxaTusa gaHHbix (PCK)

dannebl, cxaTble npn nomMmoLin HEeOoObIYHbIX nporpamMmm-nakoBLUKOB, MOTYT ObITb
OTHeCEHbI K N0A03PUTENTbHbIM.

Avira AntiVir Personal pacnosHaeTt aestenbHOCTb "HeOObIYHbIX NaKOBLLINMKOB".
Ecnu B HacTpoukax B pasgene [JononHUTenbHbIe KaTeropum yrpo3 BKIIoYeHa
onums HeobblvHble nakoBwuku (PCK), nons3oBarens nony4vaet
npegynpexaeHne B cniyydae, ecnu Avira AntiVir Personal o6HapyxuT nogobHble
OOBbEKTHI.

®ainbl ¢ fBoMHbIM [ckpbIThiM) pacwupernnem (HEUR-DBLEXT)

McnonHsemble dannbl, CKpbiBaloLLMe HAaCToSAWmMe paclumpeHmst annos. OToT
MeTo[ COKpPbITUSA YacTo UCNonb3yeTcs BpeAoHOCHbIM [10.

Avira AntiVir Personal pacnosHaet "®aiinbl ¢ 4BONHbIM paclumpeHuem". Ecnu B
HacTpovkax B pasgene [JononHuternbHble KaTeropmmn yrpo3 BKIOYEHa onums
dannbl ¢ ABOMHbIM paclwupeHuem (Double Extension files), nonb3oBartenb
nonyyaeT yBegoMIeHUe B criydae obHapyxeHus Avira AntiVir Personal
NoaoOHbIX OOBHEKTOB.

OuUWnHr

duwnHr, N3BECTHBIN Kak brand spoofing, siBnsieTcs cneundunyeckon dopmom
XVLWEHNS AaHHbIX, HALeneHHON Ha peanbHbIX U NOTEeHUNaNbHbIX KNMEHTOB
NHTepHeT-npoBaniaepoB, 6aHKOB, pas3nUYHbIX CIYX0 1 y4YpexXaeHui.

Uepes nepefayy CBOEro afekTPOHHOro agpeca B UHTEPHET, 3anofnHeHne
HPOpMYNATOP OHMAWH, BCTYNMeHWe B HOBbIe rpynnbl Balum gaHHble Yyepes
"Internet crawling spiders" moryT 6biTb ncnonb3oBaHbl 6e3 Baluero paspelleHns
0Nl coBepLleHns HenpaBoOMEpPHbIX SENCTBUMN.
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Avira AntiVir Personal pacnosHaet "®uwuHr". Ecnu B HacTponkax B rpynne
[ononHutenbHble kKaTeropum yrpos BkrtodeHa onuuns ®uwuHdr (Phishing),
nonb3oBaTenb Nomny4YyaeT yBeaomIieHe npu obHapyxenun Avira AntiVir Personal
Taknx 06 bEeKToB.

Mpunoxenue (APPL]

Mog APPL o0603HayeHbl NpUnoXxeHusl, 3anyck KOTOpbIX MOXeT BbITb CBA3aH C
onpegeneHHbIM PUCKOM, UM UCTOYHUK X MPOUCXOXOEHNS HE BHYLLAET JOBEPUS.

Avira AntiVir Personal pacnosnaet "lMpunoxexue (APPL)". Ecnn B HacTpomnkax B
nyHKTe [JononHuTenbHbIe KaTeropun yrpo3 BkNtoveHa onums MpunoxeHne
(APPL) , Bbl nonyyaeTe cooTBeTCTBYIOLWEE NpeaynpexaeHme, ecnu Avira AntiVir
Personal 3ame4yaeT nogobHoe noseaeHue.

9.2 Bupychbl n BpeLOHOCHbIE MPOrpaMmbil

PeknaMHble nporpamMmmel

Mop, peknamHbIMM NporpaMmmamMy NOHMMAaKTCHA TakMe NporpaMmebl, KOTopble,
BbIMOJTHSASI CBOK OCHOBHYH (PYHKLMIO, ELLie U AEMOHCTPUPYIOT NOMb30BaTEN
peknamMmHble 6GaHHepbI 1 BCNbIBalOLWMNE peKNaMHble OKHA. OTU peKrnamHble
coo06LLeHNst MHoraa GbiBaeT OYEHb CMOXHO OTKMOYUTL UMK CKPbITh. Mporpammbl
B cBOel paboTe OCHOBbLIBAKOTCA Ha NOBEAEHMM NONb3oBaTenen n ABNATCS
npobrieMaTnyHbIMK Mo COObpakeHnsIM 6e30MacHoOCTH.

YTunutel agMuHuctpuposanua (Backdoor)

C nomoLbo yTUNUT aaMUHUCTPUpPOBaHUA (3a4HAsa ABepb, YEPHbIN XOA4) MOXHO,
06xoas cuctembl 3awmTtbl oT HCL, nony4nTb KOMMNbOTEP NOA CBOW KOHTPOSb.

Mporpamma, paGoTatoLasi B CKpbITOM peXume, AaeT Nonb3oBaTento NpakTuyecku
HeorpaHu4yeHHble npasa. C nomolbto backdoor-nporpaMm MOXXHO MONYYUTb
AOCTYN K NepcoHanbHbIM AaHHbIM nonb3oBaTtens. OgHako, Yalle BCero atu
nporpammbl UCMONb3YIOTCA ANst UHULMPOBAHNS CUCTEMbI KOMNBIOTEPHbLIMU
BMPYCaMu U YCTaHOBKN Ha Hee BPEAOHOCHbIX NporpamMm.

3arpysouHble BUpYChI

3arpy304HbIi 1 rNaBHbIA 3arpy304HbIN CEKTOP XXECTKOro Ancka 3aboTnmeo
MHUUMPYIOTCA 3arpy304HbIMU BUpYyCamMu. STU BUPYCbl USMEHSIOT BaXKHYIO
NMHopmaLmto, Heobxoammyro Ang 3anycka cuctemsl. OQHO U3 NOCNeaCTBUNA:
HEeBO3MOXHOCTb 3arpy3ku onepaumoHHON CUCTEMBI...
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Bot-ceTb

Mog Bot-ceTbio NOHMMaeTCs yaaneHHo ynpaensemas cetb (B IHTepHeT),
cocTosILLas M3 OTAENbHbIX NEPCOHANbHbIX KOMMbIOTEPOB, KOMMYHULIMPYIOLLIMX
mexay cobon. KOHTponb ceT 4oCTUraeTcs C NOMOLLbIO BUPYCOB MUIM TPOSHCKMX
nporpamm, MHULMPYIOLWKNX KoMMboTep. OHM OXnaalT JanbHENLWNX YKa3aHUN
3M0yMBbILLINIEHHNUKA, HE NPUHOCH Bpeaa MHMMLMPOBaHHLIM KOMMbIOTEPaAM. ITK
ceTu MOryT npumeHaTbesa ans paccbiikn CMAMa nnm opranmnsauumn DDoS aTak.
Monb3oBaTenu y4acTBYIOLLMX KOMMNBIOTEPOB MOFYT U He JoraAbiBaTbCH O
npoucxogsdwiem. OcHoBHOM noTeHumMan bot-ceTen 3aknoyaeTcss B TOM, YTO Takne
ceTu MOryT OCTUraTh YUCHEHHOCTUN B HECKOSMBKO ThICAY 3M1EMEHTOB, Ybd
COBOKYMHas NponyckHas CnocobHOCTb MOXET NOCTaBUTb Nog, yrpo3dy nobyto
cuctemy ob6paboTkm 3anpoCcoB.

AkcnnonT

OkcnnonT (bpelb B 6€30NacHOCTM) — 3TO KOMMbIOTEPHASA NporpamMmmMa Uinmn cKpunT,
ncnonb3yoLwmin cneundundeckme yassuMocTm onepawumMoHHON CUCTEMbI UK
nporpamMmmbl. QkcnnonT (bpelwb B 6€30MacHOCTK) - 3TO KOMMNbIOTEPHAsA NporpaMmma
WNKN CKPUNT, UCNONb3YOLWUIA cneundmryeckne ya3sBuMMocT onepaLMoHHOM
CUCTEMbI UNK NporpamMmebl. Tak B CUCTEMY MOTYT NPOHMKaTb NPOrpaMmsl, C
MOMOLLLbI0 KOTOPbIX MOTYT BbITb MOMyYeHbl pacluMpeHHbIe NpaBa AocTyna.

Hoax (06MaH, oXb, MUCTUGUKaALMUSA, WYTKA)

Y>ke HeCKonbKo neT nonb3oBaTtenu MIHTepHeT nonyyatT coobLieHns o Bupycax,
PacnpOCTPaHAOLLMXCA IKOObI C MOMOLLBIO ANEKTPOHHOW MOYThbl. OTH
npenynpexaeHns paccoinatTcsa ¢ NPocbbon OTNPaBUTb UX Kak MOXHO BonbLueMy
yncny opysen n Konner gnst Toro, YTobbl 3aWnUTUTL OT 3TOM "yrpo3bl” Bce
4YenoBeyecTBo.

JloBywkwm

Honeypot (Fopwoyek meaa) - ceteBasd cnyxba, (nporpamma unu cepsep). Ata
cnyx6a nveet 3agady HabnwgaTb 3a ceTblo U bmkcnpoBaTh aTakn. OBbIYHbIN
nonb3oBaTeslb He 3HAaeT UMEHM 3TOM CNYObl, NO3TOMY HUKOrAA K HEW He
obpaluaetcsa. Ecnv 3noymbiWnNeHHVK uccnegyeT ceTb Ha Hannyne ya3BMMOCTEWN,
OH MOXET BOCMOMb30BaTbCA yCryraMmu, NpeasioKeHHbIMU NOBYLLUKOKW, O YeM
MOMeHTanbHO ByaeT caenaHa 3anuck B nor-goannel, a Takke cpabotaet
cuUrHanusaums.

MakpoBupycel

MakpoBuMpyCbl - 3TO MareHbkue NporpamMMbl, HaNMCaHHbIE HA MaKpPOSA3bIKe
npunoxenun (Hanp., WordBasic gns WinWord 6.0), koTopble pacnpocTpaHsarTCs
TONbKO Cpeau AOKYMEHTOB, CO3AaHHbIX A5 9TOro NpunoxeHus. NMoatomy oHu
elle Ha3bIBalTCA JOKYMEHTHbIMU BUpycamu. [ns Toro, YTobbl OHM cTanm
aKTMBHbIMU, TpebyeTcs 3anyck COOTBETCTBYIOLLIErO NPUOXKEHMSA U BbINOSIHEHWE
MHULMPOBAHHOIO Makpoca. B otnnyme ot "HopManbHbIX" BUPYCOB,
MaKpOBUPYCbl MHPULMPYIOT HE UCNIONHSAEMble alnbl, 8 JOKYMEHTbl, CO34aHHble
onpeaeneHHbIM NPUNOXeHNEM-XO3ANHOM.
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®apMuHr

dapMuHr - 3TO MaHUNyNsaUMs XocT-channom Beb-6paysepa ans
nepeHanpasreHns 3anpoca Ha danbLlMBbIA canT. ATO NPoM3BogHas OT
Knaccu4eckoro pmnHra. PapMmHr-moLLEHHNKM CoaepaT cepBepa 6onbLumx
06BbEMOB, Ha KOTOPbIX XpaHATCA danbLlumBblie Be6-cTpaHuubl. PapMUHT MOXHO
Ha3BaTb OOLMM NOHATMEM pasnuyHbix TMNoB DNS-atak. MNpu maHmMnynaumm xocT-
¢annom ¢ NOMOLLLIO TPOSTHCKOW NporpamMmmel UM BUpyca Npon3BoauTCs
MaHUNynaunsa cuctemon. B pesynbTate cuctema cnocobHa 3arpyxaTb TOMbKO
danbcndmrumpoBaHHble Beb-canTbl, Aaxke ecnu Bbl npaBuMnbHO BBOAUTE agpec.

OuUwmnHr

Phishing o3HayaeT "Bbly>kuBaHme" nu4yHon nHpopmaumm o nons3osarerne
NHTEpHeT. 3royMbILUNIEHHUK OTMNPaBNsAeT CBOEN XepTBe NMCbMO, B OTBET Ha
KOTOpoe HeoBX0AMMO BBECTU NNYHYIO MHPOPMALMIO, Npexae BCero aTo nMms
nonb3oBatens, naponu, PIN n TAN gnsa goctyna kK 6aHKOBCKMM CYETaM OHIaWH.
C nomMoLb0 NOXMLLEHHBIX AaHHbIX MOLLEHHUK MOXET BblaaTb cebs 3a CBOKO
XepTBY U OCYLLECTBNATbL JENCTBUS OT UMEHWN HUYErO He NoJ03pEBatoLLEro nmua.
MoHATHO, YTO: BaHKM N CTpaxoBble KOMMNAaHUN HUKOrAA He NPOCAT KNNEHTOB
npucnatb Homep kpeauTHou kapTol, PIN, TAN nnn gpyrue naponu no Email, SMS
nnm no TenegoHy.

MonuMopdHbie BUPYChI

MonumopdHbIE BUPYCHI - UICTUHHBIE MacTepa MackMpPOBKN U NEPEBONIIOLLEHUS.
OHM N3MEHSIIOT CBON COBCTBEHHbIN NPOrpaMMHbIV KOA, a NO3TOMY MX AOBOSbHO
CMOXHO OBHapPYXUTb.

MporpaMMHble BUPYChI

KomnbloTepHEI BUpYC - 3TO NporpamMma, obnagatowasi cnocobHOCTbIO nocne
CBOETO 3anycka CaMOCTOSATENbHO NPUKPENNATLCA K APYrMM Nporpammam,
NHULMPYSA UX TakuM 06pa3om. Bupycbl pasmMHOXalOTCst CaMOCTOSTENbHO, YTO
OTNIMYaEeT MX OT Nlorm4yecknx 6oM06 1 TPOSIHCKMX Nporpamm. B oTnuume ot vepss,
BMpYCYy Bcerga Heobxoamma nporpamma, BHyTpY KOTOPOM OH MOXET 3anucaTb
CBOW BpefoHOCHbIV kof. OBbIMHO BUPYC HE n3mMeHsieT paboTocnocobHOCTb
nporpaMmel, K KOTOPOW NPUKPENNAETCS.

PyTkut

PyTKuT - Habop NporpaMmHbIX CPeACTB, KOTOpbIEe YCTaHaBNMBAKOTCA B CUCTEMY,
obecneyrBas COKpbITUE NOrMHa 3N0yMbILLSIEHHMKA, MPOLECCOB U Aenas Konum
AaHHbIX: TO €CTb, AENalT UX agMUHUCTPaTopa HEBUAUMbIM. Bbl NbiTaeTech
OBHOBUTL Y>KE YCTAHOBIMEHHYIO LUMMOHCKYI NPOrpamMmy Unu yCcTaHOBUTb
yaaneHHoe wnunoHckoe MO.

CkpunNT-BUPYCbI U YEPBMU

oK BUPYCbl O4E€Hb NPOCTbI B HANMCaHUN N pacnpoCcTpaHATCA No SJ'IeKTpOHHOVI
noyrte rnobanbLHO B Te4EeHUE HECKOSbKMX YacoB.
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CKpunToBble BMPYCbl U YEPBU MCMOMb3YIOT CKPUNTOBbLIE A3bIkKU (Javascript,
VBScript n gp.), 4tTo6bl 4O6aBNATL CE0S K HOBBIM CKpUNTaM UMK
pacnpocTpaHAaTLCS Yepes BbI30B (PYyHKLMIA OnepaLnoHHON ceTu. 3a4acTyo
NHMULMPOBaHNE NPOUCXOAUT NO ANEKTPOHHOW NoYTe UK B pedynbtate obMeHa
dannamun (AoKyMmeHTamm).

YepBeM HasblBaeTcs NporpaMma, pa3MHOXKatoLLasicsl CaMOCTOSITENBHO, HO He
WHMUMpPYLoLWas apyrie nporpammbl. Yepeu He MOryT cTaTb YacTblo APYrnx
nporpamm. O4eHb YacTo B CUCTEMAX C PECTPUKTUBHOWN NONUTUKO GE30NacHOCTM
4YepBU SBNSIOTCS €AMHCTBEHHOW BO3MOXHOCTbIO 06ecneynTb NPOHNKHOBEHUE
BHYTPb BP€4OHOCHbLIX MPOrpamm.

WnuoHckoe MO

LLInnoHckne nporpaMMbl NepechinatT nepcoHarnbHble AaHHble Nonb3oBaTens 6e3
ero Begoma u paspelueHus npovssoautento MO unu TpeTbmum nuuam.
LLINnnoHckue nporpaMMbl aHanM3npyoT NoBeaeHe nonb3osartens MHTepHeT, a
OCHOBbIBasiCb Ha 3TUX AaHHbIX, LEMOHCTPUPYIOT peknamHble GaHHepbl Unn
BCNJbIBaOLLME OKHA, KOTOPbIE MOTYT 3aMHTEPECcOBaTb 3TOMO NOMb30BaTerNs.

TposiHckue nporpaMMbl (TposiHubi)

TposHCcKne nporpamMmmbl B NocriegHee BpeMs BCTpeYvatoTCca AOBOMbHO YacTo. Tak
0603HavalTCA NporpamMMbl, KOTOPbIE AOMKHbI BbINONHATL ONPeAeneHHble
dYHKLMMK, HO NOche 3anycka 4EMOHCTPUPYOLLME CBOE NCTUHHOE NULO, BbIMOMHAS
COBEpLUEHHO apyrme aenctans (0Obl4HO paspyLUMTENBHOrO xapakrtepa).
TposiHCkue nporpamMMbl HE MOTYT Pa3MHOXaTbCA CaAMOCTOATENbHO, YTO OTNNYaeT
NX OT BMPYCOB N YepBen. BONbLMHCTBO U3 HUX UMEIOT MHTEPECHBIE MMEHA
(SEX.EXE nnu STARTME.EXE), koTOpble NPOBOLMPYIOT Nosib3oBaTens Ha
3anyck TPOsSIHCKMX nporpamm. HenocpeAcTBEHHO Nocrne 3anycka OHW CTaHOBSATCSH
aKTMBHbIMW U, HANPUMep, 3anyckarT hopMaTMpoBaHMe XKECTKOro AMCKa.
[Oponnep sBnsieTca cneumanbHbIM BUAOM TPOSHCKOM NporpaMmmebl. 3Ta
nporpaMmmMma paccaxuBaeT BUPYCbl B CUCTEME.

3oMbu

30om6K-IK - 310 KOMNbIOTEP, MHPULMPOBAHHLIN BPEAOHOCHLIMU MPOrpaMmamu,
NO3BONAOLLMIA 3N0OYMbILUSIEHHMKAM, NPECNeayoLWmnM KpMMUHanNbHbIE Lenu,
yOaneHHo agMuUHUCTpUpoBaTtb cuctemy. MIHduumpoBaHHbin MK 3anyckaer,
Hanpumep, Denial-of-Service- (DoS) ataky nnu paccoinaet cnam/uWwmnHr
nucbma.
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10.1

10.2

10.3

NHdopMauma n cepeuc

3TOW rnaebl pa3mMeLlleHbl KOHTAaKTHblE JaHHbIE OJ14 CBA3M C HAMW.
Cwm. rmasy KoHTakThl

Cwm. rmasy TexHuyeckas nogaepxka

Cwm. rmasy MogosputensHbIi dann

Cwm. rnasy YBegoMmneHune o NoXHoM cpa6aTb|Bava|

KoHTakTHbIN agpec

Mebl ¢ ynoBonbscTBMeEM nomoxeM Bam, ecnu y Bac ecTb BONpOChkl 1 NOXenaHus no
nuHuKM npogykumm Avira AntiVir Personal. Hawwn koHTakTbl Bbl HageTe 3gechb:
LleHTp koHTponsa B Cnpaska :: O Avira AntiVir Personal.

TexHunyeckad nognepkka

Cnyx6a Texnogaepxku Avira AntiVir Personal Bcerga rotoBa nomoub, ecnn 'y Bac
€CTb BOMPOChHI U TEXHUYECKME Npobnemsl.

Ha Hawem cante http://www.avira.ru/classic-support Bl MoxeTe nonyy4nTb BCIO
HeobXxoaAnmMyo NHOPMaLNIO, KacatoLLyocs TEXNOAAEPKKN.

[ns 6onee GbICTpON N Ka4eCTBEHHOM NOMOLLIM Mbl NpocuM Bac npegocTtaensTtb
HaMm cnegyoLyo NHopMaLMIO:

— Wudopmauumsa o Bepcun. Bol HarigeTe ee B Avira AntiVir Personal LleHTp
KOHTpon4d B nyHkTe MeHto Cnipaska :: O AntiVir Personal :: UHdopmaums o
BEPCUMN.

— Bepcus onepauMOHHOW CUCTEMBbI U MHGOPMaLUA 06 YCTaHOBMEHHbIX
cepBUC-NaKkax.

— YcTaHOBRNEHHbIe NporpamMmbl, Hanpumep, aHTMsupycHoe MO CTOPOHHMUX
npoussoanTenen.

— TOYHBbIN TEKCT COOOLEeHUs NporpaMmbl Unu danna otyeTa.

[lopgo3puTenbHblin dann

Bupychbl, kKOTOpble NoKa He 0BHAPYXXMBAKOTCA HALLIMMK NPOAYKTaAMMU, a TakkKe
nogosputerneHble dannsl Bel MoxeTe BbicbifiaTe HaM. Mbl npegoctaesndem Bam
HEeCKOJSTbKO BO3MOXHOCTEN CBA3aTbCS C HAaMW.
— Bbibepute B MeHepkepe kapaHTuHa LieHTp koHTponsdann n otnpaBbTe
€ro, BOCnonb3oBaBLUUCh NYHKTOM OTNpaBuTb hann KOHTEKCTHOrO MEHHO.
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— OtnpaBbTte Tpebyembin hann B apxuse (WinZIP, PKZip, Arjn 1.4.) B
NPUNOXEHMM K NMCbMY MO agpecy virus-classic@avira.ru. T.K. HEKOTopble
NoYTOBbIE W03kl paboTatoT ¢ aHTUBMpYCHbIM 10, 3awmTuTe hann(sl)
naponem u He 3abyabTe COOBLLMTL ero HaMm.

CoobuwmTb 0 NOXKHOM cpabaTbiBaHMK

Ecnun Bbl cuntaeTe, uto Avira AntiVir Personal o6o3Ha4nn 3aBegomMo "4nctbin”,
no Bawemy MHeHMo0, pann nHUUUpoBaHHbLIM, OTNpaBbTe ATOT hann B
3anakoBaHHoM (WinZIP, PKZIP, Arj etc.) Buge Ha agpec virus-classic@avira.ru.
T.K. HEKOTOpPbIE NOYTOBbLIE W3kl paboTatoT ¢ aHTUBMPYCHbIM MO, 3awmTnte
dann(bl) naponem n He 3abyabTe COOOLUNTL €ro HaMm.


mailto:virus-classic@avira.ru
mailto:virus-classic@avira.ru
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Ccbinka: Onunm MeHo HaCTPOMKH

B nHdopmaLmm o HacTporike cogep)kaTcsa BCe AaHHble 006 onumsax, JOCTYMHbIX B
Avira AntiVir Personal.

11.1 Scanner
Pasgen Scanner 6noka Avira AntiVir Premium. Hactpoika oTBe4vaeT 3a
HaCTPOWKY NapaMeTpoB NPOBEPKM, T.e. 3a paboTy ckaHepa.

11.1.1 Mownck

3neck Bbl MoxeTe onpeaenntb OCHOBHbIE NapamMeTpbl NnoBegeHNA NOUCKOBbLIX
npoueayp B npouecce npoBepKu. Ecnu Bl BbI6VIpaeTe onpeaeneHHble nanku ans
NPOBEPKH, Scanner ocyulecTenaeTcAa B 3aBUCUMOCTU OT HACTPOEK:

— C onpegeneHHon Npon3BoaNTENbHOCTLIO MONUCKOBOW CUCTEMBI,

— C NPOBEPKOW 3arpy304HbIX CEKTOPOB M CKAHUPOBAHWEM NaMSITH,

— C NPOBEPKOW BCEX UMW KOHKPETHbIX 3arpy304HbIX CEKTOPOB M NamATH,
— C MPOBEPKON BCEX UM YKa3aHHbIX (pansfioB B nankax.

dannsl

Scanner MoXeT NpUMeHATb PUbTP, YTOObI NPOBEPUTL hasibl C onpeaeneHHbIM
paclmpeHnem.

Bce daninbl

Ecnu aTta onumsa BkntodeHa, Bce ansnbl, HE3aBUCMMO OT CoAepKaHUs U
¢hannoBbIX paclMpeHUiA, MPOBEPSIOTCS Ha HanM4Yne BUPYCOB UM BPEAOHOCHbIX
nporpamm. PUnNbTP HE UCMNoNb3yeTcs.

MpumeyaHue
Ecnu onpegeneHa onums Bece dainnbl, HEBO3MOXHO BOCMNOSIb30BaTLCHA KHOMKOM

PacwupeHnus.

Ba3oBbll cNMCOK pacluMpeHui

Ecnu BbiOpaH 3TOT NapameTp, Bbibop hannos Ans NpoBepku onpeaensaeTcs
aBToMaTtunyecku nporpammont Avira AntiVir Personal. 3T1o o3HauvaeT, uto Avira
AntiVir Personal npuHnmaeT pellueHne o HeobxoaAMMOCTM NpoBepkM darina Ha
Hanuyne BMPYCOB U BPEOOHOCHLIX MPOrpaMmm, OCHOBLIBAsACb Ha €ro CoaepXKaHuu.
OTa npouenypa 3aHMMaeT HECKOSbKO BonblLue BpeMeHu, YeM NpoBepka ¢
NCNonb3oBaHMEM peaakTPyeMoro Crnmcka pacluMpeHuin, Ho SBnaeTcs
3HauMTenbHO Bonee HageXHOW, Tak Kak NpoBepKa NPOn3BOAMTCA HE TOMbKO Ha
OCHOBaHWM pacwmpeHns annos. OTa yCTaHOBKa onpegenieHa no yMonyaHuoo v
pekoMeHayeTcs pa3paboTynkom.
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MpumeyaHue
Ecnwn Bbl BbiOpany ba3oBkii CMMCOK pacLUMpEHNiA, HEBO3MOXHO
BOCMOJIb30BaTLCS KHOMKOW PacluvpeHus.

PepakTupyeMblii cNMCOK pacliMpeHui

Ecnu aTa onumsa BKOYEHa, NpoBEPATCA TOJIbKO CbaIZJ'IbI C onpeaenieHHbIMUn
pacwmpeHnamn. I'Ipe/:l,BaleTeano onpeaeneHbl BCe TUMbI CbaI7IJ'IOB, B KOTOPbIX
MOTryT coAepXXaTbCA BUPYCbl 1 BpeAOHOCHbIe NporpamMmmebl. KHonka PacwupeHus
no3BonAeT penaktupoBaTbh CMUCOK BPYYHYHO.

MpumevyaHue

Ecnu ata onuusa BkntoveHa, a Bbl yaanunu Bce paclumpeHus u3 cnmcka,
MHpopMaLMs OT 3TOM oTobpaXkaeTcsl B BUAe TekcTa "PaclumpeHnus He
onpegeneHbl", pacnonoXeHHOro NoA KHOMKOW PacwmnpeHus.

PacwupeHnus

C nomoLLpbo 3TOW KHOMKM BbI3bIBAETCHA OKHO, B KOTOPOM OTObpakatoTcs Bce
paclmpeHus annos, NpoBepsieMblX C UCMOMb30BaHNEM peaakTUpyemMoro
cnucka pacwmpeHuin. B cnncke yxe npueeaeHbl HEKOTOPbIE pacLUMpPeHms
hannos, Ho Bbl MOXxeTe nerko 4o6aBnATb HOBbIE UNKU YAANATb UX.

MpumeyaHue
lMoMHuWTE, YTO CTaHOAPTHBIN CMINCOK MOXET MEHSITLCA OT BEPCUN K BEPCUN.

JononHntenbHble HAaCTPOMUKHK
MpoBepunUTb 3arpy3oyHble CEKTOPbI

Ecnu aTa onumsa BKOYEHa, cny>|<6a Scanner CKaHMpyeT 3arpy304Hble CEeKTOpPbI
Bbl6paHHbIX AnckoB. 3Ta HaCTpOI7IKa AKTUBHa No YMOJTHaHUIO.

MpoBepuUTb 3arpy3o4YHble CEKTOPbI

Ecnu onuus BkntoyeHa, Scanner npoBepsieT rMaBHble 3arpy304Hble CEKTOPbI
MCMOSb3YEMbIX KECTKUX ONCKOB.

MNponyckathb offline-dannbl

Ecnn onumsa BkntoyeHa, To Npu NpsiMoi NnpoBepke Tak HasbiBaeMble Offline-
hannbl He NPOBEPSOTCSA NOMAHOCTLIO. T.€e., 3TK hbannbl He NPOBEPSAIOTCS Ha
Hanuune BUPYCOB U BpeaoHoCHLIX nporpamm Offline-cpannel npeactaensaioT
cobow channbl, KOTOpLIE C MOMOLLLIO T.H. MEPAPXUYECKON CUCTEMBI YNPaBIIEHNS
namaTblo (HSMS) dmsnyeckn nepeHoCATCA C XKeCTKOro Ancka Ha nneHky. Jta
HacTpoKrKa aKTUBHA NO YMOSTYaHMIo.

NpoBepka COBMECTUMOCTU CUCTEMHBIX alisioB

Ecnn onumsa BktoyeHa, To Npu KakgoM NpsiMoM NMOUCKE BaKHENLLME CUCTEMHbIE
dannsl Windows npoBepsitoTCa Ha U3MEHEHUST U3-3a BPEAOHOCHbIX NporpamMm.
Mpn oGHapy>xeHnn n3MeHeHHoro danna nosiBuTcsa coobLieHne o
nogo3putenbHoM obbekTe. [1na aton pyHKUMN HEOHXOAMMO MHOIO PECYPCOB.
lMo3aToMy MO yMOMYaHUIO 3Ta ONUMS OTKIOYEHa.

OnTumanbHag nposBepka

Ecnu onums BknoyeHa, To MOLLHOCTb MpoLeccopa npu nposepke Scanner 6yaet
pacnpefensaTbcsa onTuMarnsHo. Beneactsme ocoGeHHOCTEN NPOU3BOAUTENBHOCTM
MPOTOKONMMPOBaHMWE NPU ONTUManbHON NPOBEPKe OCYLLEECTBNAETCA Ha ypoBHe Mo
YMOMYaHWIo.
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MpumeyaHue

Onums gocTynHa ToNbKO 4SS MHOrOMpOLIECCOPHLIX KoMMbloTepoB. Ecnn AntiVir
Personal agmunHuctpupyetcs Yyepe3 SMC, To kaxabii pa3 otobpaxaeTcs u
MoOXeT ObITb akTUBMpOBaHa onuus: Ecnu B koMnbloTepe He YCTaHOBEHO
HeCKOMbKO NpoLeccopoB, TO ONuusa Scanner He UCNonb3yeTcs.

CnepoBaTb Mo CChlJIKaM

Ecnn onuma BkntodeHa, Scanner npu NnpoBepke cneayeTt No BCEM CCbIfikam
NomMCcKoBOro Npoduns unu BelbpaHHOM nanku, YTodbl NnpoBepuTsb annbl Ha
BUpychl. OTa onuns He nogaepxmeaeTtcs Windows 2000 n no ymonyaHuio
OTKIoYeHa.

BaxHo

Cioga He OTHOCATCS CChINIKU Ha dainnbl (ApblkK), HO NOAXOAAT UCKMOYUTENBHO
CUMBOIbHbIE CCbINKKW, co3aaHHble ¢ noMolbio mklink.exe, unn Junction Points
(junction.exe), KOTOpbI€ OTKPbITO pa3meLLleHbl B annoBon CUCTEME.

Mounck pyTKMT-NnporpaMm

Ecnu onuums BkntoveHa, To Scanner nNpu KaXgom 3arnycke npoBepku
ocyulecTensaeT 6bICTPyO NpoBepKy cucTeMHblx nanok Windows Ha pyTKUT-
nporpaMmmMbl. 3Ta TEXHONOMMA NpoBepseT Balu KoMnbloTep He Tak TwaTenbHO, Kak
cneumanbHbI NPodub MOMCKa PYTKAT-NPOrpamMm, Ho oHa paboTtaeT ropasfo
ObicTpee.

BaxHo
Mownck pyTKUT-NporpaMmm HegocTyneH Ans 64-6UTHbIX CUCTEM.

Mpouecc ckaHUpoBaHUs

PaspewaTtb 0CTaHOBKY NPOBEPKMU

Ecnu onumna BkntoyeHa, "Luke Filewalker" MmoxeT ocTaHOBUTbL MPOBEPKY Ha
BUPYCbI Nocne HaxaTtnsa KHonku Cton. Ecnun Bel OTKNIOYNIM 3Ty HACTPOWKY,
kHorka Cton B okHe "Luke Filewalker" ctaHOBMTCSl HEaKTUBHOWM (Cepon).
OcTtaHoBKa NPOBEPKM A0 €€ OKOHYaHWsi CTaHOBUTCS HEBO3MOXHOM! OTa
HacTpoKrKa aKTMBHA NO YMOSYaHWUIO.

Mpuoputet npoBepku

Scanner pasnuyaeT npu NpoBeaeHNn NPOBEPKN TPU YPOBHS npuoputeTta. ITo
BO3MOXHO TOMbKO B TOM CIly4ae, eCfiv Ha KOMMboTepe 3anyLieHbl O4HOBPEMEHHO
HECKOIbKO NpoLeccoB. Bbibop okasbiBaeT BNMsSHME Ha CKOPOCTb MOMCKa.

HU3KUA

Scanner nonyyaeTt OT onepaumMoOHHON CUCTEMbI MPOLLECCOPHOE BPEMS TOSbKO B
TOM Cry4ae, ecnm OHo He TpebyeTcs ApyrMm npoueccam. T.e. 4o Tex nop, noka
Scanner paboTaeT B OAMHOYKY, CKOPOCTb SBIIETCS MaKCUMarTbHOMN.
3HaunTenbHO obneryaeTcst OAHOBpPEMEHHAast paboTta ¢ ApyrMmu nporpaMmMmamu:
KomnbtoTep paboTaeT GbicTpee, ecnv gpyrne nporpammbl UCMNONb3YHOT
npoLeccopHoe Bpems, korga Scanner npogoskaeT pabotaTb B hOHOBOM
pexume. JTa yCTaHOBKa onpeaerneHa no yMonyaHuio 1 pekomeHayeTcs
pa3paboTynKomMm.

cpearHunit

Scanner BbINOMHSAETCA C HOpMarnbHbIM NpropuTeToM. Bece npouecchl nonyyatoTt
OT OrnepauMoHHON CUCTEMbI OAMHAKOBOE KONMYECTBO MPOLECCOPHOrO BPEMEHW.
Mpwv onpeneneHHbIX 0GCTOATENLCTBAX 3aTpyAHSAETCA paboTa ¢ ApyriMu
NPUMNOXEHUAMMU.
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11.1.1.1.

BbICOKMU

Scanner nony4vyaet HanBbICLLMWI NPUOPUTET. OD,HOBpeMeHHaFl pa60Ta C apyrmmmn
npunnoXxXeHnAammn npakTn4eckn HEBO3IMOXHa. Scanner BbINOMHAET CBOW MOUCKOBbIE
3aayn MmakCcnmMaribHoO 6bICTp0.

HencTtBne npn obHapy>XxeHnun

HenctBne npn obHapyxeHun

Bbl MOXeTe onpenenutb onepaumm, kotopble 6yayT BbINONHATLCS, ecnu Scanner
0GHapYXXWUT BUPYC MU BPEAOHOCHYH NporpaMmy.

NHTepakTuBHO

Ecnn onumsa BkntoyeHa, To 06 0GHapyXeHnn BUPYCOB Npu npoBepke Scanner
coobLlaeTcs B ouanoroBoM okHe. [pu novcke nporpaMm-pyTKMT3arpy304HbIX
BMPYCOB 1 NpW NPOBEPKE aKTUBHbIX NPOLECCOB NOSBNSAETCH ANanoroBoe OKHO, B
koTopom Bbl MoxeTe BblbpaTb AencTeme Anst MHPULMPOBaHHbLIX 06BEKTOB. Mpu
nposepke hanrioB onoBeLLeHne 1 BbIGop 4eACTBUS AN NHPULMPOBaAHHBIX
¢annoB 3aBUCUT OT BbIGPAHHOIO pexnma yBeaoMmneHus. Ata HacTponKka akTMBHa
Mo YMONYaHMIo.

MogpobHas nHgopmaLms 4OCTynHa 34ech.

PexuM yBenomnenus

B pexunme yBegomneHun Bel onpegensieTe, B kakon popmMe Scanner JOJMKeH
coobate 06 0bHapyxeHun Bupyca. B pexunme yBegomneHui Bol
yCTaHaBnmBaeTe BO3MOXHOCTb/HEBO3MOXHOCTb BbibOpa AENCTBUIN Hag
WMHULUMPOBAHHBIMK (hannamu.

KombuHupoBaHHbIi

B KOMOMHMPOBaAHHOM peXnMe yBeLOMIIEHUS NPpW 3aBEPLUEHUN NPOBEPKM hannoB
Bbl nonyynte yBegomneHne co CMCKOM OBHapy>XeHHbIX MHPULNMPOBAHHbIX
panrnos. Y Bac HeT BO3MOXXHOCTU BblOOpa AENCTBUIN HaL MHAOULMPOBAHHBIM
dannom. Bbl MOXeTe BbINONHUTL CTaHOApPTHOE OeNCTBME Scanner ansi Bcex
WMHUUUPOBAHHBIX hannos nnu npepeaTtb Scanner.

KomburuposanHeiif [3xcrneprrbiii]

B akcnepTHOM pexume yBeAOMMEHWs NPU 3aBepLUEeHM NpoBepkn annos Bol
nony41Te yBegoMIieHUe Co CMCKOM OBHapyXeHHbIX MH(PMLMPOBAHHBLIX (hansos.
Bbl MOXeTe BbIOpaTb AeNCTBUE Hag MHPULMPOBAHHBIM (DANSTIOM B KOHTEKCTHOM
MeHt0. Bbl MOXeTe BbINONHNTL BbiIOpaHHOE AeCTBUE ANs BCEX MHPULMPOBAHHbBIX
dannos unu 3aesepunTb Scanner

UHgnBugyanoHbii

B nHamBugyansHOM pexnme yBegoMMeHnn npy nposepke hansioB o Kaxxgom
obHapyxeHHOM Bupyce coobLaeTcs oTaenbHO. Bbl MoxeTe BbIOpaTh, YTO
fenaTtb C 3apaXXeHHbIM (hannom.

ABTOMaTunuecku

Ecnu onuus BkntoyeHa, npyu o6HapyXeHUM BUpYca U BPEAOHOCHOW NporpaMmbl
[AeNcTBue NPoNCXoaMT aBToMaTUYeCcku, He npeanaras Belbopa. Scanner
pearvpyeT Ha onpefeneHHble Bamu B 3TOM pasaerne yCTaHOBKMU.

KonunpoBaTb daitn B KapaHTUH nepen AenNcTBUEM
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Ecnun ata onumsa BkntoveHa, Scanner co3fgaeT pesepBHyto konuto (Backup) nepen
OCYLLECTBIIEHMEM NEPBUYHOIO (MK, B Criy4ae HeobXxoauMOCTH, BTOPUYHOTO)
Aencteus. PesepBHasi KONMA XpaHUTCA B KApaHTUHE, OTKyAa MOXHO
BOCCTaHOBUTb (paiin, ecrnv OH UMeeT LeHHocTb. Kpome Toro, Bel MoxeTe
oTnpaBuTb pa3paboTynky (LleHTp nccnegoBaHms BpeAOHOCHbIX NporpamMm)
pe3epBHYI0 KONUIO AN AanbHENLEro n3yyeHus.

[MepBUYHOE felicTBue

MepBnYHOE AencTBME BbINOMHAETCH B Criyyae, ecnim Scanner obHapyxmsaeT
BMPYC 1N Bpe4oHOCHY0 nporpammy. Ecnu BeiGpaHa onunst BeineunTb, HO

neyeHne MHMUUMPOBaAHHOIO danna HeBO3MOXHO, BLINOMHAETCS onepauus,

onpegeneHHas nyHkTom Brtopu4yHoe aencreue.

MpumeyaHue
Onumus BTopuyHoe geiicteue JOCTYMHA TOMNbKO B TOM Cinyyae, ecnv ans
MepBUYHOro AeicTBma onpeaeneHa onepaums BoineunTos.

J1e4YuThb

Ecnu aTa onuma BktodeHa, Scanner aBToMaTUYeCKM NbiTaeTcs nevnTb
MHUUMPOBaHHLIN dann. Ecnn Scanner He MOXET BbINIEYNTb MHOULNMPOBAHHbIN
Ghann, BbINONHAETCA onepaunsd, npeaycmMoTpeHHas BTopuyHeiM gencTeuem.

MpumevyaHue
Pa3paboTunk pekomeHayeT aBToMaTU4eckoe nevyeHne, Ho 3To 03Ha4YaeT, 4YTo
Scanner nsmeHsieT dannel Ha Bawem komnbloTepe.

aJINTb

Ecnun ata onumsa BkntoveHa, hann yganseTtcd, HO MOXET OblTb NO3Xe
BOCCTaHOBIIEH C MOMOLLbIO COOTBETCTBYIOLLNX YTUNUT (Hanpumep, Avira
UnErase). BupycHas curHatypa MoxeT ObiTb 06HapyxeHa NOBTOPHO.
rnepenMeHoBarTh

Ecnn onumsa BkntoyeHa, Scanner nepeumMeHoBbIBaeT dhann. MNMpsimon goctyn K
3TOMYy (parny (HanpumMep, ¢ MOMOLLLIO ABONHOIO LLEeryka) CTaHOBUTCSA
HeBO3MOXeH. Parinbl MOryT ObiTb NO3XE BbINIEYEHbI U NepenMmeHoBaHbl 0OpaTHO.
[lponycruts

Ecnu onuma BkntoyeHa, 40CTyN K pannam paspeluaeTcs, a camu drannbl
octatoTca 6e3 nsmMeHeHun.

MpepynpexpeHue
MHbrumpoBaHHbIN dann Bce elle akTuBeH B Bawen cncteme! 31o MoxeT
npuuMHUTL Bpeq Bawemy komnbtoTepy!

Kapartun

Ecnn ata onuusa BkntoveHa, Scanner nomeLlaeT annbl B kKapaHTUH. JTn dhalinbl
MOryT ObITb NO3Xe BblfieYeHbl UMK, B criy4ae HeOH6XOANMOCTHW, OTNPAaBIIEHDI
pa3paboTumky (LleHTp nccrnegoBaHus Bpe4OHOCHLIX MporpamMmm).

BTopuyHoe pelictBue

Onuus BropuyHoe aencTBUe JOCTYMHA TOMBKO B Criyvyae, ecnu ans
MepBUYHOro aencTBUs BoiIbpaHO aAencTeme Bblineuntb. C NOMOLLbI 3TOM OnLUuK
MOXXHO BbIGpaTb onepauuto, KoTopas AormkHa ObITb NponsBeaeHa ¢
MHULUMPOBAHHLIM (pansiom, ecriv ero HEBO3MOXHO BbINIEYUTD.

y4a/inTb

Ecnn ata onuus BkntoveHa, dann yganseTcd, HO MOXET ObITb MO3Xe
BOCCTAHOBIIEH C NMOMOLLIbIO COOTBETCTBYIOLLUMX YTUNUT (Hanpumep, Avira
UnErase). BupycHas curHatypa MoxeT 6biTb 0BHapyeHa NoBTOPHO.
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nepenMeHoBaTh

Ecnn onuma BkntoyeHa, Scanner nepeuMeHoBbIBaeT hann. MNMpsmon Joctyn K
aTomy cbariny (Hanpumep, ¢ NOMOLLLIO ABONHOIO LefnyKka) CTaHOBUTCS
HeBO3MOXeH. Palnbl MOTyT ObITb MO3XEe BbIfIEYEHbI N NepenMmeHoBaHbl 06paTHO.
[Iponycruts

Ecnu onuma BkntoYeHa, 4OCTyN K pannam paspeluaeTcs, a camu dansbl
ocTtatoTca 6e3 nsMeHeHun.

MpepynpexpeHue
WHrumnpoBaHHbIN dhann Bece elle akTuBeH B Bawen cucteme! 31o MoxeT
NpUYNHUTL Bped Bawemy komnbloTepy!

Kapartuy

Ecnn ata onuus BkntoveHa, Scanner nomellaeT ann B kKapaHTuH. OTu dannbl
MOTyT BbITb NO3Xe BblfleYeHbl UK, B Criydyae HeobxoanmocTH, OTnpaBneHbl
pa3paboTumky (LleHTp nccnenoBaHns BpeaoOHOCHbBIX MPOrpamm).

MpumeyaHue

Ecnn B kayecTBe NepBMYHOIO UM BTOPUYHOIO AENCTBUA BbiOpanv yaanuTb nUnu
, yunTbiBanTe cnegytowee: Ecnm nHpuumpoBaHHble dannbl 6binn o6HapyXeHbI
CUCTEMOW 3BPUCTUYECKOrO NONCKA, TO OHWN He yAansAlTCs, a NOMeLLaTCs Ha
KapaHTUH.

Mpw ckaHMpOBaHWM apXxMBOB Scanner NPUMEHSIET TEXHOSOTMNIO PEKYPCUBHOIO
noucka. PacnakoBbiBalOTCsl U NPOBEPSIOTCS TAKKe apXMBbl, HAXoasLWMecs B
apxuax. Paiinbl NPoBEpPSIOTCSH, 3aTEM OHWU pacnakoBbIBAOTCSA Y BHOBb
NnpoBepsIOTCS.

MpoBepsATb apxuBhbl

Ecnu ata onums BKMoYeHa, NpoBepsitoTCS BCe apXMBbl, BblAENEHHbIE B CMCKe
apxMBOB. OTa HaCTpoOIKa akTUBHA MO YMOJTYaHMIO.

Bce Tvnbl apxmBoB

Ecnu aTa onumsa BKoYeHa, NpoBEPAKTCA BCE TUMbI apXMBOB, BblAEJIEHHbIE B
Ccnncke apxmBoB.

Smart Extensions

Ecnun ata onuusa BkntoveHa, Scanner onpeaenseTt, COOTBETCTBYET Nv Tvn dpanna
dopmaTy ynakoBaHHbIX (parinos (apxuB), gaxe eCcnu pacunmpeHune dansnos
OTnM4yaeTcs OT 06bIYHBIX apPXMBHbLIX PaCLUMPEHUI, a 3aTeM NpoBepsieT 3TOT
apxmB. [Ing aToro Kaxabin dhans 4OmKeH OblTb OTKPLIT, YTO 3HAYNTESTbHO
YMEHbLLAET CKOPOCTb npoBepku. MNMpumep: Ecnn *.zip apxuB nmeeT paclumpeHue
*.zzz, Scanner pacnakoBblBaeT 1 3TOT apXMB, OCYLLECTBIIAS ero npoBepky. ITa
HacTpoKrKa akTUBHa NO YMOSTYaHUIo.

MpumeyaHue
lMpoBepstOTCA TONBKO Te TUMbl apXMBOB, KOTOPbIE BblAENEHbI B CMCKE apX1BOB.

OrpaHnMyYnTb YpoBEHb peKypcuu

PacnakoBka 1 npoBepKka apXMBOB C BbICOKOW CTEMEHbI BIOXEHHOCTU (PEKYpCum)
TpebyeT MHOro pecypcoB 1 BpemeHu. Ecnu ata onums BkntoveHa, Bol
orpaHuymBaeTe rnybuHy novcka onpegeneHHbIM YPOBHEM MaKOBKM
(MakcmnmanbHasg rnyouHa pekypcun). Tak Bbl akoHOMUTE BpeEMS 1 pecypcehbl
MaLLWHbI.
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11.1.1.2.

MpumeyaHue

[na Toro, 4to6bI oNpefenuTb HanMune B apxmee BUpYca UM BPeAOHOCHOM
nporpamMmmbl, Scanner Npon3BoaUT NPOBEPKY apXuBa [0 TOro YPOBHSA PeEKYpPCUM,
Ha KOTOPOM HaxoAuUTCH NOO3PUTENbHbBIA OO BHEKT.

Makc. rnybuHa pekypcuu

Anga Toro, 4toGbl oNpeaenuMTb MakcManbHyto rmyobuHy pekypcum, UCnonb3ynTe
onumto OrpaHNynTb YPOBEHb PEKYPCUU.

Bbl MOXeTe onpeaenntb Xxenaemyto rnyonHy pekypcum Bpy4YHYO UK C MOMOLLbIO
KnaBwLL CO CTperkamu crnpasa oT nons Beoga. [lonyctumele 3HadeHus: ot 1 go
99. PekomeHayemoe cTaHgapTHoe 3HayeHune - 20.

3HayeHMa Mo YMOJYaHUI

KHonka BoccTaHaBnMBaeT 3apaHee onpeaeneHHble 3HaYeHus Ans noucka B
apxvBax.

Cnucok apxusoB

B aTom none Bbl MoXeTe yCTaHOBUTb, Kakue apXvBbl JOIMKHbI NPOBEPATLCS
cuctemoi Scanner. [1ns 3Toro HE06X0AMMO BbIAENUTL COOTBETCTBYHOLLME
CTPOKM.

NcknoyeHus

Scanner He ckaHupyeT cnepylowue ¢pannoBbie 06beKThI

Cnuncok B 3TOM OKHE COAEpPXMT dhainbl U MyTU, KOTOPble HEOBXO0ANMO NPOBEPUTL
Ha Hanuyne BUPYCOB MM BPEAOHOCHLIX MporpamMmm cuctemon Scanner.

BHOCKTE KaK MOXHO MEHbLLE UCKITIOYEHUIN, 3TO AOIMKHbI ObITh dhalnbl, KOTOpble
no onpedeneHHbIM NPUYNHaM He OOMKHbI NpoBepsaTbea. CTapaiTech UCKYaTb
N3 NPOBEPKM TONbKO Te dhanribl, KOTOPbIE NO pasHbIM NPUYNHAM He NoABeEprarTCa
00ObIYHOW NpoBEpKE.

MpumeyaHue
CoBoKynHasi AnuHa CTPOK B CNUCKe He JormkHa npeBbiwaTh 6000 3HakoB.

MpeaynpexaeHue
OTn (hannbl He NPOBEPSIOTCH NPU NPOBEPKE.

MpumevyaHue

dannbl, ykazaHHble B 3TOM crnincke, oTMmevatoTcs B Panne otyeTa. MNpoeepante
BPEMS OT BPEMEHM (hann oTdeTa Ha Hann4ymMe B HeM nHdopmauumn ob
WCKIIOYEHHbIX N3 NPOBEPKN dharnax. BoaMOXHO, MpUYMHbBI UCKITIOYEHNS hannioB
13 NpoBepkun HGonbLle He CylecTByeT. YaanuTe nms aToro anna us cnmcka.

None BBOAA

B aTom none ykaxuTte nmsa annoBoro o6bekTa, KOTOpbIA HE OOJMKEH
npoBepsTbCA. 10 yMONYaHUo CNMCOK HE COAEPXKUT OO BEKTOB.
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(]

KHonka oTKpbIBaeT OKHO, B KOTOPOM Bbl MOeTe BbIOpaTh xenaemblin hann nnm
nyTb.

Ecnu Bbl BBENY nma hanna ¢ ykazaHMem NofHOro nyTu K HEMY, TOMbKO 3TOT
hann He OygeT NpPoBeEpPATLCS Ha Hanuuue BupycoB. Ecniv Bel BBENN ums dpanna
6e3 ykaszaHusa NonHOro NyTn K Hemy, He ByayT NpoBepsATLCA BCe pannbl,
nMeloLLme 3TO UMsl, BHE 3aBUCUMOCTM OT TOrO, rae OHW HaXOAsITCS B CUCTEME.

LobaButb

C NomOoLLbIO 3TOW KHOMKM MOXHO 000aBnsATb K CNUCKY DannoBbIN O6BHEKT, NMS (M
nyTb) KOTOPOro Bbl yka3zanu B none BBoaa.

Ypanutb

KHonka yaanaeT n3 Cncka BblAENEHHYHO CTPOKY. KHonka HeakTMBHA, eCn HU
OdHa CTpOKa He BblAeneHa.

MpumevyaHue

Ecnn Bbl fo6aBute K CNMCKY UCKIOYEHWI U3 MPOBEPKN LiEeNbIN pas3gen, ns
MPOBEPKM UCKITHOYAOTCS TONBKO harinbl, COXpaHEeHHbIE HENMOCPEACTBEHHO B 3TOM
pasgene, HO He (halnbl, HaxoasLWmMecs B pa3MeLLeHHbIX B pa3gene nankax:
Mpumep: VIckntoyeHHbIM 13 NpoBepkn hannoBbii 06bekT: D:\ = D:\file.txt
WCKITIOMEH U3 NpoBepku Moaynem Scanner, D: \folder\file.txt N3 NPOBEPKU
He MCKIoyaeTcs.

3BpucTtmka

OTOT pasgen HacTPOeK COAEPXKUT NapamMeTpbl 3BPUCTUYECKOro noucka Avira
AntiVir Personal.

Avira AntiVir Personal cogep>XuT 3BpuUCTU4ECKME CUCTEMbI, KOTOPbIE Cpasy
pacno3HalT BPegOHOCHLIE NPOrpamMMbl, TO €CTb 40 COCTaBIIEHMS CrEUnanbHOM
BMPYCHOWM CUrHaTypbl 1 NONy4eHNss OOHOBMNEHMS 3aLUUTbl OT BUPYCOB.
PacnosHaBaHne BUPYCOB OCYLLECTBSAETCS NpU nomMoLm nogpobHoro aHanmsa
MHPULMPOBAHHOIO KOAa Ha NpeaMeT BbIMOMHAEMbIX PYHKUUA U OENCTBUN,
TUNUYHBIX ONs1 Bpe4OHOCHBIX nNporpamm. Ecnv nccnegyembint kog uMeeT
XapaKTepHbIE NPU3HAKM, OH MOosy4aeT cTaTyCc Nogo3pUTENBHOr0. ATO HE
0O3HauvaeT, YTo OOBbEKT B NIOOOM criyvae sSBnsieTcsi Bpe4OHOCHOW NMporpaMmon.
Bo3MOXHbI Takke NoXxHble cpabaTbiBaHMs. PelueHne o TOM, 4TO HeobXxoaAMMo
coenaTtb ¢ Noao3puTernbHbIM 0OBbEKTOM, NPMHMMAET caM MNofib3oBaTenb.
PelweHne moxeT B6bITb OCHOBAHO, HAaNpPUMep, Ha 3HaHUN O NPOUCXOXAEHUN
danna.

3BpucTnyeckoe obHapyxeHne MakpoBUpycoB

dBpUcTnyeckoe obHapy>XeHne MakpoBUPYCOB

Avira AntiVir Personal nmeeT o4eHb MOLLHLIN Gr1OK MakpoaBpUCTUkK. Ecnn aTa
ONuUA BKNKOYEHA, NpY NOMbITKE NIeYEeHNss MakpoChbl B MHPULLOPOBAHHOM
OOKYMeHTe yaansatTcs, Noao3puTenbHble dhansibl perucTpupyoTcs,
nonb3oBaTenb nony4vyaet 06 3ToM yBegomrieHme. 3Ta HacTporka no yMon4aHuio
BKIOYEHA U ABMSIETCS Hallen pekomeHaaumen.
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Advanced Heuristic Analysis and Detection (AHeAD)
Aktusuposats AHeAD

Avira AntiVir Personal 6narogaps texHonorum AntiVir AHeAD cogepXuT odeHb
MOLLHYHO 3BPUCTUYECKYIO CUCTEMY O1151 ONpefeneHnst Aaxe HEN3BECTHbIX
BUPYCOB U (HOBLIX) BPE4OHOCHLIX MporpamMm. Bbl MoXeTe yCTaHOBUTb YPOBEHb
"pe3KoCcTU" 3BPUCTMKN. DTa HACTPOMKA aKTUBHA MO YMOJTYAHWIO.

Hn3kuit ypoeeHb 06Hapy>XXeHUA

Ecnwn ata onumsa BkntoveHa, Avira AntiVir Personal obHapyxmBaeT MeHbLUe
HEen3BECTHbIX BPEAOHOCHbIX NporpamMm.

CpenHuin ypoBeHb 06HapyxeHus

OTa HacTponka No yMO4aHu1Io BKITloYeHa, ecnv Bl BbIGpany npMMeHeHne 3Ton
9BPUCTMYECKON TEXHOSOMNN.

Bbicokunit ypoBeHb 0bHapyxeHus

Ecnu aTta onuma BkntodeHa, Avira AntiVir Personal pacnosHaeTt 3Ha4ynTenbHO
Oornblue HEN3BECTHbBIX BUPYCOB MMM BPEAOHOCHbIX NPOrpamMm, HO BO3MOXHbI U
NoXxHble cpabaTbiBaHUS.

11.1.2 OTyeT

Scanner nmeeT yHKUMIO NogpobHOro npoTokonupoeaHns. C ee noMoLbio Bl
nony4mTe TOYHY MHpOpMaLMIO O pedynbTatax nposepku. ®ann otyeta
COLEPXUT BCE 3anncu CUCTEMbI, @ TaKKe NpeaynpexaeHnst u coobLeHns
cny>6bl NPOBEPKM.

MpumevyaHue

[nsa Toro, 4toObl NpK 06HapyXeHUn BUpyca Uimn BpeAOHOCHON NporpamMmbl,
MOXHO Obinio 6bl onpeaenuTb, Kakue OENCTBUS BbINOMHAET Scanner, Heob6xoaMmo
BCcerga cocTaBnsaTb dann oTyeTa.

MpoTokonupoBaHue

He 1pebyetcsa

Ecnu ata onuusa BkntoveHa, Scanner He coCcTaBnsAeT OT4eTa O BbINOSIHEHUM
OEeNCTBUA N pesyribTaTax NPoBepKu.

Mo ymonyaHuio

Ecnu aTta onuma BkntodeHa, Scanner 3anucbiBaeT B Nor-gpannbl UMeHa
MHUUMPOBAHHBIX (hannoB ¢ ykasaHuem nyTn K HUM. Kpome Toro, napameTpbl
HacTponku NpoBepku, MHpopMaLMK 0 BEPCUN U NULEH3NN 3anNUCbIBAKOTCS B
¢hann oTyeTa.

PaclivpeHHbI 1

Ecnu onuna BkntoyeHa, Scanner NPOTOKONMUPYET TaKkkKe BCe npeaynpexgeHnda n
npnmMe4vaHua.

nonaHaga

Ecnun aTa onumsa BknoveHa, Scanner JONONMHUTENBbHO BKOYAET B OTYET MMEHa
BCEX NpoBepeHHbIX dannos. B dann otyeTa BKMAOYAOTCH UMEHa BCeX
MHUUMPOBAHHBIX hannos, BCe NpeaynpexXaeHust U npuMeYyaHus.
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MpumeyaHue
Ecnn Bbl 6yaeTte otnpaensaTb Ham dann otyeTa (HanpuMmep, A4ris noucka
ownbok), npocum Bac BbiCbiNaTe OTYET B 3TOM pPEXUME.

11.2 Guard
Cexkumsa Guard B 6rnoke Avira AntiVir Premium. HacTpolika cosgaHa ans
HaCTPOMKN NOCTOSAHHOW 3aLUNTbI B PEXMME peanbHOro BpeMeHn (MOHUTOP).
11.2.1 Mownck

PekomeHayeTcs He OTKMYaTh NOCTOAHHYIO 3awmTy. [Ing aToro ncnonb3yeTcs
Guard (AHTUBMpPYCHBLIN MOHUTOP). Tak Bbl MoXeTe Bce dhansibl, KOTopble
KOMUPYIOTCA UK OTKPLIBAKOTCA HA JaHHOM KOMMboTepe, NpoBepsThb "Ha neTy".

PexwuM npoBepku
3aeck onpegenseTcss MOMEHT Hadana nNnpoBepku danna.
Bo BpeM4d uTeHus

Ecnwn ata onuusa BkntoveHa, Guard npoBepseT hannbl 40 TOro, Kak OHK
OTKPbIBAKOTCA/MMTAOTCA KaKUM-HUOYAb NPUAOXKEHNEM UK ONepaLUmMOHHON
CUCTEMOW.

Bo BpeMs 3anucu

Ecnwn ata onuusa sBkntoveHa, Guard npoBepsieT pann B MOMEHT 3anmcu. TombKo
nocne 3aeBepLUeHns 3Toro npouecca Bbl MoxeTe nonyynTb 4OCTYN K dhanny.

@ BpeMsa 4YTeHud n 3anumcu

Ecnun ata onuus BkntoveHa, Guard npoeepsieT daninbl nepea OTKPbITUEM,
YTEeHWEM U1 BbINOMHEHNEM, a TaKKe Nocrne 3anucu. Ata HacTPonKa No YMOMYaHUIo
BKMOYEHA U ABNSIeTCS Hallen pekomeHaaumen.

Dannsl

Guard MoXeT NpUMeEHATb UbTP, YTOOLI MPOBEPATL TONBKO hansbl C
onpegeneHHbIM pacLIMpeHneM.

Bce daninbl
Ecnun ata onuusa BkntoveHa, Bce hainbl NPOBEPSAIOTCA HA HanMyYne BUPYCOB U
BPEOOHOCHbIX NMporpamMm, He3aBUCUMO OT COAEPXKaHUA U pacLLUMPEHUS.

MpumevyaHue
Ecnu BbiOpaH napameTp Bce dannbl, KHOMKa PacwnpeHunsa HEAKTUBHA.
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Ba30Bblii CNIUCOK pacliMpeHUn

Ecnu BbiBpaH 3ToT NapameTp, Bbl6Op hannos Ans npoBepku onpegensdercs
aBToMatumyecku nporpammont Avira AntiVir Personal. 3T1o o3HauvaeT, uto Avira
AntiVir Personal npuHnmaeT pelleHne o Heob6xoaMmMoCcTK NpoBepkn darina Ha
Hannyne BMPYCOB M BPEAOHOCHbIX NPOrpaMm, OCHOBbLIBAsICb Ha €ro COAepXKaHUu.
JTa npoueaypa HECKONbKO MeafieHHee, YeM NpoBepKa C UCMONb30BaHNEM
pefakTMpyemMoro Crnucka paclumMpeHun, Ho oHa obecneynBaeT 6onee BbICOKYHO
cTeneHb 6e3onacHoCTK, Tak Kak NpoBepka NpoOn3BOANTCS HE TOSMbKO C y4EeTOM
paclumpeHus ganna.

MpumevyaHue
Ecnn ncnonbayetcst 6a30BLIN CMMCOK paclUMPEHWIA, KHOMKA Pacuinpernsa OCTaeTcs
HeaKTMBHOWN.

PepaktupyeMbli1 cnncok pacluiMpeHum

Ecnu aTa onumsa BktoYeHa, NPOBEPSOTCS TOMNbKO hansbl ¢ onpeneneHHbIM
TMNom pacwupenus. MNpegsapuTtenbHO onpeaeneHsl Bce TUnbl hannos, B
KOTOpPbIX MOMYT CoepKaTbCs BUPYChbl U Bpe4OHOCHbIEe rnporpaMmmbl. KHonka
Pacluinpenuns NO3BONSET peakTMpoBaTb CMUCOK BPYYHYH0. JTa YyCTaHOBKa
onpegeneHa no yMOM4YaHUIo U pekoMeHayeTcs pa3paboTynKoMm.

MpumevyaHue
Ecnu aTa onumsa BkntodeHa, 1 Bbl yaanunn Bce 3anncu U3 cnucka, nog KHOrnkom
Pacwiupenuna otobpaxaetca TeKCT "PaclumpeHus He onpegeneHsbl”.

PacwupeHnus

C noMOLLbIO 3TOM KHOMKWN BbI3bIBAETCSA OKHO, B KOTOPOM OTOBpaXkatoTcs BCe
paclmnpeHnuns gannoe, NpoBepsieMbIX NPorpamMmmMon B pexxume PegakTupyembin
CMUCOK paclumpeHun. B cnvcke yxe npuBedeHbl HEKOTOPbIE pacLUMpeHns
darinos, Ho Bbl MoxeTe nerko Ao6aBnaTb HOBbIE UKW YAANSATb UX.

MpumevyaHue
[MoMHUTE 0 TOM, YTO 6A30BbIV CMINCOK MOXET MEHATBLCS B 3aBUCMMOCTU OT BEPCUM
nporpammbl.

ApxuBbl
MpoBepaTb apxumBbi

Mpwn BKIIHOYEHHON ONUUK NPOBEPSOTCA apxuBsbl. [poBepsaloTca cxkaTtble annbl,
3aTeM OHW pacnakoBbIBAOTCA U BHOBb NpoBepaoTca. o ymonyaHuio onums
OTKrtoYeHa. MNMpoBepka apxMBOB OrpaHNYMBaETCs riyouHON pekypcun,
KonuyecTtsom hainsnioB u pasmepom apxmsa. Bbl MOxeTe yCcTaHOBUTb
MaKkcumarbHble nofkasaTenu rnyobuHbl pekypcum, konuyectea annos u
pasmepa apxusa.

MNpumeyaHne
Mo ymon4yaHuio onums OTKIKOYEHA, TaK Kak NpoLecc NCNosib3yeT CANLLIKOM MHOMO
pecypcoB. Mbl pekoMeHAyeM NPOBEPSATb apXuBbl C NOMOLLBIO MpoBepku.

Makc. rnybuna pekypcuu

Mpwu ckaHupoBaHUM apxmBoB Guard NPUMEHSIET TEXHOMOMMI0 PEKYPCUBHOMO
noucka. PacnakoBbiBalOTCst U NPOBEPSIOTCS TAKKe apXMBbl, HAXoasLMecs B
apxuBax. Bbl MoxeTe onpeaenuTb rinyouHy pekypcun. 3HayeHue rnyGuHbl
peKkypcum no ymonyanuio - 1. OHo siBnsieTcs pekoMeHayeMbiM: Bece apxuBbl,
HaxoAsLMecs B OCHOBHOM apXvBe, pacnakoBbIBAOTCS M NPOBEPSAIOTCS.
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11.2.1.2.

Makc. yucno ¢avinos

Mpn npoeepke apxmBoB Bbl MOXeTE OrpaHnYnTbL NOMCK onpeaeneHHbIM YACTTOM
hannos B apxue. 3Ha4YeHVe AN MakCMMarbHOMo KOnmyecTBa NpoBepseMblX
darnnos no ymonyaHuto - 10. OHO ABNSETCH PEKOMEHOYEMbBIM.

Makc. obvem [KB)
anI npoBepKe apxXmBoB Bbl moxeTe onpeaennTb MaKcuMarnbHbIl pa3mMep

pacnakoBbiBaeMOro apxmea. 3Ha4yeHue rno ymonyanuio - 1000 KB. OHo aBnseTcs
pekoMeHaYyEMbIM.

HencTtBne npn obHapy>XeHnun

YBepoMneHusa
XypHan perncrpaumu cobbiTui

Ecnn onumsa BkntoyeHa, npu Kaxgom obHapyxeHumn B dhann otyeta gobaensercs
COOTBETCTBYIOLLASA 3anMcb. ADMUHUCTPATOP MOXET Nosly4aTb yBegoMIeHNsa 06
OOHapy>XeHUN 1 COOTBETCTBEHHO pearmpoBaTtb. 3Ta HAacTpoKKa akTUBHA Mo
YMOMYaHuio.

AKycTnyeckuim curHan

Ecnn ata onuus BkntoveHa, Guard npy o6Hapy>XeHUn Nogo3puTeribHbIX 06BHEKTOB
BOCNPOM3BOAMT 3BYKOBOW CUrHas. dTa HacTporika onpeaeneHa no yMon4aHuio.

NcknodeHuns

C aToi onumert Bbl MoXeTe HAacTpOUTb NapameTpbl UCKITHOYEHNS N3 MPOBEPKN
Guard (MoHuTop). YKkasaHHble 00bEKTbI HE MPOBEPSAKOTCS CUCTEMOW MOCTOSAHHOM
3awmTtbl. Guard MOXeT urHopmpoBaTb obpalleHns K pannam co CTOPOHbI
WCKITIOYEHHbIX U3 NPOBEPKM MPOLLECCOB. JTO, HaNpMMep, MOXET ObITb NONE3HO
npu paboTe ¢ 6azammn JaHHbIX UK CUCTEMAMM PE3EPBHOMO KOMMPOBAHUS.

[Mpouecchl, UCKNloYeHHbIe U3 npoBepku cayxbon Guard

JTrobon goctyn K dbarinam co CTOPOHbI MPOLIECCOB, YKa3aHHbIX B 3TOM CINUCKE,
ocTaeTcsi 6e3 BHMMaHUs Co CTOPOHbI cny6bl Guard.

None BBOAA

B aToM none ykaxuTte Mma npouecca, KOTOpbI HE JOIMKEH MPOBEPATHCA CryXO0on
NMOCTOSIHHOW 3alUnThbl. B ycTaHOBKax No yMON4aHMo NPOLIECCHI HE YKa3blBatOTCS.
MmMsi KOHKpETHOrO npouecca NpoLLEe BCEro y3HaTb C MOMOLLbIO gUCNeTYeEpa 3agad.
Bknagka "lMpoueccol" (aHrn.: "Processes") cooepXuT MMeHa BCeX TeKyLLMX
npoueccoB. Hangurte "Baw" npouecc n BHecUTe ero uMa B KONoHke "Mms
obpasa" "Image Name") B crnucok.

MpumevyaHue
Bbl MoxeTe BBecTr 00 20 npoLeccos.

MpeaynpexaeHue:

INpuHUMaoTCa BO BHUMaHME TOSbKO nepsBble 15 3HaKoB MMeHU npouecca
(Bkntoyasn pacwmpeHus dannos). Ecrnv nmeHa gByx NpoLeccoB COBMNagatoT B
nepBbix 15 cumBonax, oba aTux npouecca ncknr4varTca ns nposepkn Guard.
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MpepynpexpeHue

MomHuTE, YTO BCe obpalleHns K dparnam co CTOPOHbI MPOLLECCOB, 0603HAYEHHbIX
B CNMUCKe, UTHOPUPYIOTCH NPU NMPOBEPKe Ha HanuyMe BUPYCOB N BPEAOHOCHbLIX
nporpamm! Windows Explorer n cama onepauyoHHas cuctema He MoryT BbITb
NCKITIOYEHbl 13 NpoBepkn. CoOTBETCTBYIOLLASA CTPOKa B CMNCKE UTHOPUPYETCS.

LHob6aButb

OTa kHonka no3eonset Bam no6aBntb B OKHO npouecc, yKa3aHHbIIZ B noJie BBoAa.

Ypanutb
HaxxmuTe Ha KHOMKY 1 yaanuTe BblAeNeHHbI NpoLecc U3 cnmcka.

Guard He npoBepseT 06beKTHI:
O6palleHus k channam o6bEKTOB U3 ATOr0 CNMCKa UTHOPUPYIOTCS NPOrpamMMon.

MpumeyaHue
CoBokynHasi AnNuHa CTPOK B CNUCKe He JorKHa npeBbiwaTh 6000 3HaKoB.

None BBOAA

Beeante umsa annosoro o6vekTa, KOTOpbIA He OOMMKEH ObITb BKITOYEH B
NpoBEpPKY CUCTEMOWN MOCTOAHHOM 3aLUmThl. [10 YMONYaHMIO CNNCOK HE COAEPXKUT
0OBbEKTOB.

(]

KHonka oTKpbIBaeT OKHO, Aatllee Bam BO3MOXHOCTb BbibpaTh hainoBhbIN
00BbEeKT, KOTOPbIN Bbl XOTUTE NCKNIOYNTL U3 NPOBEPKMU.

[obasutb

C NomoLLbo 3TOW KHOMKM MOXHO 000aBnsiTb K CNUCKY DarnoBbIN 06BHEKT, NMS (M
nyTb) KOTOporo Bl ykazanu B none Beoga.

Ynanutb

OTa KHormka yaansieT BolaeneHHbi annoBbIin 00BHEKT N3 cnucka.

MpumMuKTE K CBEAEHMIO CeaYoLIMe NYHKTbI:

— B HasBaHuu ¢annoB paspelleHbl 3aMeHNTEN CUMBOSIOB * (Nnoboe
KONMMYECTBO 3HaKOB) U ? (OOWNH 3HaK).

— [Nocne umeHn nankun JormkeH obpaTHbIA CNaL - \ , Ha4Ye MMa cunTaeTcs
nMeHeM channa.

— Cnucok obpabaTbiBaeTcsa CBEPXY BHU3.

— MoxHO nckno4vaTb N3 NPOBEPKN U OTAESbHbIE paclumpeHuns dannos
(BKNOYasa 3aMeHUTENb CUMBOJSIOB).

— Ecnu nckniovaeTtca nanka, aBToMaTUYECKN UCKIHOYAOTCA U Nanku,
Haxo4saLwmecs BHYTPW.

— Yem gnunHHee cnucok, Tem BonbLue NPoLecCopHOro BpemMeHn Tpebyetca
Ansa o6paboTkm cnmcka Npw Kaxkgon onepaumn. PekomeHayeTcs He
[ob6aBnATb B CNNCOK 00beKkTbl 6e3 ocobo HeobXxoaMMOCT!.

— [Ons ncknioveHns o6 bekToB, 0bpaLLeHne K KOTOPbIM OCYLLIECTBISIETCH C
NMOMOLLbIO KOPOTKUX MMeH channos DOS (DOS name convention 8.3),
Heobxoanmo [o6aBWTb B CMMCOK COOTBETCTBYHOLLIEE KOPOTKOE UMSI.
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MpumeyaHue

K umeHn canna, cogepkallero 3aMeHnTeNb CUMBOJIOB, HENMb3s 00aBNATbL
oOpaTHbIN cnaLu.

Hanpuwmep:

C:\Program Files\Ipunoxeunsa\Ipmiox* .exe\

OTa 3anncb HegencTeuTenbHa. Nporpamma He UcknioYaeT 0O0bEKT N3 NpoBepku!

MpumeyvaHue

[na oMHaMmnyeckmx OUCKOB, KOTOpble MOAKMOYEHbI (3aMOHTUPOBAaHbI) Kak nanka
Ha gpyrom gucke, Bam Heob6xoanmo NpUMeHATb A5 NOLKITOYEHHbIX OUCKOB
anuacsl ornepaunoHHON CUCTEMbI U3 CNINCKA UCKITIOYEHUN:

Hanpumep, \Device\HarddiskDmVolumes\PhysicalDmVolumes\BlockVolume1\
Ecnun Bbl ncnonb3yete To4Ky MOHTUpPOBaHWSA, Hanpumep, C:\DynDrive
ANHaMUYECKUA ONCK BCe paBHO ByaeT npoBepeH. Vicnonb3yemble onepaunoHHOM
cucteMon anunackl Bel MoxeTe nonyuntb u3 danna otyetoB Guard:

MpumevyaHue

Ha ocHoBaHun chaina otyeta Guard Bbl MoXxeTe ykasaTb MyTW, KOTOPbIE
ncnonb3dyet Guard npu noncke MHULUMPOBAHHbLIX dannos. Vicnonb3ynTe B
CMMCKe NCKIIYEHN Te e nyTu. [lectBynTe cnegyowmm obpasom: YcTaHoOBUTE
napameTp npoTtokonnpoBaHus Guard B HacTponkax: Guard :: OtyeT Ha NMonHas.
O6paTtntechb ¢ NOMOLLbLI0 akTMBMpOBaHHOro Guard K cbanam, nankam, K
NOAKNIYEHHBIM AUCcKaM . Bbl MOXeTe npounTatbh UCMNOMb3yeMbln NyTb B dpanne
otyeToB Guard. ®ann oT4eTa MOXHO BbI3BaTb B pasgene LleHTp KoHTpons
JlokanbHas 3aiuTa :: Guard.

MNpumepsbl:
C:

C
Ci\*.*
C:\*
*.exe

*.x1?

*‘*

:\Program Files\[IpnioxeHus \IpuIoxeHue .exe
:\Program Files\[IpriioxeHus\Ipuiox* .exe
:\Program Files\IIpuioxeHus \IpUIox*
:\Program Files\IIpmjoXeHUs \IPUIIOK??227?.e*
:\Program Files\

:\Program Files

aQa O a o o a O

:\Program Files\Ipuioxeuus\*.mdb
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11.2.1.3. 3BpucTuka

OTOT pasgen HacTPOeK COAEPXKUT NapamMeTpbl 3BPUCTUYECKOro noucka Avira
AntiVir Personal.

Avira AntiVir Personal cogep>XuT 3aBpuUCTU4ECKME CUCTEMbI, KOTOPbIE Cpa3y
pacno3HalT BPegoOHOCHLIE NPOrpamMMbl, TO €CTb 40 COCTaBIIEHMS CrEUnanbHOM
BMPYCHOWM CUrHaTypbl 1 NONy4eHNss OOHOBMNEHMS 3aLLUTbl OT BUPYCOB.
PacnosHaBaHve BUpYCOB OCYLLECTBMASETCS Npy NOMOLM NoapobHOro aHanmsa
MHPULMPOBAHHOIO KOAa Ha NpeaMeT BbIMOMHAEMbIX PYHKUUA U OEACTBUN,
TUNUYHBIX N5l BPe4OHOCHBIX nporpamm. Ecnv nccnegyembint kog uMeeT
XapaKTepHble NPU3HAaKM, OH Nofy4aeT cTaTyCc No403pUTENBHOr0. ATO HE
O3HauvaeT, YTo OOBbEKT B NIOOGOM criyvae sSBnsieTcsi Bpe4OHOCHOW NMpOorpaMmon.
Bo3MOXHbI Takke NoXxHble cpabaTbiBaHMs. PelueHne o TOM, 4TO HeobXxoaAMMo
caenaTb C NOO03pPUTENbHBIM 00OBLEKTOM, NPUHMMAET caM NoJib30BaTerb.
PelweHne moxeT B6bITb OCHOBAHO, HAaNpPUMepP, Ha 3HaHUN O NPOUCXOXAEHUN
danna.

3dBpucTnyeckoe obHapyxeHMe MakpoBUpycoB

dBpUcTnyeckoe obHapy>XeHne MakpoBUPYCOB

Avira AntiVir Personal nmeeT o4eHb MOLLHLIN Gr1OK Makpo3aBpUCTUKK. Ecnn aTa
ONuUA BKNKOYEHA, NpY NOMbITKE NIeYeHNss MakpoChbl B MHPULMPOBAHHOM
OOKYMeHTe yaanstTcs, Noao3puTenbHble dhansibl perncTpupyoTcs,
nonb3oBarenb nony4yaeT 06 3ToM yBegomneHne. 3ta HacCTporKa No yMONYaHuIo
BKMOYEHA U ABMSIETCH Hallen pekomeHaaumen.

Advanced Heuristic Analysis and Detection (AHeAD)

Axktnsuposatb AHeAD

Avira AntiVir Personal 6narogaps texHonorum AntiVir AHeAD cogepXuT odeHb
MOLLIHYIO 3BPUCTUYECKYIO CUCTEMY ANSA onpeaenieHns gaxe Hen3BeCTHbIX

BMPYCOB 1 (HOBbIX) BPEAOHOCHbIX NporpamMm. Bel MoxeTe yCTaHOBUTb YPOBEHb
"pe3KocTn" 3BPUCTUKU. DTa HACTPOMNKA aKTUBHA NO YMOSYAHWUIO.

Hn3kuit ypoeeHb 06Hapy>XeHUs

Ecnwn ata onumsa BkntoveHa, Avira AntiVir Personal obHapyxmBaeT MeHbLUe
HEeN3BECTHbIX BPEAOHOCHbIX NporpamMm.

CpenHuin ypoBeHb 06HapyxeHus

OTa HacTponka No yMO4aHu1Io BKITloYeHa, ecnv Bl BbIGpany npMMeHeHne 3Ton
9BPUCTMYECKON TEXHOSOMNN.

Bbicokunit ypoBeHb 0bHapyxeHuUs

Ecnu aTta onumna BkntodeHa, Avira AntiVir Personal pacnosHaeTt 3Ha4nTenbHO
OornblUue HEN3BECTHbBIX BUPYCOB MMM BPEAOHOCHbIX NPOrpamMm, HO BO3MOXHbI U
NoXxHble cpabaTbiBaHUS.

11.2.2 OTyeT

Guard pacnonaraeTt MOLLHOW (pyHKLMENn NPOTOKONNPOBaHUS, YTO JaeT
nonb3oBaTento/agMMHUCTPATOPY TOYHbIE AaHHbIE O TUNe 1 cnocobe
oBHapyxeHus.
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11.3

MpoTokonupoBaHue
3aeck onpegenstoTcs 00beMHble NapameTpbl darna oTyeTa.

He 1pebyetcsa

Ecnu aTta onuuna BkntodeHa, Guard He co3gaeT NpoToKona.

Mbl pekoMeHayeM 0TKa3biBaTbCA OT NPOTOKONIMPOBAHUA TOMBbKO B 9KCTPEHHbIX
cny4yasx, Hanpumep, ecnu Bl nponsBoanTe TeCTUpOBaHME NPOAYKTA Ha
bonbLon 6ase BUPYCOB.

Mo ymonyaHuio

Ecnwn ata onumsa BkntoveHa, Guard 3anucbiBaeT BaxKHYO MHGOPMaLUUIo 0 BUpycax
N BPEOOHOCHbIX NporpaMmmax, npegynpexaneHus n coodieHmst o owmnbkax B
dann otyeTa, MeEHee BaxkHas MHOPMaLMs B OTYETE HE OTpaxaeTcs. JTa
HaCTpoKKa aKTUBHA NO YMOJTYaHWIO.

PacwivpeHHbI

Ecnn ata onuusa BkntoveHa, Guard otobpaxaeT B OTYETE Y MEHEE 3HAYNMYIO
MHOpMaLMIO.

noJiHasd

Mpwn BkntoyeHHon onuuun Guard 3anuckiBaeT nHgopmaumio (pasmep 1 TMn danna,
AaTa co3gaHus) B hann oTyeTa.

OrpaHuyeHus gna ¢annos oTyeToB

Makcumym n MB

Ecnu aTa onumsa BkrtodeHa, hann oTyeTa orpaHM4MBaeTcs onpeaeneHHbIM
pa3mepom (ot 1 go 100 M6). ot 1 go 100 M6. 3Ta HacTpoKka No yMon4aHuio
BKIMOYEHA. YCTaHOBMEHO orpaHmnyerne B 1 M6.

He cokpawatb ¢ann otyerta

Ecnu onuma BknioyeHa, co3gaeTcs pesepBHada Konua hanna otdeTa nepes ero
COKpaLLEeHNeM.

CoxpaHeHue HacTpoek B daiijie oTyeTa

[laHHble 0 HAcCTpoMKax NOCTOSAHHOW 3aLUNTbI BHOCATCA B hann otyeTa.

Obuee

11.3.1 HacTtpowka :: Obwee

11.3.1.1. JlononHnTenbHbIe KaTeropmm yrpos3

Bbibop BononHUTENbHbLIX KaTeropuii yrpos
Avira AntiVir Personal 3awuwaet Bac 0T KOMNbIOTEPHbLIX BUPYCOB.

Kpome Toro, Y Bac ectb BO3MOXXHOCTb AnddepeHUMPOBaHHOIO Noucka
crneayoLmx AONOMHUTENbHbLIX KAaTErOpUIn yrpoas.

— Backdoor-nporpammel (BDC)
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— [llporpammbl fo3BoHa Ha nnaTtHble Homepa (DIALER)
— Wrpbl (GAMES)
— [lporpammbl-wyTkn (JOKES)
— Pwuck BTOpXeHus1 B npuBaTtHyto cdepy (SPR)
— PeknamHble u wnmoHckme nporpammbl (ADSPY)
— HeobbluHbIn nakosLmk (PCK)
— ®ainbl ¢ pasnuyHbiMu pacumpermamm (HEUR-DBLEXT)
— OuwmnHr
— Mpunoxenne (APPL)
LLlenykom no cooTBeTCTBYOLLEMY MOS0 MOXHO aKTUBMPOBATb BbIOPAHHBLIN TUM
nporpamMMbl UKW geakTMBNPOBaTb €ro.
Buibpatb Bce
Ecnu aTa onuus BkntoveHa, NpomM3BOANTCHA MOUCK BCEX TUMOB NPOrpamm.

3HayYeHMa N0 YMOAYaAHUIO

OTa KHoMka BocCTaHaBNMBAET HACTPONKM MO YMOSIHaHUIO.

MpumeyvaHue

Ecnu kakon-Hmbyab TMN nporpamm He 6bin BbiGpaH, dannbl 3Toro Tmna,
obHapykeHHble Npu NpoBepke, 6onblue He ByayT cunTaTbCa NOAO3PUTENBHBIMN.
He BHOCKTCA Takke MHopmaLms 06 3Tom B dhansn otdeTa.

11.3.2 Be3onacHocTb

ObHoBNEHME

Coobulath, ecnu nocnegHee obHoBNeHMe cTapee N AHEN

B aToM none Bbl MOXeTe ykasaTb KONMYECTBO AHEN, KOTOPOE MOXET NPONTU C
MoOMeHTa nocnegHero obHoBneHus Avira AntiVir Personal. MNpu npeBbiweHnn
3TOro BpemeHu, MNnaHnpoBLLMK BblAaeT npeaynpexaeHue.

OTobpa3utb yBepgomneHue, ecnm VDF-dainn yctapen

MNpw BKNtoveHHOM onuumn Bel nonyvaeTe npeaynpexaexue, ecnn VDF-hann
yctapen. C nomoubto onumm MpeaynpexaexHns Bel moxeTe HacTpouTb
BPEMEHHOWN MHTEepBan Ansa otobpaxeHnsa coobLieHuns, ecnu nocnegHee
obHoBMneHve BbINo NPoM3BEAEHO paHee n AHEN Hasaj.

MonHasn npoBepka CUCTEMBbI

B aToi obnactu Bbl MoxeTe HacTpouTb oToBpaXkeHne ctatyca NosiHOW NPOBEPKU
cuctemsbl LleHTp KoHTponsa B O63op:: CraTyc.

CraTyc "XenTtbliA’, ecnu npowsio 6onee n gHewn

BBeauTe B 3TO None nHTepBarn BpeMeHN B OHSAX, MO UCTEYEHUN KOTOPOro nocre
nocnegHen NosIHOM NPOBEPKN CUCTEMbI CTATYC JOSMKEH NOMEHATLCS Ha XenThIn.
YKasaHHbIV MHTEpPBar BPEMEHN JOIMKEH ObiTb MEHbLLE MHTEPBAna, KOTOPbIN
COOTBETCTBYET KpaCHOMY LBETY cTaTyca. 3Ha4yeHne no yMon4aHuio coctaBnset 7
OHen 1 ABNaeTcsa peKoMeHayeMbIM.
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CraTyc 'kpacHblit’, ecnu npouinio 6onee n gHeMn

BBeauTe B 3TO None nHTepBarn BpeMeHn B OHSAX, MO UCTEYEHUN KOTOPOro nocre
nocnegHen NosIHOM NPOBEPKN CUCTEMBI CTATYC AOIMKEH NOMEHATLCSA HA KPACHbLIN.
YKasaHHbIV MHTEpPBarn BpeMEHN JOIMKeEH ObiTb Gonblle MHTEpBana, KOTOpPbIN
COOTBETCTBYET XEeNnToMy LBeTy cTaTyca. 3HayeHne No yMOn4yaHuio coctaBnseT
30 gHel u aBnseTcs pekoMeHayeMbIM.

MpumevyaHue

Ecnn Bbl 06a BpeMeHHbIX MHTepBana 3aganu Kak paBHbl€ HYNH, TO KOHTPOmb
cTaTyca MosiHoM NpOoBEPKM CUCTEMbI OTKMNoYaeTcs. Bce Bpems Gyaet
oToOpaxartbcs 3emeHbli CUMBOSI. Takasi HaCTpoWka A0SMKHA OblTb yCTaHOBEHA
TOSbKO B UCKMNIOUYMTENBHBIX cryvasx. Ecnu Bel yctaHoBUTE paBHbiM O TONBKO
OAVH NHTEepBarn, TO BBEAEHHbIE JAaHHbIE NMPU3HAIOTCA HEOENCTBUTENbHBIMU.

3awmuta npopykra
3au.w|Ta npouUecCoB OT HeXeJlaTe/NIbHOro 3aBeplieHnd

Ecnu onuuma BkntoyeHa, Bce npouecchl AntiVir 3awmuieHbl OT HexenaTenbHoro
3aBepLUeHNst BPe4OHOCHBIMU NporpamMmmMamMi, a Takke OT HEKOHTPONMPYyeMOoro
3aBepLleHNs Nosfb3oBaTenieM, HanpMmep, Yepes gncneTyep 3agad. dta onuus
BKIOYEHA MO YMOITYaHUIO.

BaxHo
3awmTa npoueccoB 64-6UTHBIX CUCTEM NMOKa HEBO3MOXKHA.

MpepynpexpeHue

Mpwn BKMOYEHHOM 3aLmMTe npouecca MoryT BO3HUKHYTb Npobnembl npu
B3aMMOLENCTBMM C OPYIMMK NpoayKTaMu NporpaMmHoro obecneyeHus. B atux
crny4yasx oTKMYanTe 3awmuTy NpoLLeccoB.

3alUTUTL dainbl U 3anMcK peecTpa 0T MaHUNYAALMIA

Mpwn BkOYEHHON onuuun Bee 3anucu peectpa AntiVir Personal, a Takke Bce
hannbl nporpamMmmbl (4BoUYHbIE dhannbl U dannbl HACTPOMKK) 3alUULLEHbI OT
MaHUNyNAUMA. 3awwmTa oT MaHUnynsaumin BkoyaeT B cebs 3almTy oT 4ocTyna K
3anncsam peecTpa unm NPorpaMmHbIM hannam € Lenblo 3anucu, yaaneHus um
YaCTUYHO YTEHWUS Nnorib3oBaTeNnem Unu NnporpaMMmamm.

MpumeyvaHue

[Mpn BKIIHOYEHHONW ONUUU U3MEHEHUS B HACTPOKKE, a Takke U3MeHeHue 3agaHnm
Nno NpoBepke U OBGHOBEHUSM MOTYT OCYLLLECTBNATLCHA TONbKO Yepes nHTepdenc
nonb3oBarens.

BaxHo
3awmTa dannos 1 3anucen B peectp Ans 64-6UTHbIX CUCTEM NOKa HEBO3MOXKHA.
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11.3.3 WMI

MNopnepxka ana untepdeinica WMI (Windows Management Instrumentation]

Windows Management Instrumentation - ato TexHonorns ynpasnenuns Windows,
KOTOopas No3BONseT NOCPEACTBOM SI3bIKOB CKPUMTOB U NPOrpaMMUpoBaHns
N3MeHATb HacTponkn komnbtoTepa Windows nokasnbHo 1 yganeHHo. AntiVir
Personal noggepxueaet WMI n npegoctaenseT gaHHble (MHopMauuio o
COCTOSIHUK, CTATUCTKKY, OTHETbI, 3annaHMpoBaHHble 3a4a4uv 1 T.4.), cobbiTma Ans
nHtepenca. brnarogaps WMI Bel moxeTe BbI3biBaTb AaHHble 0 AntiVir Personal

Axktnsunposatb nogaep>xky WMI

Ecnu onumna BkntoyeHa, To Bbl cmoxeTte yepes WMI 3anpawmBaTtb gaHHbIE O
AntiVir Personal.

11.3.4 MMankn

BpeMeHHaﬂ nanka

B aToMm none ykaxuTte nyTb K BPEMEHHON nanke, ¢ Kotopon pabotaet Avira AntiVir
Personal.

HacTpoiiku no ymMmon4aHuio

Ecnu ata onums BkntoveHa, ans o06paboTku BpeMeHHbIX (haltfioB cUCTEMbI
NPUMEHSIOTCS HACTPOWKN CUCTEMbI.

MpumevyaHue

Bawa cuctema coxpaHsieT BpeMeHHble dpannbl (Ha npumepe Windows XP) B:
Myck | Hactponka | MNMaHenb ynpaenexus | Cuctema | Bknagka "PacwmpeHHbin” |
KHonka "lNepemMeHHbie cpeapl”. BpemeHHble nepemeHHble (TEMP, TMP) ans
3aperMcTpMpoBaHHOro Nosib3oBaTtens, a Takke cucteMHble nepemeHHsle (TEMP,
TMP) nmetoT COOTBETCTBYIOLLME 3HAYEHUS.

Ncnonb3oBaTb cneayloLlyo nanky

Ecnu aTa onumsa BKOYEHa, ncnonb3dyeTcHd NyThb, yKa3aHHbII‘7I B none gnd ssoaa.

(]

KHomka OTKpbIBaeT OKHO, B KOTOPOM Bbl MOXeTe caMOCTOATENBHO yKkasaTb
BPEMEHHYO Narky.

Mo ymonyaHuio
Haxmute Ha KHOMNKy Ans Belbopa CTaHAapTHOrO NyTW K BPEMEHHOWN Narike.

11.3.5 ObHoBNEHME

Bknagka O6HoBneHue 6rioka Avira AntiVir Premium. Hactpoiika oTBedaeTt 3a
HacTpouky Crny6bl 0GHOBNEHUN .
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11.3.5.1.

ObHoBNEHMe npoaykTa
3aFDV3VITb N aBTOMAaTU4Ye€CkKMN YCTAHOBUTb obHOBNEHME npoaykTa

Ecnn onumsa BkrtoyeHa, 3arpyxarTcsa U ycTaHaBnmMBatoTCca 0OHOBNEHNS
npoaykTa, Kak Tosnbko Nporpamma o6HOBAEHWI NONyYaeT K HAM SOCTYn.
O6HoBNeHNA dalina BUPYCHbIX CUTHATYp U sigpa Npou3BoaaTcs Bcerga u
He3aBMCMMO OT 3TOMN HACTPOWKW. MpeanockInikK ANsa 3Ton onumn: nonHas
HacTporika 06HOBMEHUA N YCTAHOBIIEHHOE COeANHEHME C CEPBEPOM OOHOBIEHWIA.

YBepomneHue B cniyyae obHapyxeHusa obHoBNeHUA NpoAyKTa

Ecnu onuwns BkntoveHa, Bbl Byaete yBeaoMeHbl TONbKO B Cliydae NosiBNeHus
HoBOro o6HoBMeHMst npoaykrta. OGHOBNEHUS dhanna BUPYCHbIX CUrHaTyp 1 siapa
NPOM3BOASATCS BCerga u He3aBMCUMO OT 3TOW HacTpomnku. MNpeanockinky gnsi 3Ton
onuuun: NMonHasa HacTporka OBHOBNEHNS U YCTAHOBIIEHHOE COeANHEHUNE C
cepBepoM OOHOBNEHWI. YBEAOMIIEHNE NPON3BOANTCS B BUAE BCMNSbIBAOLLENO
OKHa U1 Yepes coobleHne moayns Nporpamma obHoBNeHUn B LIEHTp kOHTpons
0630p ::CobbiTHA.

He 3arpyxaTb 06HoBIeHUSA NpoaykTa

Ecnu onuus BkntoyeHa, aBTomaTuyeckme o6HOBNEHUS NpoayKTa He
npousBoasTcs. [porpamma 0OHOBNEHWI HE YBEOOMMSIET TakKe O BbIXOAE HOBbIX
obHoBneHui. OGHOBNEHUSA hanna BUPYCHbIX CUTHATYP M MOMCKOBOMO ABWXKKA
OCYLLECTBIIAOTCS BCEr4a U HE3aBUCUMO OT 3TOW YCTaHOBKM.

BaxHo

O6HoBnNeHMe dainna BUPYCHbIX CUTHATYp M NMOUCKOBOTO siApa OCYLLECTBISETCA
Npuv KaXXgom BbINOSTHEHHOM OBHOBNEHUN. DTO HE 3aBUCUT OT HacTPoOeK
obHoBneHus (cm. Pasgen O6HoBneHne).

Beb-cepsep

O6HoBMNEHNE MOXET OblTb NMPOM3BEAEHO HEMOCPEACTBEHHO Yepes Beb-cepBep B
WHTepHeT .

CoepuHeHune c Beb-cepBepoM

Ucnonb3oBaTb CcyliecTBYOUIEE COeIUHEHUE [CeTb]

OTa HacTpoiika oTobpaxaeTcs, ecnv Bbl ucnonbayeTe ceTeBoe coeanHeHMe.

Ucnonb3oBaTh caeaywuiee coeguHeHune:

OTa HacTponka otobparkaeTcsi, ecnu Bbl camocToaTensHO BbiOpanu napameTpsbl
coeauHEeHus.

Mporpamma oOHOBREHWI onpeaenseT aBTOMaTUYECKK, Kakne onuumn obHOBNEHUS
AOCTYMHbI. HegocTynHble onumMmM HacTPOWKN COeQMHEHUS BblOENEeHbl CEpPbIM
LBETOM M HE MOTyT ObITb aKTMBMPOBaHLlI. MogeMHoe coeMHeEHNE MOXET ObITb
C034aHO BPYYHYO, HanpumMmep, ¢ NOMOoLLbIo TenedoHHon kKHurin Windows.
— Monb3oBaTtenb: Beeaute nvs nonb3oBatens BbIGpaHHON y4eTHON
3anucu.
— MNaponb: YkaxuTe napornb Ans 3Ton y4eTHOM 3anucu. B uensx
©e30nacHOCTM CMMBOJIbI Maponsi oTobpaxarTcs B Nofne BBoAa
3Be3goykamu (*).

MpumevyaHue
Ecnwn Bbl 3a6binn nums Bawen yyeTHon 3anucu ang Bxoga B VIHTepHET munn
naponb, obpatuTtech k Bawemy ViHTepHeT-npoBangepy.
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MpumeyaHue

ABTOMATNYECKOE MOAKIIOYEHME K CUCTEME OOHOBIEHMI Yepes crieumanbHblie dial-
up nporpammel (Hanpumep, SmartSurfer, Oleco) B HacTosLLee Bpemd B Avira
AntiVir Personal eLle HEBO3MOXHO.

PasopBatb dial-up coeanHeHune, cosgaHHoe ana obHoBaeHMS

Ecnu onuunsa BkntoveHa, OTKpPbITOE AJ14 OOHOBIEHMSI COeANHEHNE aBTOMATUYECKN
paspbiBaeTCA Nocrie 3aBepLueHnd 3arpy3ku.

MpumeyaHue
OT1a onuusa HegocTtynHa ana Vista. B Vista mogemHoe coeguHeHune, oTKpbIToe Ans
OOHOBIEHMS, 3aBepLUAETCS NOoCre NpoBeaeHUs 3arpy3ku

Mpokcu

lNMpokcu-cepeep

He ncnonb3oBaTh Nnpokcu-cepeep

Ecnu aTa onums BknoYeHa, ycTaHaBnNMBaeTCca coeanHeHne ¢ Beb-cepBepom He
Yyepes NPOoKCK cepsep.

NpnuMeHATbL cucTeMHble HacTpoikn Windows

Ecnu aTa onumsa BkntodeHa, ans coegmHeHnsa ¢ Beb-cepBepoM 4Yepes NPoKCu-
cepBep NPUMEHSIOTCH TekyLme cucteMHble HacTporkm Windows.

Ncnonb3oBaTb Npokcu-cepBep

Ecnu ata onums BKroYeHa, NponsBoaUTCst NoAKMYeHne K BeG-cepBepy Yepes
NPOKCU-CepBeEpP C NPMMEHEHNEM yKka3aHHbIX Bamu HacTpoek.

Appec
Beeante URL unun IP-agpec npokcn-cepeepa, KOTopbl Bbl X0TUTE ncnonb3oBaThb
Ans coeanHeHnst ¢ Beb-cepBepOM.

Mopt

YKaxute HoMmep nopTta Npokcu-cepBepa, KoTopbl Bbl XOTUTE ncnonb3oBaTh A5s
coeanHeHnsa ¢ Beb-cepeepom.

JlornH
Ykaxute Balu norvH ans perncrpaumnmn Ha npokcu-cepeepe.

Mapone

BBeante cOOTBETCTBYIOLNIM NApOnb ANs pernctTpauum Ha Nnpokcu-cepeepe. B
uensax 6e3onacHOCTM CMMBOSbI Napons oTobpaxalTcs B None BBoAa
3Besgoykamu (*).

lMpumepsi:
Appec: proyx.domain.de  [opT: 8080
Agppec: 192.168.1.100 Mopt: 3128
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11.3.6 lpenynpexaeHuns

11.3.6.1. AkycTnyeckume curHanbl

AkycTuyeckuin curvan

Mpn obHapyxeHnn Bupyca unm spegoHocHoro MO ¢ nomoLbio Scanner B
WHTEPaKTUBHOM pexnme AeNCTBUS NoAaeTca npeaynpexaarowmi curHan. Y Bac
€CTb BO3MOXHOCTb OTKIIOYMTb UMW BKNIOYUTL NpeaynpexaaroLwmin curHan, a
Takke BblbpaTb B KavecTBe npeaynpexgatowero curHana gpyrov WAVE-dann.

MpumeyaHue
Pexum Scanner yctaHaBnMBaeTcsl B HacTporkax Scanner::[Mowvck:: Jencteus npu
oBHapyxeHuun.

HeT npeaynpexaeHus

I'IpM BKINIOYEHHOM oNuuKn He nogaeTcs aKyCTU4eCKOoro curHana npu O6Hapy)KeHI/IVI
BMpyca C NOMOLLbIO Scanner .

Bocnpoun3BoauTh Yepe3 rpoOMKOroBopuUTESib KOMMNbIOTEPA [TOﬂbKO npn NHTEpPakKTUBHOM
pe)KVIMEI

I'IpM BKINIOYEHHOM onuuKn nogaeTcs aKyCTVIl-IeCKI/IVI CurHan co CtaHgapTHbIM
3BYKOBbIM npeaynpexageHnem rnpum 06Hapy>|<eH|/|v| BMpyca C NOMOLLbIO Scanner .
I'Ipeuynpemp,arou_mﬂ curHan socnpoun3sognTca BHYTPEHHUM rPOMKOroBopuUTenem
KOMMblOoTEpPA.

WUcnonbsosaTb cneaywwmne WAV-dpannsl [Tonbko Npu MHTEpakTUBHOM pexuMe)

Mpwy BKIIHOYEHHON ONUUKU NOAAETCH aKyCTUYECKUA CUrHar ¢ MOMOLLbIO
BbiGpaHHoro WAVE-carna npu obHapyxeHumn supyca Scanner . BoibpaHHbIn
WAVE-ann Bocnponssoantcsa Yepes NoAKMIOYEHHbIN BHELHUIA
rPOMKOrOBOPUTENb.

Wave-daiin

30ecb Bl MOXeTe ykasaTb UMs ayauno-carina ans BocnpousseeHns n nyTb K
Hemy. CTaHgapTHbIM Npegynpexgatowmn curdan AntiVir Personal BHeceH no
YMOMYaHuto.

(]

KHonka oTKpbIBaeT OKHO, B KOTOPOM Bbl MoXeTe BhiGpaTh Tpebyembii dann.
Tect

OTa KHoMKa npegHasHaveHa ans TecToBOro 3anycka BblbpaHHoro Wave-gawna.

11.3.7 CobbiTHSA

OrpaHnuunTb pasmep 6a3bl faHHbIX COOBLITUN

YcTaHOBUTbH MakCMManbHbIN pasMep He bonee n 3anucen

Ecnu onumsa BkntovyeHa, MakcMmanbHOe YMcno 3anucen B 6ase AaHHbIX COObITUI
OrpaHMYeHo onpeneneHHbIM pasMepom; 4ONYCTUMbIE 3HAYEHUST HAX0OATCS B
nHTepsane: mexay 100 n 10 000 3anucen. Ecnn konm4yecTBo BBEAEHHbIX
3anucen npesbileHO, bonee cTapble 3anncK yaanstoTcs.



Ccbinka: Onunm MeHI0 HaCTPOMKM

Ypanatb Bce cobbiTna ctapee n gusalen)

Ecnn ata onuusa BkntoveHa, Nocne onpeneneHHoro KonmyecTea gHen ygansercs
BCs 6a3a JaHHbIX; 4ONYCTMMbIE 3Ha4YeHuns: PaspelueHHbIn guanasoH - mexay 1 u
90 gH. OTa onuusa onpegerieHa no yMornyaHuio co 3HadeHnem B 30 gHen.

He orpaHunuuBaTb pa3mep 6asbl gaHHbix [Yoanate cobbiTUs BpyYHYIO)

Mpwn BkOYEHHON onuuun pasmep 6a3bl AaHHbIX COOLITUIN He orpaHuyeH. B LleHTp
KoHTpons B pa3gene CobbiTnst moryT otobpaxartbcsi He 6onee 20 000 3anucen.

11.3.8 OrpaHunyeHuns oTyeToB

OFpaHI/I‘-WIBaTb KOonm4yecTBo A0

OrpaHnymMBaThb KOANMYECTBO 10 N LIT.

Ecnn onumsa BkntoyeHa, MakcMmarbHOe YNCIIo OTYETOB OrpaHUYeHo
onpeaeneHHbIM pa3mepoM; AoMNyCTUMble 3HAaYEHUS HAXOASATCA B MHTepBarne: oT 1
no 300. Ecnn 3agaHHOe KonNnM4ecTBO BBEAEHHLIX 3anvcen NpeBbilleHo, bonee
cTapble OTYeThl YOansoTCS.

YpanaTtb oTYeThl cCTaplue n AHeN

Ecnn onumsa BktoyeHa, oT4eThbl, CO34aHHble ONpeaeneHHoe YACIo AHEN Ha3aa,
aBToMaTuyecku ygansatoTcs. PaspelueHHbln guanasoH - mexay 1 n 90 gH. Mo
yMOnyaHuio Ang aTon onuuun onpegeneHsl 30 gHeN.

He orpaHnumBaTh KONMYECTBO O0TYETOB (yAanaTh BPyUHYi0)

KonnyecTtBo O0TY4ETOB He orpaHn4ymBaeTcA.

11.3.9 AkycTuuyeckune curHanbl

AkycTuyeckuin curvan

Mpn obHapyxeHnn Bupyca unum spegoHocHoro MO ¢ nomoLbio Scanner B
WHTEPaKTUBHOM pexnme AeNCTBUS NoAaeTca npeaynpexaarowmi curHan. Y Bac
€CTb BO3MOXHOCTb OTKIIOYMTb UMW BKNIOYUTL NpeaynpexaaroLwmin curHan, a
Takke BbibpaTb B Ka4yecTBe npeaynpexgatowero curHana gpyrov WAVE-dann.

MpumeyaHue
Pexxum Scanner yctaHaBnvMBaeTcs B HacTporkax Scanner::Movck:: Jenctsua npu
oBHapyxeHuwn.

HeT npeaynpexaeHus

I'IpM BKINIOYEHHOM onuuKn He nogaeTcs aKyCTU4eCKOoro curHana npu O6Hapy)KeHI/IVI
BMpyca C NOMOLLbIO Scanner .

Bocnpoun3BoauTbh Yepe3 rpoOMKOroBopuUTESib KOMNbIOTEPA [TOﬂbKO npn NHTEPakKTUBHOM
Qe)KVIMel

Mpw BKMOYEHHON OMNUMKN NOAAETCSA aKyCTUYECKMIA CUrHan co CTaHAapTHLIM
3BYKOBbIM NpeaynpexaeHnem npy oGHapyXeHumn Bupyca ¢ nomoLlbio Scanner .
MpenynpexaaoLLnii CUrHan BOCNpPOM3BOAMTCA BHYTPEHHUM FPOMKOrOBOPUTENEM
KoMMbloTepa.
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WUcnonb3oBatk crneanywuime WAV-dainbl [TONIbKO NPpU MHTEPAKTUBHOM pexunme)

Npu BKKOYEHHOM ONUMM NOJAETCA aKyCTUYECKUIA CUrHam ¢ NOMOLLbIO
Bbl6paHHoro WAVE-danna npu obHapyxeHun Bupyca Scanner . BoilbpaHHbIN
WAVE-cainn sBocnponssogmtcs Yepes NoaKNYeHHbIN BHELLHWI
rPOMKOroBOpUTESb.

Wave-daiin

3aeck Bbl MOXeTe ykasaTb uMsi ayano-carna gnsi BocnpomssegeHus v nyTb K
Hemy. CTaHgapTHbIM Npegynpexgatowmn curdan AntiVir Personal BHeceH no
YMOMNYaHUIo.

(]

KHonka oTKpblBaeT OKHO, B KOTOPOM Bbl MOXeTe BbiGpaTh Tpebyembin dhann.
Tect

OTa KHormnka npegHasHaveHa ans TeCTOBOro 3arnycka BblibpaHHoro Wave-ganna.
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